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Section SF 1449 - CONTINUATION SHEET 

ITEM NO 
0001 

SUPPLIES/SERVICES QUANTITY 
5 

Labor 
FFP 

UNIT 
Months 

UNIT PRICE 
(b)(4) 

Labor IA W PWS, excluding para 1.3.16. This CLiN is funded by SLiN 000 101 
for (b)(4) in operating funds and 000102 for (b)(4) in capital funds. 

AMOUNT 
(b)(4) 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYE8346G601 
SIGNAL CODE: A 

NETAMT (b)(4) 

ITEM NO 
000101 

SUPPLIES/SERVICES QUANTITY UNIT 

Funding for CLiN 000 I 
FFP 
Labor IA W PWS, excluding para 1.3.16. Operating Funds. 

UNIT PRICE AMOUNT 
$0.00 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYE8346G601 

NETAMT $0.00 

ACRN AA 
CIN: W81GYE8346G6010000AA 

(b)(4) 
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ITEM NO 
000102 

SUPPLIES/SERVICES QUANTITY 

Funding for CLIN 0001 
FFP 

UNIT 

Labor IA W PWS, excluding para 1.3.16. Capital funds. 
FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYE8346G60I 

UNIT PRICE AMOUNT 
$0.00 

NETAMT $0.00 

ACRN AB (b)(4) 

CIN: W81 GYE8346G60 10000AB 

ITEM NO 
~2 

SUPPLIES/SERVICES QUANTITY 
5 

Labor - Optional Task 
FFP 

UNIT 
Months 

UNIT PRICE 
(b)(4) 

Labor IAW PWS para 1.3.16 (task area 16). This CLIN is funded by SLIN 000201 
for (b)(4) in operating funds and SLIN 000202 for (b)(4) in capital 
funds. 

AMOUNT 
(b)(4) 

FOB: Destination 
SIGNAL CODE: A 

NETAMT (b)(4) 
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AMOUNT 
$0.00 

ITEM NO 
000201 

SUPPLIES/SERVICES QUANTITY 

Funding for CLIN 0002 
FFP 

UNIT UNIT PRICE 

Optional Task. Labor fA W PWS para 1.3.16 (task area 16). Operating Funds. 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYE8346G60I 

ACRN AA 
CIN: W81GYE8346G6010000AA 

NETAMT $0.00 

(b)(4) 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE 
000202 Months 

Funding for CLIN 0002 
FFP 

AMOUNT 
$0.00 

Optional Task. Labor fA W PWS para 1.3.16 (task area 16). Capital Funds. 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYE8346G601 

ACRN AB 
CIN: W81GYE8346G6010000AB 

NETAMT $0.00 

$10,232.05 

http:10,232.05
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AMOUNT 
$6,000.00 NTE 

ITEM NO 
0003 

SUPPLIES/SERVICES QUANTITY 
1 

Travel 
FFP 
IAW PWS Para 4.3. Operating Funds. 

UNIT 
Lot 

UNIT PRICE 
$6,000.00 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81 GYE8346G60 1 
SIGNAL CODE: A 

NETAMT $6,000.00 

ITEM NO 
000301 

SUPPLIES/SERVICES QUANTITY 

Funding for CLIN 0003 
FFP 
TravellAW PWS para 4.3. Operating funds. 

UNIT UNIT PRICE 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYE8346G601 

NETAMT 

ACRNAA 
CIN: W81GYE8346G6010000AA 

AMOUNT 
$0.00 

$0.00 

$6,000.00 

http:6,000.00
http:6,000.00
http:6,000.00
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ITEM NO 
1001 
OPTION 

SUPPLIES/SERVICES QUANTITY 
12 

Labor 
FFP 

UNIT 
Months 

UNIT PRICE 
(b)(4) 

Option Period 1. Labor IA W PWS, excluding para 1.3.16. This CLIN is funded by 
SLIN 100101 for (b)(4) in operating funds and 100102 for $ (b) (4) in 
capital funds. 

(b){4) 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81 GYE8346G60 1 
SIGNAL CODE: A 

NETAMT (b)(4) 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
1002 
OPTION Labor - Optional Task 

12 Months (b)(4) (b)(4) 

FFP 
Option Period I. Lab S para 1.3.16 (task area 16). This CLlN is funded 
by SLlN 100201 for (b)(4) in operating funds and SLlN 100202 for 

(b)(4) in capital funds. 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81 GYE8346G60 1 
SIGNAL CODE: A 

NETAMT (b)(4) 



HTC711-09-F-0030 

Page 8 of 45 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
1000 I Lot $8,500.00 . $8,500.00 NTE 
OPTION Travel 

FFP 
Option Period 1. lA W PWS Para 4.3. Operating Funds. 

FOB: Destination 

PURCHASE REQUEST NUMBER: W81GYE8346G601 . 

SIGNAL CODE: A 


NETAMT $8,500.00 

ITEM NO 
.2001 
OPTfON 

SUPPLIES/SERVICES QUANTITY 
12 

Labor 
FFP 

UNIT 
Months 

Option Period 2. Labor lAW PWS, excluding para 1.3.16. This CL 
SLlN 200 101 for $ (b)(4) in operating funds and 100102 for 
capital funds. 

(b)(4) 

(b)(4) . 

y 
in 

AMOUNT 

(b)(4) 

FOB: Destination 
PURCHASE REQUEST NUMBER: W8IGYE8346G601 
SIGNAL CODE: A 

NETAMT (b)(4) 

http:8,500.00
http:8,500.00
http:8,500.00
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ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
2002 12 Months (b)(4) (b)(4) 

OPTION Labor - Optional Task 
FFP 

Option Period 2. Labor lAW PWS para 1.3.16 (task area 16). This CLiN is funded 

by SLiN 20020 I for (b)(4) in operating funds and SLiN 200202 for 


(b)(4) in capital funds. 

FOB: Destination 

PURCHASE REQUEST NUMBER: W81 GYE8346G60 I 

SIGNAL CODE: A 


NET AMT (b)(4) 

ITEM NO 
2003 
OPTION 

SUPPLIES/SERVICES QUANTITY UNIT 
I Lot 

Travel 
FFP 
Option Period 2. lAW PWS Para 4.3. Operating Funds .. 

UNIT PRICE 
$8,800.00 

AMOUNT 
$8,800.00 NTE 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81 GYE8346G60 I 
SIGNAL CODE: A 

NETAMT $8,800.00 

http:8,800.00
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ITEM NO 
3001 
OPTION 

SUPPLIES/SERVICES QUANTITY 
12 

Labor 
FFP 

UNIT 
Months 

UNIT PRICE 
(b) (4) 

Option Period 3. Labor lA W PWS, excluding para 1.3.16. This CLiN is funded by 
SLIN 30010 I for (b)(4) in operating funds and 300102 for (b)(4) in 
capital funds. 

(b)(4) 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYE8346G601 
SIGNAL CODE: A 

NETAMT (b)(4) 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
3002 
OPTION Labor - Optional Task 

12 Months (b)(4) (b) (4) 

FFP 
Option Period 3. Labor IAW PWS para 1.3.16 (task area J6). This CLiN is funded 
by SLiN 30020 I for (b)(4) in operating funds and SLIN 300202 for 

(b)(4) n capital funds. 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81 GYE8346G60 1 
SIGNAL CODE: A 

NETAMT (b)(4) 
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ITEM NO. 
3003 
OPTION 

SUPPLIES/SERVICES QUANTITY UNIT 
1 Lot 

Travel 
FFP 
Option Period 3. IA W PWS Para 4.3. Operating Funds. 

UNIT PRICE 
$9,000.00 

AMOUNT 
$9,000.00 NTE 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81 GYE8346G60 I 
SIGNAL CODE: A 

NET AMT $9,000.00 

ITEM NO 
4001 
OPTION 

SUPPLIES/SERVICES QUANTITY 
12 

Labor 
FFP 

UNIT 
Months 

Option Period 4. Labor fA W PWS, excluding para 1.3.16. This CLI 
SLiN 400 I 0 I for (b)(4) in operating funds and 400102 for $ 
capital funds. 

(b)(4) 

(b)(4) 

by 
in 

(b)(4) 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81 GYE8346G60 I 
SIGNAL CODE: A 

NETAMT (b)(4) 

http:9,000.00
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ITEM NO 
4002 
OPTION 

SUPPLIES/SERVICES QUANTITY 
12 

Labor - Optional Task 
FFP 

UNIT 
Months 

UNlTPRICE 
(b)(4) 

Option Period 4. Labor IAW PWS para 1.3.16 (task area 16). This CLIN is funded 
by SLIN 400201 for (b)(4) in operating funds and SLIN 400202 for 

(b){4) in capital funds. 

AMOUNT 
(b)(4) 

FOB: Destination 
PURCHASE REQUEST NUMBER: W8lGYE8346G601 
SIGNAL CODE: A 

NETAMT (b)(4) 

ITEM NO 
4003 
OPTION 

SUPPLIES/SERVICES QUANTITY UNIT 
I Lot 

Travel 
FFP 
Option Period 4. IAW PWS Para 4.3. Operating Funds. 

UNIT PRICE 
$9,300.00 

AMOUNT 
$9,300.00 NTE 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81 GYE8346G60 I 
SIGNAL CODE: A 

NETAMT $9,300.00 
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AMOUNT 
(b)(4) 

ITEM NO 
5001 
OPTION 

SUPPLIES/SERVICES 

Labor 

QUANTITY 
7 

UNIT 
Months (b)(4) 

FFP 
Option Period 5. L 
SLiN 500101 for $ 
capital funds. 

(b)(4) 

S, excluding para 1.3.16. This CLiN is funded 
in operating funds and 500102 for $ (b)(4) 

by 
in 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81 GYE8346G60 I 
SIGNAL CODE: A 

NETAMT 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE 
5002 7 Months (b}(4) 
OPTION Labor - Optional Task 

FFP 
Option Period 5. Labor lAW PWS para 1.3.16 (task area 16). This CLIN is funded 
by SLiN 500201 for $ (b)(4) in operating funds and SLIN 500202 for 

(b)(4) in capital funds. 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81 GYE8346G60 I 
SIGNAL CODE: A 

(b)(4) 

AMOUNT 
(b)(4) 

NET AMT (b)(4) 



ITEM NO SUPPLIES/SERVICES QUANTITY UNIT 
5003 1 Lot 
OPTION Travel 

FFP 
Option Period 5. lAW PWS Para 4.3. Operating Funds. 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81 GYE8346G60 I 
SIGNAL CODE: A 

TNSPECTION AND ACCEPTANCE TERMS 

Supplies/services will be inspected/accepted at: 

CLIN INSPECT AT 
0001 Destination 
000101 N/A 
000102 Destination 
0002 Destination 
000201 N/A 
000202 N/A 
0003 Destination 
000301 Destination 
1001 Destination 
1002 Destination 
1003 Destination 
2001 Destination 
2002 Destination 
2003 Destination 
300) Destination 
3002 Destination 
3003 Destination 
4001 Destination 
4002 Destination 
4003 Destination 
5001 Destination 
5002 Destination 
5003 Destination 

INSPECT BY 
Government 
N/A 
Government 
Government 
N/A 
N/A 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 

UNIT PRICE 
$2,780.00 

NETAMT 

ACCEPT AT 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
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AMOUNT 
$2,780.00 NTE 

$2,780.00 

ACCEPT BY 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 

Government 


http:2,780.00
http:2,780.00
http:2,780.00
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DELIVERY INFORMATION 

CLIN 	 DELIVERY' DATE QUANTITY SHIP TO ADDRESS UIC 

0001 	 POP 25-APR-2009 TO N/A SDDC CONTRACTING CENTER - WSI GYE WSlGYE 
30-SEP-2009 	 -ALEX 

PHYLLIS JIMERSON ' 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
6IS-220-5640 
FOB: Destination 

000101 	 POP 25-APR-2009 TO N/A (SAME AS PREVIOUS LOCATION) W81GYE 
30-SEP-2009 FOB: Destination 

000102 	 POP 25-APR-2009 TO N/A (SAME AS PREVIOUS LOCATION) W81GYE 
30-SEP-2009 FOB: Destination 

0002 	 POP 25-APR-2009 TO N/A (SAME AS PREVIOUS LOCATION) W81GYE 
30-SEP-2009 FOB: Destination 

000201 	 POP 25-APR-2009 TO N/A (SAME AS PREVIOUS LOCATION) W81GYE 
30-SEP-2009 FOB: Destination 

000202 	 POP 25-APR-2009 TO N/A (SAME AS PREVIOUS LOCATION) W81GYE 
30-SEP-2009 FOB: Destination 

0003 	 POP 25-APR-2009 TO N/A (SAME AS PREVIOUS LOCATION) W81GYE 
30-SEP-2009 FOB: Destination 

000301 	 POP 25-APR-2009 TO N/A (SAME AS PREVIOUS LOCATION) W81GYE 
30-SEP-2009 FOB: Destination 

1001 	 POP 01-OCT-2009 TO N/A (SAME AS PREVIOUS LOCATION) W81GYE 
30-SEP-2010 FOB: Destination 

1002 	 POP 01-OCT-2009 TO N/A (SAME AS PREVIOUS LOCATION) W81GYE 
30-SEP-20 10 FOB: Destination 

1003 	 POP 01-OCT-2009TO N/A (SAME AS PREVIOUS LOCATION) W81GYE 
30-SEP-20 I 0 FOB: Destination 

2001 	 POP 01-OCT-20IO TO N/A (SAME AS PREVIOUS LOCATION) W81GYE 
30-SEP-2011 FOB: Destination 

2002 	 POP 01-OCT-20IO TO N/A (SAME AS PREVIOUS LOCATION) W81GYE 
30-SEP-2011 FOB: Destination 
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2003 POP 01-OCT-2010 TO 
30-SEP-2011 

N/A (SAME AS PREVIOUS LOCATION) 
FOB: Destination 

WSIGYE 

3001 POP 01-0CT-2011 TO 
30-SEP-2012 

N/A (SAME AS PREVIOUS LOCATION) 
FOB: Destination 

WSIGYE 

3002 POP 01-OCT-2011 TO 
30-SEP-2012 

N/A (SAME AS PREVIOUS LOCATION) 
FOB: Destination 

WSIGYE 

3003 POP 01-0CT-20I I TO 
30-SEP-2012 

N/A (SAME AS PREVIOUS LOCATION) 
FOB: Destination 

WSIGYE 

4001 POP 01-OCT-2012 TO 
30-SEP-2013 

N/A (SAME AS PREVIOUS LOCA TJON) 
FOB: Destination 

WSIGYE 

4002 POP OI-OCT-2012 TO 
30-SEP-2013 

N/A (SAME AS PREVIOUS LOCATION) 
FOB: Destination 

W81GYE 

4003 POP 01-OCT-2012 TO 
30-SEP-2013 

N/A (SAME AS PREVIOUS LOCATION) 
FOB: Destination 

W81GYE 

5001 POP 01-OCT-2013 TO 
24-APR-2014 

N/A (SAME AS PREVIOUS LOCATION) 
FOB: Destination 

W8IGYE 

5002 POP 01-OCT-20I3 TO 
24-APR-2014 

N/A (SAME AS PREVIOUS LOCATION) 
FOB: Destination 

WSIGYE 

5003 POP 01-OCT-2013 TO 
24-APR-2014 

N/A (SAME AS PREVIOUS LOCATION) 
FOB: Destination 

W81GYE 

ACCOUNTING AND APPROPRIATION DATA 

AA: 97 X 4930 F030 9 E3 35 7780 nTAOPHooOO 8000 252B W8 1GYE8346G60 1 389900 
AMOUNT: $1,058,933.80 
CIN W81GYE8346G6010000AA: $1,058,933.80 

AB: 97 X 4930 FD30 9 E3 35 8207 CPPSOFTWARE 7300 31EG W81GYE8346G601 389900 
AMOUNT: $369,949.75 
CIN W81GYE8346G601oo00AB: $369,949.75 

CLAUSES INCORPORATED BY REFERENCE 

52.204-7 Central Contractor Registration APR200S 
52.232-18 Availability Of Funds APR 1984 
52.232-33 Payment by Electronic Funds Transfer--Central Contractor OCT 2003 

Registration 
252.204-7004 Alt A Central Contractor Registration (52.204-7) Alternate A SEP2007 
252.227-7013 Rights in Technical Data--Noncommercialltems NOV 1995 

http:369,949.75
http:369,949.75
http:1,058,933.80
http:1,058,933.80
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252.227-7014 Rights in Noncommercial Computer Software and JUN 1995 
Noncommercial Computer Software Documentation 

252.227-7016 Rights in Bid or Proposal Information JUN 1995 
252.227-7030 Technical Data--Withholding Of Payment MAR 2000 
252.227-7037 Validation of Restrictive Markings on Technical Data SEP 1999 
252.232-7003 Electronic Submission of Payment Requests and Receiving MAR 2008 

Reports 

CLAUSES INCORPORATED BY FULL TEXT 

52.217-8 OPTION TO EXTEND SERVICES (NOV 1999) 

The Government may require continued performance of any services within the limits and at the rates specified in 
the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the 
Secretary of Labor. The option provision may be exercised more than once, but the total extension of performance 
hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the 
Contractor within 15 days of contract expiration. 

(End of clause) 

52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000) 

(a) The Government may extend the term ofthis contract by written notice to the Contractor within 15 days of 

contract expiration; provided that the Government gives the Contractor a preliminary written notice of its intent to 

extend at least 60 days before the contract expires. The preliminary notice does not commit the Government to an 

extension. 


(b) If the Government exercises this option, the extended contract shall be considered to include this option clause. 


(c) The total duration ofthis contract, including the exercise of any options under this clause, shall not exceed 60 

months. 

(End ofclause) 


CLAUSES INCORPORATED BY REFERENCE 

5552.204·9000 Notification of Government security activity and visitor groupAPR 2007 
security agreements 

5552.204-9001 Facility Clearance APR 2007 
5552.223-900 I Health and Safety on Government Installations APR 2007 
5552.242-9000 Common Access Cards (CACs) for Contractor Personnel AUG 2008 

PERFORMANCE WORK STATEMENT 

SYSTEM DEVELOPMENT, MAINTENANCE, AND SUSTAINMENT FOR THE GLOBAL 


FREIGHT MANAGEMENT SYSTEM (GFM) 

14 March 2009 
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1.0 Description of Services 

1.1 Background. The Military Surface Distribution and Deployment Command (SDDC) is the surface 
transportation component of the United States Transportation Command (USTRANSCOM). SDDC's 
primary functions include worldwide port operations, global traffic management, deployability ability 
engineering, and development of integrated transportation systems. SDDC's Deputy Chief of Staff for 
Information Management-Chief Information Manager (lM/CIO) supports SDDC's mission by designing, 
developing, implementing, and operating standard Department of Defense (DOD) transportation systems 
for which SDDC has been assigned responsibility. The Surface Cargo Branch supports the SDDC 
mission by managing the Global Freight Management System (GFM). GFM is the capstone automated 
execution system of the Defense Transportation System (DTS) for the movement of domestic freight. It 
is also used to a certain degree as an outside the continental United States (OCONUS) shipping tool. 
GFM consists of a Host computer and database located at Scott Air Force Base (AFB), Illinois. Users 
access the GFM system through the Electronic Transportation Acquisition (ETA) System via an Internet 
connection. 

1.2 Scope. The scope of this effort is to provide the necessary contractor services in support for 
migration ofthe GFM system in the following primary system development, maintenance, and 
sustainment areas: 

• 	 Project Management and/or Administration 
• 	 Information Technology (IT) Operations 
• 	 Integration Services 
• 	 IT Software Design, Development, Maintenance, and Sustainment 


Web Based Electronic Commerce 

System Training 

Software Testing 


• 	 Customer Service Liaison Support 
• 	 System Documentation 
• 

GFM is a complex, n-tiered system comprised of many components The GFM system is comprised of 14 
applications written by GFM contracted developers. Most of these applications are developed using Java, 
which are hosted on Apache and JBoss application servers. There are two databases, Oracle and IBM's 
UniData. Many Trading Partners interact with GFM using Electronic Data Interchange (EDI) files, and 
GFM uses applications to handle the data translations, Sterling Commerce's GenTran: SERVER and 
custom code written in UniBasic (a programming language for manipulating data in UniData databases). 
Some Trading Partners interact with GFM using eXtensible Markup Language (XML) file exchange and 
web services. 

UniData is the programming language/database management system that is the foundation of the GFM 
suite of applications. Extensive UniData expertise is critical in supporting and implementing future 
changes to the existing software system. It remains the Government's intent to use Commercial-Off-the
Shelf(COTS) software products as much as practical. These products should be "best of breed" 
commercial software that meets the Government's requirements. Moreover, these products should be 
widely accepted by industry and Government organizations to ensure sustainability over the life span of 
this program and the supported software products. 

Using industry standard Internet browsers, normal Internet connectivity and Non-Secure Internet Protocol 
Router Network (NIPRNET), users shall have real-time, on-line access to the GFM System. GFM 
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provides DOD traffic managers with an information management system for the procurement of 
commercial freight transportation services in peacetime and wartime, with the emphasis on service, 
economy, and readiness. Functions provided through GFM include carrier selection, costing, shipment 
documentation (to include customs and hazardous material), and management of DOD freight 
movements. Additionally, GFM supports prepayment audits of carrier freight bills submitted to the 
Defense Finance and Accounting Service (DF AS) or US Bank's PowerTrack payment system, as well as 
shipment information on Defense assets, to include in-transit visibility data in support of readiness. The 
system also supports post payment audits that are conducted by the General Services Administration 
(GSA). In addition to providing information to installation level transportation offices, the GFM system 
uses EDI and XML to exchange information with a variety of collateral automated information systems, 
such as the USTRANSCOM Global Transportation Network (GTN). These interchanges assist with the 
facilitation of Total Asset Visibility (TA V) and In-transit Visibility (lTV) offreight movement assets. 

1.2.1 Module Descriptions. The current GFM applications listed below: 

Transportation Facility Guide (TFG) 
• 	 Spot Bid 
• 	 Rate Quotation 
• 	 Small Package Express (SPE) 
• 	 Shipper's Export Declaration (SED) 
• 	 Transportation for the Relief of Mankind (TRANSFORM) 
• 	 Freight Acquisition Shipping Tool (FAST) 
• 	 Discrepancy Identification Systems (DIS) 
• 	 Customer Added Value Suite (CA VS) 


Tender Entry on the Web (TEOW) 

Freight Carrier Registration Program (FCRP) 

In-transit Visibility (lTV) 

Carrier Reports 


• 	 GFM Training Simulator and Tutorials 

These complex subsystems perform a wide range of functions and interface with a large number of 
systems external to SDDC. Following is a brief description ofeach GFM subsystem: 

a) Spot Bid. Spot Bid is used to build and execute one-time, expedited, over-weight and over
dimensional shipments. It can also be used to elicit carrier bids for shipments when no matching carrier 
tender bids are available on the GFM Host. Spot Bid utilizes links to the existing GFM databases and 
provides integrated "Best Value" logic. All bids submitted against Spot Bid shipments reflect an all
inclusive expense representing line haul, accessorial charges, and any additional expenses anticipated to 
support that particular shipment. 

b) Transportation Facilities Guide (TFG) provides transportation facility information used to 
determine proper routing for DOD freight. 

c) Rate Quotation. The Rate Quotation Access System designed to give users the ability to retrieve 
cost estimates based on specific shipment data. A user can process multiple requests at a time using 
numerous commodities and Standard Point Location Codes (SPLCs). 
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d) Small Package Express (SPE). Small Package is an Internet-based application that is accessible 
from the GFM Main Menu. Small Package is designed to allow users to ship small packages weighing 
150 pounds or less by entering shipment information for both domestic and international shipments and 
transmitting that information directly to commercial carriers. The shipping method is based on GSA and 
Air Mobility Command (AMC) contracts with Commercial Carriers and all PowerTrack carriers. Both 
Continental United States (CONUS) and OCONUS air shipments are supported. The application also 
provides the following features: 

Small Package utilizes links to GFM databases allowing the automatic entry of address and 
appropriation information. Shipment information is stored so that historical reports may be generated. 

e) Shipper's Export Declaration (SED). The SED system communicates relevant export information 
for qualifying shipments from FAST, Spot Bid (SB), and SPE to the U.S. Census Bureau's Automated 
Export System (AES). SED interfaces with FAST, SB, and SPE. Each application sends pertinent 
shipment information for shipments that are identified as SED shipments to Gem's SED system for 
eventual submittal to the AES system. The interface between GFM and AES provides for data 
transmission to AES as well as receiving information regarding acceptance of information transmitted to 
AES. 

f) Transportation for the Relief of Mankind (TRANSFORM). GFM supports TRANSFORM, a 
non-profit program that negotiates free or discounted shipping for international humanitarian donations. 

g) Freight Acquisition Shipping Tool (FAST). FAST is used to build and execute Tailored 
Transportation Contract (ITC) and voluntary traffic shipments utilizing GFM databases containing 
SPLCs and commodity information, carrier tender bids, and user-maintained address and appropriation 
information. The major features of FAST include real-time rating and ranking ofcarrier tender bids, 
SDDC Operations Center intervention, bill of lading (BL) generation, and Internet accessibility. 

h) Discrepancy Identification Systems (DIS). The DIS application consists of the DIS US 
Government Standard Form (SF) 361 and DIS Management Information Reports. 

The SF 361 is used by shippers and receivers (mainly receivers) to record and track various 
shipment discrepancies regarding the movement of government cargo worldwide. It is also used 
as a claims form by DFAS. It is used to settle Claims on behalf of the US Government for 
discrepant shipments. 
The DIS Management Information Reports are used to view and print the status of various 
shipment discrepancies regarding the movement ofgovernment cargo worldwide. Seven DIS 
Management Information Reports are generated from the data gathered. 

i) Customer Added Value Suite (CA VS). CA VS provides view and print capability for carrier 
tender and bill oflading information retrieved from the GFM Host database via the Internet. CA VS 
includes the following modules: 

Tender View allows user's access to tenders that reside on the GFM Host. It provides shippers 
the capability of viewing and printing tenders on file for carriers who provide service to their 
respective locations. 
Completed Shipments provides users the ability to review shipments completed using the GFM 
system. 

• 	 Bill of Lading View provides users the ability to view and print BL information. This 
information is accessible for payment reconciliation, clarification of shipment services rendered, 
and lTV. 
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• 	 CA VS Downloads allows users to download tender and shipment information from the GFM 
Host. 

j) Tender Entry on the Web is used by carriers to electronically enter voluntary, negotiated, and 
foreign military sales tenders. 

k) Freight Carrier Registration Program (FCRP). FCRP streamlines the carrier qualification process 
and is used by carriers to obtain approval to transport freight for the DOD. FCRP provides the SDDC and 
other DOD agencies with the following abilities: 

• Application processing facilitation for SDDC Operations Center personnel 
Automated Standard Carrier Alpha Code (SCAC) validation 
Automated PowerTrack certification verification 
Automated updates to the DOD approved carrier list 
Access to management reports 
Maintenance of historical application data 

• Maintenance of communications history between carriers and SDDC Operations Center 
personnel. 

I) In-Transit Visibility (lTV). lTV provides DOD approved carriers with the ability to submit in-
transit status information on DOD shipments to the GTN. BL data from the DOD shipping systems is 
automatically available to the assigned carrier in lTV. Carriers registered to use lTV may elect to receive 
notification via email when a newly tendered shipment is available for tracking in lTV. Carriers may use 
lTV, their own proprietary system, or an external commercial service provider to submit shipment status 
data to the GTN. As status events are submitted through lTV, GFM generates the EDI file in the proper 
format and transmits the data to GTN. 

1.2.2 GFM External Interfaces. 

1.2.2.1 Environment. The operational systems span several platform types: Operating Systems, databases, 
and integrated custom-written software with COTS applications. The GFM system uses predominantly 
COTS software and hardware to develop and operate the system. 

1.2.2.2 Development Software. Oracle relational database management system (RDBMS)/Tools, Oracle 
Forms 109, RDBMS Java Development Kit (JDK) 1.5_06, Sterling's GenTran EDI Server Translation 
Software, Serena Team Track, Apache 2.0.55, JBoss 4.0.3 SP I, JAVA, UniData 7.1 UniBasic, C, CVS 
Version Manager, Active Server Pages (ASP), JavaScript, Visual Basic Scripting Edition (VBScript), and 
Unix shell scripts. Version numbers are subject to change. 

Platforms: The GFM database and applications reside on multiple platforms and in multiple 
environments. GFM primary Production system resides in Building 1575 on Scott AFB, IL. (b)(7)e 

(b)(7)e 

(b)(7)e 

COOP environments, GF ependent Verification and Validation (IV&V) environment that 
mirrors Production and a Development / Quality Assurance environment used for development. See 
embedded spreadsheet for a list of hardware types. This list is updated as required to ensure GFM can 
support the Warfighter. 

Hardware & Type 
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SUN CISCO 
SUNFIRE T2000 Cisco Catalyst 3560G 
SUNFIRE V21 0 Cisco Catalyst 3560G 
SUNFIRE V890 Cisco Catalyst 3560 
SUNFIRE V 490 
StorEdge 3510 Dell 
SUNFIRE 280R Dell PowerEdge 2950 

Dell PowerEdge ] 650 
Brocade Switch Dell PowerVault MD 1000 
Brocade Silkworm 4100 
Brocade Silkworm 4100 BlueCoat 

Bluecoat BC400-J 
UP Bluecoat BC400-2 
HP Procurve 2524 BlueCoat SG51 O-C -Hazel 

Relational Databases: Relational databases used include IBM UniData 7 (or higher), Oracle Database
Enterprise Edition 10 (or higher), and Microsoft Access. 

Operating Systems: The Sun servers run Sun Solaris 2.9 and 2.10, Veritas Volume Manager 3.5 and Sun 
Cluster 3.1. The DelllRed Hat Linux servers run Red Hat Enterprise Linux 4. The Dell/Windows Server 
2003 servers run Windows Server 2003 Service Pack (SP) 2. The versions of OS as well as Sun Cluster 
are subject to upgrade. 

Other COTS Software Packages: In addition to the above, the following software packages are used for 
development and systems support 

COTS Software 

• XML Spy Oracle Application Server 
Accuterm Paint Shop Pro 7.0 
Adobe Photo Shop RoboHelp 
Apache HTTP Server Secure Shell (SSh) 

• Apache HTTP Server Secure Shell File Transfer Protocol 
(SFTP) 

• Authorware SERENA TeamTrack 
I Concurrent Versions System (CVS) Shipapi 

Cygwin Siebel 7.8 
Dream Weaver Sterling Commerce Gentran:SERVER 
Eclipse Sun Workshop Compiler C 
ERWIN Tomcat 
Firefox Tool for Application Developers 

(TOAD) 
Flash UniData Guide 
Java 2 Enterprise Edition 
180ss Application Server 
180ss Console 

As technologies continue to advance during the period of performance, these products shall continue to be 
upgraded and/or replaced. 
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1.3 Specific Tasks. 

1.3.1 Task Area 1 - Program Management Support. Program Management Support involves assisting 
SDDC program managers in conducting oversight and management of GFM programs. Program 
Management is comprised of Program Support, Life Cycle Support, and Planning Support. Support 
includes, but is not limited to Work Breakdown Structure (WBS) Analysis, Project Schedule and Control, 
Project Management (Scope Management), and System Life Cycle Management. The contractor shall 
prepare a Management Plan for Government approval within 30 days of award. The document shall be a 
living document and changes shall be submitted to the Government on a quarterly basis following initial 
submission. The Contractor shall prepare a monthly status report. The contractor shall develop and 
maintain detailed WBSs to identify events and schedules required for the development, testing, training, 
documentation, and implementation of software changes, enhancements, and solutions. Provide WBS no 
later than (NL T) the 5th working day after requested. The contractor shall support the Government 
Program Manager in the planning and tracking of projects, to include schedules, risks, and associated 
contractor costs and resource utilization. Support includes providing timeline and cost estimate rough 
orders of magnitude for project planning, and providing project planning and tracking information via 
various forms ofwritten and/or verbal communications, such as email, information papers, discussions, 
and meeting status reporting. Proactively provide project planning and tracking information to the 
government via various written and verbal means. The contractor shall provide project planning and 
tracking information as requested by the Government. 

1.3.2 Task Area 2 - GFM Software Development & Maintenance. The contractor shall provide 
technical assistance to the GFM Program Management Office (PMO) in the resolution of open software 
PRs and in adding new functionality identified as software ECPs. The PRIECP resolutions shall be 
incorporated into the baseline using software versioning methodology. The contractor shall prepare a 
document containing resolutions and test results for the PRslECPs contained in each software version. 
The contractor shall provide a completion status ofall PRslECPs. The contractor shall design system 
applications and integration efforts to enhance/improve the performance and efficiencies of GFM 
software modules and applications. The contractor shall prepare a document containing resolutions and 
test results for the PRslECPs contained in each software version. The contractor shall develop and 
maintain Unix shell scripts and C Programming scripts to interface with GFMs GenTran servicers. 

1.3.3 Task Area 3 - Bills of Lading (BLs). The contractor shall provide for electronic transfer of BLs 
among all GFM trading partners through the development and maintenance ofsoftware and the 
monitoring of BL file transmissions. Additionally, the contractor shall develop/maintain the capability to 
cost and select for traffic currently moving under BLs in order to assure that the Government acquires the 
best value. The contractor shall enable the system to produce electronic and hardcopy BLs. The 
contractor shall ensure that the electronic files are available for transmission to GFM Trading Partners 
(TPs). 

1.3.4 Task Area 4 - Tailored Transportation Contract (TTC) Interface. The contractor shall maintain 
a current set ofTIC tender rates on the GFM Host database. The contractor shall enter tender rates via a 
manual mode when necessary. The contractor shall continuously enhance this interface as necessary. 
Government acceptance as detailed by review of rates uploaded to the GFM Host System. The contractor 
shall maintain the process of uploading TIC Rates received via electronic spreadsheets. 



HTC711-09-P-0030 

Page 24 of45 

1.3.5 Task Area 5 - Remote Carrier Access. The contractor shall provide the capability for commercial 
carriers to access the GFM CA VS, FCRP and TEOW applications from remote locations and obtain 
shipment Requests and Responses, Standard Tender of Freight Services, and Bills of Lading information. 
The contractor shall support and enhance the automated process of carriers accessing CA VS, FCRP, and 
TEOW via the Internet. 

1.3.6 Task Area 6 - Tender Management. GFM currently provides a central database of DOD 

commercial transportation tenders. Additional modes are added to this database as additional Standard 

Rules and Tender Formats are developed. The contractor shall continue to develop and implement 

software for all supported modes of transportation. Using an automated process, the contractor shall 

maintain and update all tender formats approved and submitted by Government agencies. 


1.3.7 Task Area 7 - Software Application Optimization Enhancement. The contractor shall enhance 
and improve the existing GFM application software and/or its applications to ensure maximum system 
optimization. The contractor shall maintain/sustain the software development system and assist in urgent 
analysis for the production system when required, daily activities include systems configuration and 
operation. The contractor shall optimize system operation and resource utilization. The contractor shall 

. conduct performance tuning to obtain systems optimization for maximum application workload while 
maintaining historical performance data to be used as a benchmark. Software development and 
maintenance shall not cause a digression of the current system's performance. 

1.3.8 Task Area 8 - Server System Administration. The contractor shall provide technical expertise in 
the area ofadministration ofweb and application servers to the GFM PMO. The contractor shall monitor 
and provide maintenance for all Apache Web Servers and JBoss Application Servers across the GFM 
software environments. The contractor shall administer JBoss applications, install and configure J2EE, 
configure application resources, modifYing logging properties ofApplication Servers, configuring 
Security, administering the environment using the Web-based Admin Console or command line tools, and 
monitor JBoss performance using Jconsole utilities. The contractor shall deliver application code to JBoss 
application servers. This includes configuring JDBC data sources, Hibernate options, deploying EJB3 
services, deploying EAR, JAR and WAR files, and implementing JMX. 

The contractor shall maintain a custom configuration of JDBC connection pools within JBoss to minimize 
application down time, maintaining MBean APIs for custom tuning and deployment, tuning threads 
through the Tom Cat servlet container to prevent deadlocks, analyzing thread dumps to troubleshoot, 
documenting issues, and making recommendations for performance improvements. The contractor shall 
provide 24x7 Apache Web Servers and JBoss Application Servers monitoring and assistance. 

1.3.9 Task Area 9 - Electronic CommercelEDI (ECIEDI) Support. The contractor shall provide 
highly qualified and trained personnel to build and/or support the technical infrastructure needed to 
support ECIEDI. This support shall include, as a minimum, an integrated software system that includes 
ECIEDI translation software, communication software and application software. Personnel shall possess 
detailed technical knowledge of EDI ASC X.12 Transportation Standards, DOD Implementation 
Conventions, data requirements, and software associated with the system. 
The contractor shall be responsible for providing proven expertise to include but not limited to: creating 
and maintaining Trading Partner profiles within the Sterling Commerce GenTran Server, initiate, 
establish and maintain GFM Trading Partner interfaces using secure shell, creating and maintaining Unix 
shell scripts and C programs to transfer and consolidate files between GFM servers and the cron jobs that 
schedule them, maintenance ofcustomized Unix shell scripts to start up and shut down the Sterling 
Commerce GenTran Server. In addition, the contractor is required to support, upgrade and trouble shoot 
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GFM EDI issues and provide documentation and recommendations for solution and application 
enhancement. The contractor shall assist with loading, testing, and operation of GENTRAN Server 
Software. The contractor shall setup interfaces for outbound and inbound system traffic. The contractor 
shall provide 24x7 GENTRAN Server software monitoring and assistance. 

1.3.10 Task Area 10 - Database Management Systems (DBMS) Oracle Administration. 
The contractor shall provide database administration remotely or on site and shall provide assistance and 

technical expertise in the identification, design, and development of the GFM Oracle databases and 
existing database elements. 

The contractor shall provide Oracle database administration and technical expertise in the identification, 
design, and development of the GFM databases and existing database elements. These administration 
services will include but not be limited to: researching and applying critical Oracle patch updates and 
reviewing installation documentation, performing upgrades as required to the Oracle database, monitoring 
Oracle file size, requesting and applying additional disk space to the Oracle files. The contractor shall 
provide Oracle database administration in the design, creation, implementation, and maintenance of 
complex Oracle databases with respect to access methods, access time, device allocation, validation 
checks, organization, and security. The contractor shall be familiar with SDDC Oracle database disaster 
recovery programs (Oracle Archive Logging/COOP) and business resumption planning. The contractor 
shall provide Oracle database administration in the form of simulation testing across all GFM platforms 
and assist in the testing ofcontractor-developed software in regards to Oracle databases. The contractor 
shall provide 24x7 database administration system monitoring and assistance. 

1.3.11 Task Area 11 - Database Management Systems (DBMS) Unidata Administration. 
The contractor shall provide database administration remotely or on site and shall provide assistance and 
technical expertise in the identification, design, and development of the GFM Unidata databases and 
existing database elements. 

The contractor shall provide expert Unidata system and database administration. The contractor shall 
update UNIX and GFM specific Unidata kernel configuration files, adding directories, creating and sizing 
Unidata files, creating new Unidata accounts, and perform backup and recovery files. The contractor 
shall optimizing Unidata within the current GFM architecture/environment, ensuring system resources are 
kept at optimum levels. The contractor shall deploy UniObjects within the Unidata database, diagnose 
UniObject problems and provide appropriate solutions to the GFM Java development staff. The 
contractor shall customized UniObject pooling mechanisms and applies appropriate actions as necessary. 
The contractor shall be responsible for administrating UniData's Recoverable File System (RFS) to ensure 
that log files are sized appropriately and that the RFS files are monitored on a daily basis. The contractor 
shall provide long-range requirements for Unidata database design and administration. The contractor 
shall provide 24x7 database administration system monitoring and assistance. The contractor shall 
provide 24x7 database administration system monitoring and assistance. 

1.3.12 Task Area 12 Software Reviews. The contractor shall conduct software reviews, and participate 
in briefings, walkthroughs, and/or prototype demonstrations. The contractor shall accurately record the 
proceedings and develop the meeting minutes that shall be provided to the GFM PMO in accordance with 
the schedule identified in the Deliverable Delivery Summary. 

1.3.13 Task Area 13 - Documentation Archive Library. The contractor shall maintain the single, 
centralized electronic library in a Government-provided storage location, which contains all GFM 
documentation determined by the Government for storage in the library. This library shall be made 
available for all GFM staff to review at their discretion. The electronic file structure for this library is at 
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the contractor's discretion, subject to Government approval, and shall be organized to ensure logical 
presentation of documentation for system activities and reports. The contractor shall maintain a 
centralized electronic library that contains appropriate sub-folders for individual activities. 

1.3.14 Task Area 14 - Software Development Test (SDT). The GFM software developer shall conduct 
the appropriate number of successful Software Development Tests (SOT) before releasing software to the 
GFM PMO. The contractor shall develop a Software Development Test Plan, conduct a SOT, and 
develop a SOT Test Results Report for each software PR and ECP incorporated. The contractor shall 
ensure that regression testing is conducted on all software changes and development prior to forwarding 
for Independent Verification and Validation (IV & V) Testing. The developer shall ensure the software is 
error and abort free and shall verifY interoperability and integration with interfacing systems. 
Performance Objective: Performance Measures: Government acceptance of Test Plans and Test Results 
Report for all PRs and ECPs implemented. The contractor shall perform system tests to include SOTs 
and regression testing. The Government will accept Test Plans and Test Results Reports for all PRs and 
ECPs implemented. 

1.3.15 Task Area 15 - Software Version Description (SVD). The contractor shall prepare a SVD for 
each software release and present the SVD to the Government no later than five (5) workdays after 
deployment of the application. The SVD shall identifY and describe an inventory of materials to be 
released, software/applications contents, changes to be installed, adaptation ofdata, related documents, 
installation instructions, and possible problems and known errors. The contractor shall prepare an SVD 
for each software release. 

1.3.16 Task Area 16 - Documentation Support (Optional). The contractor shall create technical 
documentation for the GFM Project in accordance with the Institute of Electrical and Electronics 
EngineerslElectronic Industries Association Software Life Cycle Process, (IEEE/EIA 12207.1-1997) 
standards. In addition to the IEEE standards, the contractor shall provide internal standards of writing 
specific to the GFM Project to ensure consistency of delivery and presentation. Documentation provided 
shall include, but is not limited to System Requirement, Interface Requirement, Database Description 
Documents (DOD), Web Services document, and system-user document. The contractor shall prepare 
technical documentation for the GFM Project. 

1.3.17 Task Area 17 Configuration Management (CM). The contractor shall prepare and revise CM 
related documentation, keep current and participate in activities that control changes to the multiple GFM 
subsystems that are developed or modified. The contractor shall also develop and maintain a software 
library that contains source and object code for the GFM software. Software changes are currently 
managed with the Concurrent Versions System (CVS). As a safeguard software code shall also be stored 
on external electronic media with a listing ofcontents of the deliverable, including LAN server based files 
and those databases and files associated with COTS products. The contractor shall provide electronic 
notice of software releases to the GFM Program Manager and other program management office 
government and contractor personnel who have a need to know. The contractor shall prepare and revise 
CM related documentation and external electronic media for physical site and electronic library storage. 

1.3.18 Task Area Deployed System Sustainment. The contractor shall assign an individual to act as a 
Tier II customer assistance liaison between the SDDC Systems Response Center (SRC) and the GFM 
PMO. Problems that cannot be resolved by the SRC shall be elevated to the GFM Tier II liaison for 
resolution. The Tier II liaison shall support all GFM software modules and applications. The contractor 
shall provide software problem resolution and customer assistance support to the SRC on a daily basis, 
utilizing its technical and functional expertise. The contractor shaH provide monthly statistics that include 
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number of service requests elevated to the Tier II liaison and percentage of time spent on training and 
problem resolution validations. 

1.3.19 Task Area 19 - Distance Learning. The contractor shall develop, implement, and sustain a 
Distance Learning Program (DLP) for the GFM suite of applications. This DLP shall be developed using 
commercially available, proven technologies and techniques, and shall be tailored to match multiple 
learning styles. It shall be designed to reduce and minimize Government investment and sustainment 
costs. The DLP shall also include promotional notices to the user community upon notification prior to 
software release. The DLP program shall be developed consistent with GFM's compressed 
developmental strategy and must be executed efficiently and effectively. The contractor shall ensure 
integration of these products with the existing developmental strategies ofGFM and current training. The 
contractor shall ensure that all training and learning tools are updated consistent with and are 
synchronized with software upgrades and version releases. On a limited case-by-case basis, the 
contractor shall be required to conduct system information briefings, training sessions, and system 
demonstrations at Government meetings, symposiums, workshops, conferences, and other events. The 
contractor shall develop, maintain, and sustain a GFM Distance Learning Program. The Government will 
review, evaluation, and accept DLP releases. 

1.3.20 Task Area 20 - Contractor Management Requests (CMRs). The contractor shall assist the 
GFM PMO in the resolution of CMRs. Resolutions may be in the form of correction ofdata issues; 
training and/or meeting, symposium, workshop, or conference support; response to Freedom of 
Information Act inquiries; analysis/impact studies; support for data calls; and/or generation of various 
reports. The contractor shall correct CMR items by the government approved suspense date. The 
Government will accept resolutions for the CMR item. 

1.3.21 Task Area 21 - Information Assurance. The Contractor shall implement system changes as 
necessitated by IT security notifications, the Information Assurance Vulnerability Management Program 
or as required by Information Assurance Program Manager (IAPM). The Information Assurance 
Vulnerability Management Program frequently issue Information Assurance Vulnerability Alerts 
(lAVAs) that give notification of recently discovered vulnerabilities, specify deadlines for acknowledging 
receipt of the notice, and specify deadlines for implementing any corrective actions, such as a system 
patch or disabling of system services. The Contractor shall acknowledge lAVAs within the Asset & 
Vulnerability Tracking Resource (AVTR) Data Base within 5 working days of receipt. The contractor 
will successfully take the corrective action specified by lAVAs within the specified deadline, 98% of the 
time. 

1.4.2 Deliverable Schedule Summary 

PWS 
Para 

Deliverable Title Delivery Schedule 

1.3.1 Monthly status 
Report 

NLT 5th Work Day of the Month 

\.3.1 Management Plan . Initial Plan 30 Days After Task Award; then 
updated Quarterly 

1.3.1 
1.3.2 

Work Breakdown 
Structure 

NLT 5th Work Day after requested 

1.3.1 
1.3.2 

Work Breakdown 
Structure 

Updated Database Design Specification NL T 
10 work days after software release 

1.3.12 Software Review NL T 10 workdays after meeting attached to 
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Minutes the appropriate Team Track record. 
1.3.13 Documentation 

Archive Library 
Documentation delivered 10 days after 
completion. 

1.3.14 Software 
Development Test 
Plan 3.13 

NL T 5 work days prior to scheduled SDT 
start 

1.3.14 Software 
Development Test 
Results Report 

NL T 10 work days after test completion 

1.3.15 Software Version 
Description 

NL T 5 work days after release to production 

1.3.16 Documentation 
Support 

As required by the Government 

1.3.17 Software Baseline 
Document/Code 

NL T 5 work days after release to production 

1.3.18 GFM Tier II 
Customer Assistance 
Support Statistics 

Once a Month 

1.3.19 Web-based Training 
Deployment (Live 
Meeting Sessions 
On-Line) 

As required by the Government 

1.3.19 Web-based Tutorials 
for deployed 
software 

Updated NL T 3 work days after each 
software release 

1.3.19 System Information 
Briefs, Training 
Sessions, and 
Demonstrations 

As required by the Government 

1.3.20 Contractor 
Management 
Requests 

As required by the Government 

1.3.21 Information 
Assurance 

Take the corrective action as specified by the 
lAVA 

5.0 Transition Summary 
Report 

NL T 15 work days following notification of 
PWS termination 

2. SERVICE DELIVERY SUMMARY 

The Services Delivery Summary (SDS) represents the most important contract objective that, when met, 
will ensure contract performance is satisfactory. Although not all PWS requirements are listed in the 
SDS, the contractor is fully expected to comply with all requirements in the PWS. 

PWSPara Performa nce Ob.iective Performance Threshold 
1.3.1 The contractor shall develop and 

maintain detailed Work 
Breakdown Structures to identifY 
events and schedules required for 
the development, testing, 

98% of the deliverables are 
timely, complete, and accurate. 
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training, documentation, and 
implementation ofsoftware 
changes, enhancements, and 
solutions. 

1.3.1 The contractor shall support the 
Government Program Manager in 
the planning and tracking of 
projects, to include schedules, 
risks, and associated contractor 
costs and resource utilization. 
Support includes providing 
timeline and cost estimate rough 
orders of magnitude for project 
planning, and providing project 
planning and tracking 
information via various forms of 
written and/or verbal 
communications, such as email, 
information papers, discussions, 
and meeting status reporting. 

98% of the deliverables are 
timely, complete, and accurate. 

1.3.2 The contractor shall prepare a 
document constraining 
resolutions and test results for the 
PRIECPs contained in each 
software version. 

98% of requested tasks and 
documents are completed per the 
Management Plan 

1.3.3 The contractor shall enable the 
system to produce electronic and 
hardcopy BLs. The contractor 
shall ensure that the electronic 
files are available for 
transmission to GFM Trading 
Partners (TPs). 

98% ofBL's submitted to GFM 
shall be cost, sent out 
electronically, and stored for 
audit purposes. 

1.3.4 The contractor shall maintain the 
process of uploading TTC Rates 
received via electronic 
spreadsheet 

Upload ofTTC rates within one 
working day with a 100% input 
accuracy rate. 

1.3.5 The contractor shall support and 
enhance the automated process of 
carriers accessing CA VS, FCRP 
and TEOW via Internet 

Carriers access 100% of BL data 
submitted for rating to the GFM 
Host System via CA VS 

1.3.5 The contractor shall support and 
enhance the automated process of 
carriers accessing CAVS, FCRP 
and TEO W via Internet 

98% of tender data is input 
correctly 

1.3.6 Using an automated process, the 
contractor shall maintain and 
update all tender formats 
approved and submitted by 
Government agencies 

Will achieve 100% acceptance of 
tenders 
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1.3.7 Contractor shall conduct 
performance tuning to obtain 
systems optimization for 
maximum application workload 
while maintaining historical 
performance data to be used as a 
benchmark. Software 
development and maintenance 
shall not cause a digression of the 
current system's performance 

Through the utilization of 
application software monitoring 
tools the contractor shall ensure 
that the application software 
performs within 98% of peak 
optimization. 

1.3.8 The contractor shall provide 
24x7 Apache Web Servers and 
180ss Appl ication Servers 
monitoring and assistance. 

The system is available 98% of 
the time 

1.3.9 The contractor shall perform 
loading, testing, and operation of 
GENTRAN Server Software. 
The contractor shall setup 
interface for outbound and 
inbound system traffic 

Ensures that GENTRAN Server 
runs at peak performance level 
98% of the time 

1.3.10 
1.3.11 

The contractor shall provide 
24x7 database administration 
system monitoring and 
assistance. 

Databases shall be current and 
accessible 98% of the time. 

1.3.13 The contractor shall maintain a 
centralized electronic library 
that contains appropriate sub-
folders for individual activities 

The Library shall house the latest 
documentation pertaining to all 
associated systems 98% of the 
time 

1.3.14 The contractor shall perform 
system tests to include SDTs and 
regression testing. 

Will achieve software that is 
error and abort free and 
integrates successfully with 
interfacing systems 100% of the 
time 

1.3.15 The contractor shall prepare an 
S VD for each software release. 

No Later than five (5) workdays 
after deployment 

1.3.17 The contractor shall prepare and 
revise CM related documentation 
and external electronic media for 
physical site and electronic 
library storage 

CM documentation and library 
must be current 98% of the time 

1.3.18 The contractor shall provide Tier 
11 functional and technical 
expertise in support of the SRC 
and GFM customers on a daily 
basis 

Will achieve 100% response to 
requestor within one working 
day, resolve trouble calls 98% of 
the time 

1.3.19 The contractor shall develop, 
maintain, and sustain a GFM 
Distance Learning Program 

All DLPs are synchronized with 
the software releases they 
support 98% of the time 

1.3.20 The contractor shall respond to Respond to CMRs by the 
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CMRs by the government 
suspense date. 

Government approved due date 
98% of the time 

1.3.21 Acknowledge lAVAs within the 
Asset & V ulnerability Tracking 
Resource (AVTR) Data Base 
within 5 working days of receipt 

Successfully take the corrective 
action specified by the lAVAs 
within the deadline specified by 
the Government, 98% of the time 

3.0 Government -Furnished Property and Services 

3.1 The Government will provide remote connectivity to all GFM (Production, Test and Development, 
IV&V, GFM Documentation Storage, and COOP) environments through Clientless Virtual Private 
Network (VPN) accounts using Common Access Card (CAC) based authentication. 

4.0 General Information 

4.1. Place of Performance. The place of performance will be a Contractor-provided facility within 
CONUS. The Contractor wi\l be required to have 1 of its system development maintenance and 
sustainment support personnel located within 50 miles of Scott Air Force Base (AFB). These personnel 
shall be required to spend 50% of their time on Scott AFB at 709 Ward Drive Building 1990, Scott AFB 
IL 62225. 

The contractor will provide a toll-free telephone number for their base facility. All contractor employees 
must also be able to dial in to government-sponsored teleconferences, which may not be toll-free. The 
Contractor may be required, at no expense to the government, to attend meetings, participate in software 
tests, or provide software demonstrations at the SDDC Headquarters located at 709 Ward Drive, Building 
1990, and Scott AFB IL 62225. 

The Contractor shall provide technical support during normal operations hours ("core hours"), 0800-\630 
Central Standard Time, Monday-Friday. Contract employees must be available by toll.free telephone 
during these hours. Additionally, selected personnel must be available, on-call, 24 hours a day, 7 days a 
week for emergency response. Method of access to on-call personnel (e.g., cell phone) shall be reliable 
and responsive. The contractor shall provide a schedule for each staff member. The following days have 
been established as legal public holidays for the Federal Government: 

New Year's Day Ist day of January 
Martin Luther King Jr. Birthday 3rd Monday in January 
Presidents' Day 3rd Monday in February 
Memorial Day 4th Monday in May 
Independence Day 4th day of July 
Labor Day I st Monday in September 
Columbus Day 2nd Monday in October 
Veteran's Day I Ith day of November 
Thanksgiving Day 4th Thursday in November 
Christmas Day 25th day of December 

The contractor shall not schedule interfacing work (meetings, approvals, deliveries, etc.) with the 
Government on any of the established holidays, or any other day designated as a holiday by Federal 
Statute or by Executive Order except with prior approval from the Contracting Officer or Contracting 
Officer Representatives. If a holiday falls on a Saturday, the official holiday shall be celebrated the 
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preceding Friday. If the holiday falls on a Sunday, the official holiday shall be celebrated the following 
Monday. 

4.2 Period of Performance. 

Base Period: 25 April 2009 - 30 September 2009 
Option Period I: 1 Oct 2009 - 30 September 2010 
Option Period 2: I Oct 20 I 0 - 30 September 2011 
Option Period 3: 1 Oct 20 II - 30 Septem ber 2012 
Option Period 4: I Oct 2012 - 30 September 2013 
Option Period 5: I Oct 2013 - 24 April 2014 

4.3 Travel. Travel shall be required in support of meetings, symposiums, workshops, training sessions, 
conferences, and/or other events. The below chart contains estimated travel for purposes of contractor 
proposal and may deviate as requirements change. The estimated travel in the chart shall apply to the 
Base Period, and then shall be repeated for each individual Option Period: 

# Da s# Peo Ie Timeframe 
2 5 June 
2 Ma 
2 December5 

All travel will be Government directed. The contractor shall submit a travel itinerary and estimated cost 
for approval by the COR. Estimated amounts in the contract shall not be exceeded. Any airfare shall be 
at the prevailing rates for commercial airlines at economy class. When required, the most reasonable 
means of ground transportation (e.g., taxi, bus, car rental) shall also be used. Incurred contract travel 
costs will be reimbursed by the government to the contractor in accordance with Joint Travel Regulations 
(JTR) and Federal Travel Regulations (FTR). The Government will not reimburse local travel and related 
expenses to the contractor for travel to or from the Government's facility at Scott AFB. 

The contractor is responsible for tracking the status of travel funds and notifying the COR when funds fall 
below 85% of the established not·to·exceed amount as identified in the contract. 

4.4 Cooperation with Other Contractors and Government Personnel. 

The contractor shall cooperate with other contractors and Government personnel performing work for 

SDDC. The contractor shall avoid interfering with the performance ofwork by other contractors or 

Government employees while not compromising health, safety, or security. The contractor shall bring to 

the attention of the COR any disagreements or delays caused by contractor personnel interference or non· 

cooperation. 


4.5 Security (Physical, Personnel, Information, Anti-terrorism and Force Protection Requirements) 


4.5.1 The majority of the daily work associated with this PWS is UNCLASSIFIED but contract 
personnel will be required to access to restricted (classified areas and systems) located in 
Building 1575 at SAFB, IL. In addition, contract personnel will be required to meet the 
requirements for IT/ ADP standards as outlined in AR 380-19 and 25-2 for deliverables and 
services outlined in this PWS. See sections 4.5.2, 4.5.3 and 4.5.4 for investigative/adjudicative 
requirements for these ratings. 
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4.5.2 ADP/IT Levell: Contract personnel assigned at the ADP lilT I rating require an SSBI (or 
acceptable periodic reinvestigation) favorably adjudicated (a favorable adjudication normally 
grants eligibility at the TOP SECRET level as prescribed by DoD 5200.2-R and AR 380-67). 

4.5.3 ADP/IT Level 2: Contract personnel with ADP II or IT II levels for this contract as 
designated by DoD 8500.1/5200.2-R and AR 380-19/380-67 will need a favorably completed 
NACLC (or acceptable periodic reinvestigation) when favorably adjudicated results in SECRET 
clearance eligibility. A valid SECRET clearance will be needed for access to Building 1575 at 
SAFB,IL, 

4.5.4 ADP/IT Level 3: Personnel assigned to this PWS who do not require ADPIIT levels I or II 
on DoD computer networks as stated in section 4.5.2 and 4.5.3 but need NIPRNET computer 
access and/or a Common Access Card (CAC) will require a favorably adjudicated NACI 
completed by the Office of Personnel Management (OPM) and HQ SDDC, G2 before a CAC 
will be issued. 

4.5.5 Favorable NACI investigation results must be posted in the Joint Personnel Adjudication' 
System (JPAS) before a contractor is allowed access to the NIPRNET and/or be granted a CAe. 

4.5.6 Upon contract award all names of contract employees will be submitted to SDDC, G2 for 
vetting through JPAS to ensure investigative and clearance requirements have been satisfied. 
Vetting of invest igationl clearance status will be completed prior to the Contract Officer 
Representative (COR) I Trusted Agent (TA) accesses the DOD Contract Verification System 
(CVS) and submits the contract employees for their CAC. If a contract member does not have 
the appropriate investigative requirement, the contract employee will be denied the ability to 
work in support of this PWS and not be loaded into CVS. Contract personnel will be loaded in 
CVS with the expiration on their CAC for the initial contract year. Upon approval for the option 
year(s) a new CAC will be issued with new dates for the subsequent year of option. The CAC 
expiration process will be repeated for the duration of the contract. 

4.5.7 Personnel working this contract who will require a favorably completed investigations 
(listed in section 4.5.2 and 4.5.3) resulting in TOP SECRET and/or SECRET eligibility when 
adjudicated by the Defense Industrial Security Clearance Office (DISCO). Interim SECRET 
clearance eligibility is accepted provided it was granted by the Defense Industrial Security 
Clearance Office (DISCO). 

4.5.8 The company who is awarded the contract must have a valid Facilities Clearance Level 
(FCL) at TOP SECRET level to submit the required background investigations listed above. 
Interim FCL's are acceptable provided they are not expired. FCL procedures and security 
guidelines for adjudicative requirements are outlined in DoD 5220.22-M, DoD 5200.2-R and AR 
380-67. FCL's and Interim FCL's must be awarded by the Defense Security Service (DSS) or 
DISCO. HQ SDDC will not provide sponsorship for FCL's to awarded contract company. 

4.5.9 Upon receipt of the CAC, permanently assigned contract employees located at HQ-SDDC 
at SAFB, IL, may obtain the AF 1199 (Restricted Area Badge) if the employee meets the 
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requirements set forth in the SAFB Instruction 31-10 I. Only personnel assigned physically on 
SAFB at least 4 days a week will be issued the AF 1199 unless an exception to policy is 
approved by the 375 th SFS through SDDC G2. 

4.5.10 Visit Authorization Letter (VAL) or Visit Authorization Request (VAR) will be required 
for contract personnel who are assigned to HQ SDDC at SAFB. The V ALNAR request will be 
received 48 hours prior to start of the contractor employee. V ALNAR requests can be 
submitted to SDDC G2 via email or fax (sddc.g2.safb@sddc.army.mil or 618-220-5874). An 
example copy of the VAL or VAR can be obtained from HQ SDDC G2. JPAS visits for these 
types of contract members are not acceptable. 

4.5.11 Visit(s) by contract personnel not permanently assigned to this contract (company 
presidents, company security managers, contract employees not permanently assigned at SAFB, 
etc) will require an electronic visit request in the Joint Personnel Adjudication Systems (JPAS). 
The JPAS Security Management Office (SMO) code is W4PQAA4 for sending visit requests to 
HQ SDDC at SAFB, IL. Visits to SDDC locations outside ofHQ SDDC at SAFB, IL. will be 
facilitated by contacting the security section of the for the SDDC organization to obtain the SMO 
code for SUbmitting visit requests. 

4.5.12 Upon completion of this contract, the employee will surrender all government supplies, 
materials and equipment COR. All contractor CAC's issued will be turned into SDDC G2 for all 
contract personnel assigned to this PWS (this can be accomplished by returning to the COR at 
SAFB for turn in to G2). Contract members assigned to HQ SDDC SAFB, IL. will return CAC 
and any security badges to HQ SDDC, G2 upon out-processing. This will be accomplished on 
the last day of the contract or upon any termination/reassignment of contract employees. 

4.5.13 Security debriefing statement (Standard Form 312) will be completed upon completion of 
the contract ifemployee is assigned to HQ SDDC at SAFB, IL. 

4.5.14 Contract employees assigned to SAFB shall attend/complete the following training as 
prescribed by DOD, USTRANSCOM, Army and Air Force Instructions: Employee Initial 
Security Briefing, Annual Security Awareness Training and the Operations Security (OPSEC) 
and Subversion and Espionage Directed Against the Army (SAEDA) training. All contract 
members regardless of location will complete the annual DoD Antiterrorism Level 1 training. 
Contract employees assigned to other SDDC locations will be required to attend security training 
established by their respective SDDC security offices and/or installations. 

4.5.15 The contractor shall ensure the roles/privileges assigned to contract employees on the 
Government computing platforms are limited to the roles/privileges essential to that individual's 
performance ofhislher assignments. These roles/privileges can be limited or revoked by the 
Government for any reason. 

4.5.16 If the Government notifies the contractor that the employment or the continued 
employment of any contractor employee is prejudicial to the interests or endangers the security 
of the United States of America, that person shall be removed and barred from the worksite. 

mailto:sddc.g2.safb@sddc.army.mil
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This includes security deviations/incidents and credible derogatory information on contract 
members during the course of the contract period. The awarded contract company shall make 
any changes necessary in the appointment(s). 

4.5.17 Security Regulation Compliance. The contractor will be required to comply with all 
security regulations and directives as identified herein, and other security requirements in this 
contract specific to site locations of work. The contract members are required to attend required 
security training outlined in or this PWS upon start of the contract. 

4.5.18 Network Security. Contractor shall also ensure that no Contractor employee connects 
unapproved or non-compliant software or hardware to the Government network as defined in the 
SDDC security guidelines. Since VPN capability provided by the government will essentially 
extend SDDC's network to the Contractor facility, all Contractor provided hardware touching 
SDDC network shall comply with SDDC Information Assurance standards and policies, and 
shall not connect to any commercially provided network. The Contractor must understand the 
implications ofthis requirement. 

4.5.19 Roles/Privileges. The Contractor shall ensure that roles/privileges assigned to 
Contractor employees on Government test and production platforms are limited to the 
roles/privileges essential to that individual's performance of his/her assignments. These 
roles/privileges can be limited or revoked by the Government. The Government will grant 
privileges on the GFM production environment. 

4.5.20 Information Security. Information found in GFM is considered For Official Use Only 
(FOUO). The Contractor will follow FOUO guideline applications required by DOD AppendiX 
3 to DOD 5200.I-R, and Under Secretary of Defense for Intelligence memorandum, "Interim 
Information Security Guidance," April 16,2004, for specific guidance on the handling and 
safeguarding of FOUO information. 

Security Regulatiou Guidauce: 

Departmeut of Defense (DoD): 

2000.16 (DoD Antiterrorism (AT) Standards) 

5200.1-R (DoD Information Security Program) 

5200.2-R (DoD Personnel Security Program) 

5200.08-R (DoD Physical Security Program) 

5220.22-M (National Industrial Security Program) 

8500.1 (Information Assurance (lA» 

2000.12 (DoD Antiterrorism (AT) Program) 

8500.2 (Information Assurance (IA) Implementation) 


DoD regulations found at: 

http://www.dtic.mil/whs/directives/corres/publ.html 


Army: 


http://www.dtic.mil/whs/directives/corres/publ.html
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AR 380-67 (Personnel Security Program) 

AR 380-5 (Department of the Army Information Security Program) 

AR 25-2 (Information Assurance) 

AR 380-20 (Restricted Areas) 


Army regulations found at: 

http://www.army.mil/usapaJepubs/ 


SDDC: 


SDDC Regulation 190-1 (SDDC Security Program) 


(provided upon request from SDDC G2 at SAFB) 


Scott Air Force Base: 

SAFB Instruction 31-1 Ol (Installation Security Instruction) 


(Restricted publication. Sent only to .mil domains when forwarding. Not for public 

distribution.) 


Forms: 


DD 254, DoD, Contract Security Classification Specification 


DoD forms found at: 

http://www.dtic.millwhs/directives/corres/publ.htm I 


HQ SDDC G2 Points of Contact: 

Patrick Collins or Todd Stroub 
709 Ward Drive 
Bldg 1990 
SAFB, IL. 62225 
Commercial: 618-220-5801/5422 (respectively) 
Email atcollinsp@sddc.armv.milorstroubt@sddc.army.mil 

SDDC G2 Approval: Patrick Collins, HQ SDDC, G2, 5 March 2009 
(initial review)(DD 254 Tracking attached) 
SDDC G2 Tracking #: HQSDDCG2-00038-08 

5.0 Contractor Transition 

http://www.dtic.millwhs/directives/corres/publ.htm
http://www.army.mil/usapaJepubs


HTC711-09-F-0030 

Page 37 of 45 

5.1.1. Contractor Exit Requirement. 

5.1.1. Transition of Operations. The contractor shall provide a Transition Summary Report of all work 
performed within 15 working days upon notification of termination of this PWS. This summary report 
shall include, but is not limited to, the status of all assigned tasks including an accurate WBS, a synopsis 
of problems, lessons learned, and recommendations for improvement. The report shall contain all the 
information necessary to assure project continuity. 

5.1.2. Continuity of Service. The contractor shall ensure the continuity of service while implementing its 
transition plan for all affected activities to preclude any adverse impact on the mission. 

5.1.3. Transfer of Materials. The incumbent contractor shall transfer to the Government all intellectual 
and real property belonging to the Government, which was generated, purchased on behalf of, or provided 
by the Government for the performance of the work in support of this contract. 

5.1.4. Sufficient Personnel. The incumbent contractor shalI provide sufficient number of personnel to 
ensure effective transfer of alI work in progress so as not to affect mission accomplishment. 

5.2 Ramp Up Times 
The incoming contractor shall have a minimum level of personnel available on April 25, 2009, to 
provide uninterrupted services to include tier II customer support and DTCI fielding support 
in the event of an unforeseen system failure. Eighty-five (85) percent of personnel shall be available 
April 27,2009 to ensure effective transfer of all work in progress and sustain mission accomplishment. 

Appendix A 

ACRONYMS 

ACRONYM DEFINITION 
AFB Air Force Base 
AMC Air Mobility Command 
AES Automated Export system 
API Application Programming Interface 
ASC X12 Accredited Standards Committee 
ASP Active Server Page 
BL Bill of Lading 
CAC Common Access Card 
CAVS Customer Added Value Suite 
CFR Code of Federal Regulation 
CM Configuration Management 
CMR Contractor Management Request 
CONUS Continental United States 
COOP Continuity of Operation 
COR Contracting Officer's Representative 
COTS Commercial-Off-the-Shelf 
CVS DOD Contract Verification System 
DBMS Database Management Systems 
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DDD Database Description Document 
DECC Defense Enterprise Computing Center 
DFAS Defense Finance and Accounting Service 
DIS Discrepancy Identification System 
D1SA Defense Information System Agent 
DLP Distance Learning Program 
DOD Department of Defense 
DTCI Defense Transportation Coordination 
DTR Defense Transportation Regulation 
EC Electronic Commerce 
ECP Engineering Change Proposals 
EDI Electronic Data Interchange 
ETA Electronic Transportation Acquisition 
FAST Freight Acquisition Shipping Tool 

I FCRP Freight Carrier Registration Program 
I FOUO For Official Use Only 

FTR Federal Travel Regulation 
GFM Global Freie:ht Management System 
GSA General Services Administration 
GTN Global Transportation Network 

HTlVIL HyperText Markup Language 
IAPM Information Assurance Proaram Manager 
lAVA Alerts Information Assurance Vulnerability 
IMiCIO Information Management-Chief Information Manae:er 
IT Information Technology 
lTV In-Transit Visibility 
IV&V Independent Verification and Validation 
JPAS Joint Personnel Adjudication System 
JDBC Java Database Connectivity 
JDK Java Development Kit 
JTR Joint Travel Ree:ulations 
J2EE Java 2 Platform, Enterprise Edition 
LAN Local Area Network 

I LDAP ~tOry Access Protocol 
MS 
MSTIP aerd Tender Instruction Publication 
NAC National Agency Check 
NACI NAC with Inquiries 
NIPRNET Non-Secure Internet Protocol Router Network 
NLT Not Later Than 
PKI DOD Public Key Infrastructure 
PMO Program Management Office 
PR Problem Report 
PWS Performance Work Statement 
OCONUS Outside the Continental United States 
OPSEC Operations Security 
OS Operating System 
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RFS Recoverable File System 

SAEDA 
 Subversion and Espionage Directed Against the Army 
SB Spot Bid 

.SCAC Standard Carrier Alpha Code 

.SDDC Surface Distribution and Deployment Command 

SDS 
 Service Delivery Summary 

SDT 
 Software Development Test 

SED 
 Shipper's Export Declaration 

• SMO Security Manaeement Office 
SPE Small Package Express 

SPLCs 
 Standard Point Location Codes 

SQL 
 Structured Query Language 

SRC 
 Systems Response Center 

SVD 
 Software Version Description 

TA 
 Trusted Agent 

Total Asset Visibility 
Tender Entry on the Web 
Transportation Facility Guide 
Tools of Oracle Application Development 
Transportation for the Relief of Mankind 

TTC 
EFORM 

Tailored Transportation Contract 

USTRANSCOM 
 United States Transportation Command 

VAL 
 Visit Authorization Letter 

VAR 
 Visit Authorization Request 

WSB 
 Work Breakdown Structure 

XML 
 eXtensible Markup Language 
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Appendix B 

APPLICABLE DOCUMENTS 

Applicable Documents. The GFM system's logic is based largely on functional business processes that 
are governed by the following regulations: 

Defense Transportation Regulation (DTR) 
• 	 Code of Federal Regulations (CFR) 49 Hazardous Materials 
• 	 Military Standard Tender Instruction Publication (MSTIP) No. 364 
• 	 MTMC Freight Traffic Rules Publication No. lOA (MFTRP NO.1 OA) [Movement of Freight via 

Rail] 
US Customs 
Other DOD regulations, policies, and procedures associated with commercial freight 
transportation. 

FEDERAL AND DOD REGULATIONS 

Code of Federal Regulations, 29 CFR, Labor, Part 4, Labor Standards for Federal Service Contracts, 
27 October 1983. 

Code of Federal Regulations, 29 CFR, Labor, Part 1910, Occupational Safety & Health, J July 
2002. 
Federal Acquisition Regulation (FAR), Volume I, Parts I to 51, September 2001. 
Federal Acquisition Regulation (FAR), Volume II, Parts 52, 53, & Index, September 2001. 
Defense Federal Acquisition Regulation Supplement (DF ARS), 17 August J 998. 
DOD 4500.9-R, Defense Transportation Regulation. 
DOD Directive 5200.28, Security Requirements for Automated Information Systems (AIS) 
DOD Instruction 5200.40, "Department of Defense Information Technology Security Certification and 

Accreditation Process (DIACAP). 
DOD-STD-8120.2-M (Draft), Automated Information System Life-Cycle Management Manual, May 

1995 
DOD Directive 8500.1, Information Assurance (IA). 
DOD Instruction 8500.2, Information Assurance (IA) Implementation. 
DOD Instruction 5220.22-M, National Industrial Security Program Operating Manual 
DOD Instruction 2000. J 6, DOD Antiterrorism Standards 
DOD Instruction 2000.12, DOD Antiterrorism (AT) Program 
DOD 5200. J -R, 

ARMED SERVICES REGULATIONS 

Army Federal Acquisition Regulation Supplement (AFARS), October 2001. 
AR 25-2, Information Assurance 
AR 25-3, Army Life Cycle Management ofInformation Systems, 15 October 1989 
AR 25-9, Army Data Management and Standards Program, 25 September 1989 
AR 380-5, Department of the Army Information Security Program. 
U.S. Army Information Systems Engineering Command (USAISEC) Regulation 702-2, Preparation of 

Documentation for Test and Evaluation ofInformation Systems, 19 July 1990 
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AR 735-5, Policies and Procedures for Property Accountability, 10 June 2002. 

SDDC Regulation 37-10, Financial Management-Contract Pay, I May 1989. 

SDDC Regulation 190-1, SDDC Security Program. 

SDDC Regulation 715-1, SDDC Procurement Instructions. 

AR 380-67, Army Personnel Security Program 


PUBLICA TIONS 

FM 19-30, Physical Security. 

SDDCEA PAM 37-1, Financial Administration. 

Defense Information Infrastructure Common Operating Environment (DII COE) guidelines. (M) 

DA Pamphlet 73-1, Test and Evaluation Guidelines, 16 October 1992. (M) 

Documentation for Test and Evaluation of Information Systems, 19 July 1990. (M) 


Institute of Electrical and Electronics Engineers (IEEE)lElectronics Industries Association (EIA) 
Standard, IEEEIEIA 12207, "Information Technology - Software Life Cycle Process." (A) 

ODISC4 Letter of Instruction for Major Automated Information Systems (AIS) Reviews, 
3 December 1992. (A) 

Section 508 of the Disability Rehabilitation Act. (A) 

Note: To view Army regulations click on http://www.usapa.army.mil 
To view DOD publications click on http://www.dtic.millwhs/directives 

http://www.dtic.millwhs/directives
http:http://www.usapa.army.mil
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Appendix C 

HISTORICAL WORKLOAD 

GFM provides over 700 Department ofDefense (DOD) approved shipping activities and contractors with 
a Web-based suite of transportation business tools to support multi-modal DOD shipment planning and 
execution utilizing Commercial Transportation Services. GFM compliments DOD's tactical 
transportation systems by providing military ITOs with the ability to support unit deployment, 
sustainment, and redeployment activities. GFM is used at each of the Army's power projection and 
power support platforms. GFM processed over 1.4 million shipments in 2007 at a total cost of 
approximately $930 million. GFM also supported approximately 1,100 commercial sites and 1 1,000 
active user accounts. 

Below is a summary of historical workload data provided by PWS task area. 

PWS Para Performance Objective Performance Threshold 
1.3.1 Work Breakdown Structures 

(WBS) 
Historically twenty-two (22) 
ECPs and Fourteen (14) EPRs 
are delivery annually. Twenty-
two (22) ECPs WBSs and 
Fourteen (14) EPRs WBSs were 
delivery FY2008. Nine (9) ECPs 
WBSs and two (2) EPRs WBSs 
delivered during the first seven 
weeks of FY 2009. 

1.3.1 The contractor shall support the 
Government Program Manager in 
the planning and tracking of 
projects, to include schedules, 
risks, and associated contractor 
costs and resource utilization. . 

Historically Requests for Quotes 
(RFQ) are delivery as required 
by the Government. FY2008 
three (3) RFQs Requested by the 
Government Mode Neutral, 
DTCI Phase II and Ill, and 
WWX-4 carriers. 

1.3.2 The contractor shall prepare a 
document constraining 
resolutions and test results for the 
Program Problem Reports (PRs)1 
Engineering Change Proposals 
(ECPs) contained in each 
software version. 

Historically twenty-two (22) 
ECPs and Fourteen (14) EPRs 
are delivery annually. Five (5) 
ECPs and fourteen (I 4) delivered 
during FY2008. Nine (9) ECPs 
and two (2». EPRs delivered 
during the first seven weeks of 
FY2009. Projected ECPs and 
EPRs for FY 2009 are thirty-five 
(35) and twenty -six (26) 
respectively. 
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1.3.3 The contractor shall enable the 
system to produce electronic and 
hardcopy BLs. The contractor 
shall ensure that the electronic 
files are available for 
transmission to GFM Trading 
Partners (TPs). 

Historically 1,171,227 Original 
BL's submitted in FY2007 and 
1,215,375 submitted in FY200S. 
Project 1,300,000 for FY2009. 

1.3.4 The contractor shall maintain the 
process of uploading TTC Rates 
received via electronic 
spreadsheet 

Historically Sixty-five (65) TTC 
Rates uploaded in FY2007 and 
forty-seven (47) uploaded in FY 
2008. Projected fifty-five (55) 
upload for FY2009. 

1.3.5 The contractor shall support and 
enhance the automated process of 
carriers accessing CA VS, FCRP 
and TEOW via Internet 

Historically 1,171,227 Original 
BL's submitted in FY2007 and 
1,215,375 submitted in FY200S. 
Projected 1,300,000 for FY2009. 

1.3.6 Using an automated process, the Historically fifteen (15) tenders 
contractor shall maintain and FY2007 and seventeen (17) 
update all tender formats FY200S. Project approximately 
approved and submitted by 
Government agencies 

seventeen (17) for FY2009. 

1.3.8 The contractor shall provide 
24x7 Apache Web Servers and 
180ss Application Servers 
monitoring and assistance. 

Historically moved fifty-three 
(53) baselines in and out ofCVS 
for developers in FY2007 and 
thirty-three (33) in FY2008. 
Project fifty (50) in FY2009. 
Historically supported front-end 
servers for fifteen (15) 
maintenance weekends FY2008. 
Project twelve (12) in FY2009. 

1.3.9 The contractor shall perform 
loading, testing, and operation of 
GENTRAN Server Software. 
The contractor shall setup 
interface for outbound and 
inbound system traffic 

Historically support provided to 
thirty-five (35) trading partner 
interfaces and three (3) new 
trad ing partners' interfaces 
created in FY2008. FY2009 one 
(I) interface created and one ( I ) 
are being worked. Projected 
three (3) new interfaces for 
FY2009. 

1.3.10 The contractor shall provide Historically twelve (12) Host 
1.3.11 24x7 database administration 

system monitoring and 
assistance. 

data files and source code 
backup's are delivery and twelve 
(12) maintenance weekends are 
supported annually. FY2008 
twelve (12) Host data files and 
source code backups delivered 
and fifteen (15) maintenance 
weekends supported. Projected 
twelve (12) Host data files, 
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Source backups, and twelve (12) 
Maintenance support weekends 
FY2009. 

1.3.13 The contractor shall maintain a 
centralized electronic library 
that contains appropriate sub
folders for individual activities 

Historically 174 documents 
placed in the electronic Library 
FY2007 and 120 FY2008. 
Projected approximately 170 
documents for FY2009. 

1.3.14 The contractor shall perform 
system tests to include SDTs and 
regression testing. 

Historically twenty-two (22) 
SDTs delivered in FY2007 and 
twelve (12) in FY2008. 
Projected twenty (20) SDTs for 
FY2009. 

1.3.15 The contractor shall prepare an 
SVD for each software release. 

Historically thirty-five (35) 
SVD's were delivery FY2007 
and twenty-three (23) for 
FY2008. Projected 
approximately thirty-five (35) 
SVD's for FY2009 

1.3.17 The contractor shall prepare and 
revise CM related documentation 
and external electronic media for 
physical site and electronic 
library storage 

Historically forty-eight (48) 
• documents delivered to electronic 
• media in FY2007. Thirty-five 

documents in FY-2008. Project 
approximately fifty-five (55) 
documents ifFY2009. 

1.3.18 The contractor shall provide Tier 
II functional and technical 
expertise in support of the SRC 
and GFM customers on a daily 
basis 

Historically 1269 SRs escalations 
called into the hel p desk in 
FY2007 and 1027 for FY2008. 
Projected 1100 SR for FY 2009. 

1.3.19 The contractor shall develop, Historically thirteen (13) Carrier 
maintain, and sustain a GFM I and II, twelve (12) shipper I, 
Distance Learning Program Ten (10) Shipper II and twelve 

(J 2) Live Meeting classes in 
FY2007. Eleven (I I) Carrier I 
and II, nine (9) shipper I and II, 
and thirteen (13) Live Meeting 
classes in FY2008. Projected 
twelve (12) Carriers I and II, 
twelve (12) Shipper I and II, and 
twelve (12) Live Meeting classes 
for FY-2009. 

1.3.20 The contractor shall respond to 
CMRs by the government 
suspense date. 

Historically respond to forty (40) 
CMRs FY2008. Projected 
approximately forty (40) CMRs 
FY2009. 

1.3.21 Acknowledge IA V As within the 
Asset &Vulnerability Tracking 
Resource (AVTR) Data Base 

Historically twenty-eight (28) 
IA V As in FY2007 and Twenty-
three (23) in FY-2008 installed. 
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within 5 working days of receipt 

INVOICE INSTRUCTIONS 
ADMINISTRATIVE MATTERS 
A. ACQUISITION POINT OF CONTACT: 
Contracting Officer 
Lisa A. Gross 
USTRANSCOMrrCAQ·D 
PHONE: 618-256·6259 
FAX: 618'-256·9600 
E·MAIL: Lisa.Gross@ustranscom.mil 

B. ADMINISTRATIVE POINT OF CONTACT: 
Contract Specialist 
USTRANSCOMrrCAQ-D 
Andrea C. Mouser 
Phone: 618-256-9608 
Fax: 618-256-9600 
E-Mail Andrea.Mouser@ustranscom.mil 

C. CONTRACTING OFFICER'S REPRESENTATIVE (COR) 
SDDC·G6·IMA·CM 
ATTN: Ms. Phyllis Jimerson and Ms. Barbara Romano 
PHONE: 618-220·5638; 618-220-5625 
E-Mail: Phyllis.Jimerson@us.anny.mil;Barbara.Ann.Romano@us.anny.mil 

D. This contract contains Firm-Fixed Price and Cost CLiNs. 

E. The Contractor's Staffing, Technical, and Cost Quote dated 26 February 2009, including all revisions, is 
incorporated into this contract by reference. In the event of inconsistencies between the Perfonnance Work 
Statement and the Contractor's Quote, the provisions of the PWS will take precedence. 

F. INSPECTION AND ADMINISTRATION: Ms. Phyllis Jimerson and Ms. Barbara Romano are designated as the 
Primary and Alternate Contracting Officer's Representative (COR), respectively, and are responsible for the 
administration, inspection, and acceptance of worked perfonned under this order. 

G. INVOICE AND PA YMENT: To expedite payment of this order, the Contractor shall submit invoices through 
DFAS Limestone (see black 18a); it may be sent via mail or facsimile (207-328-1248). A courtesy copy should also 
be sent to Ms. Phyllis Jimerson at Phyllis.Jimerson@us.anny.mil; and Andrea Mouser at 
Andrea.Mouser@ustranscom.mil. 

mailto:Andrea.Mouser@ustranscom.mil
mailto:Phyllis.Jimerson@us.anny.mil
mailto:Andrea.Mouser@ustranscom.mil
mailto:Lisa.Gross@ustranscom.mil
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SECTION SF 30 - BLOCK 14 CONTINUATION PAGE 

The following have been added by reference: 

52.232-23 Assignment Of Claims JAN 1986 

SECTION SF 1449 - CONTINUATION SHEET 

SOLICITATION/CONTRACT FORM 
The remittance address change checkbox checked has been added. 

(End of Summary of Changes) 
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SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES 

SECTION SF 30· BLOCK 14 CONTINUATION PAGE 

The following have been added by full text: 
SUMMARY OF CHANGES 

I. CLlNs 0003, 000301, lO03, 2003, 3003, 4003, and 5003 are changed from FFP to COST. 
2. Incorporates CLINs 0004,1004,2004,3004,4004, and 5004. 
3. SLlNs 100401 and 100402 are incorporated to fund the additional requirements for CLIN 0004. 
4. Incorporates system shipping addresses. 
5. Incoportates PWS dated 14 July 09. 
6. Local clauses are changed from incorporated by reference to incorporated by full text. 

The following have been deleted: 

52.232-23 Assignment Of Claims JAN 1986 

SECTION SF 1449 - CONTINUATION SHEET 

SOLICIT A TION/CONTRACT FORM 

The total cost of this contract was increased by (b)(4) from $1,428,883.55 to 

(b)(4) 

SUPPLIES OR SERVICES AND PRICES 

CLlN0003 

The contract type has changed from FFP to COST. 

The estimated/max cost $6,000.00 has been added. 

The pricing detail quantity 1.00 has been deleted. 

The unit price amount $6,000.00 has been deleted. 

The unit of issue has changed from Lot to Dollars, U.S .. 


http:6,000.00
http:6,000.00
http:1,428,883.55


ITEM NO 
0003 

SUPPLIES/SERVICES 

Travel 

QUANTITY UNIT 
Dollars, 

U.S. 

COST 

IA W PWS Para 4.3. Operating Funds. 

FOB: Destination 

PURCHASE REQUEST NUMBER: W8 I GYE8346G60 1 

SIGNAL CODE: A 

SUBCLIN 000301 
The contract type has changed from FFP to COST. 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT 
000301 

Funding for CLIN 0003 

COST 


Travel lAW PWS para 4.3. Operating funds. 


FOB: Destination 


PURCHASE REQUEST NUMBER: W81GYE8346G601 


ACRNAA 

CIN: W81GYE8346G6010000AA 


CLiN 1003 
The contract type has changed from FFP to COST. 
The estimated/max cost $8,500.00 has been added. 
The pricing detail quantity 1.00 has been deleted. 
The unit price amount $8,500.00 has been deleted. 
The unit of issue has changed from Lot to Dollars, U.S .. 
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UNIT PRICE AMOUNT 
$6,000.00 

ESTIMA TED COST $6,000.00 

UNIT PRICE AMOUNT 
$0.00 

ESTIMA TED COST $0.00 

$6,000.00 

http:6,000.00
http:8,500.00
http:8,500.00


ITEM NO 
1003 

OPTION 

SUPPLIES/SERVICES 

Travel 

QUANTITY UNIT 
Dollars, 

U.S. 

COST 

Option Period I. lAW PWS Para 4.3. Operating Funds. 

FOB: Destination 

SIGNAL CODE: A 

CLiN 2003 
The contract type has changed from FFP to COST. 
The estimated/max cost $8,800.00 has been added. 
The pricing detail quantity 1.00 has been deleted. 
The unit price amount $8,800.00 has been deleted. 
The unit of issue has changed from Lot to Dollars, U.S .. 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT 
2003 Dollars, 

U.S. 
OPTION Travel 

COST 

Option Period 2. IA W PWS Para 4.3. Operating Funds. 

FOB: Destination 

SIGNAL CODE: A 

CLiN 3003 
The contract type has changed from FFP to COST. 
The estimated/max cost $9,000.00 has been added. 
The pricing detail quantity 1.00 has been deleted. 
The unit price amount $9,000.00 has been deleted. 
The unit of issue has changed from Lot to Dollars, U.S .. 
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UNIT PRICE AMOUNT 
$8,500.00 

ESTIMA TED COST $8,500.00 

UNIT PRICE AMOUNT 
$8,800.00 

ESTIMA TED COST $8,800.00 

http:8,500.00
http:9,000.00
http:9,000.00
http:8,800.00
http:8,800.00


ITEM NO 
3003 

OPTION 

SUPPLIES/SERVICES 

Travel 

QUANTITY UNIT 
Dollars, 

U.S. 

COST 

Option Period 3. lAW PWS Para 4.3. Operating Funds. 

FOB: Destination 

SIGNAL CODE: A 

CLIN 4003 
The contract type has changed from FFP to COST. 
The estimated/max cost $9,300.00 has been added. 
The pricing detail quantity 1.00 has been deleted. 
The unit price amount $9,300.00 has been deleted. 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT 
4003 Lot 
OPTION Travel 

COST 

Option Period 4. lAW PWS Para 4.3. Operating Funds. 

FOB: Destination 

SIGNAL CODE: A 

CLIN 5003 
The contract type has changed from FFP to COST. 
The estimated/max cost $2,780.00 has been added. 
The pricing detail quantity 1.00 has been deleted. 
The unit price amount $2,780.00 has been deleted. 
The unit ofissue has changed from Lot to Dollars, U.S .. 
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UNIT PRICE AMOUNT 
$9,000.00 

ESTIMATED COST $9,000.00 

UNIT PRICE AMOUNT 
$9,300.00 

ESTIMA TED COST $9,300.00 

http:9,000.00
http:2,780.00
http:2,780.00
http:9,300.00
http:9,300.00
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ITEM NO 
5003 

OPTION 

SUPPLIES/SERVICES QUANTITY 

Travel 

COST 

UNIT 
Dollars, 

U.S. 

Option Period 5. lAW PWS Para 4.3. Operating Funds. 

UNIT PRICE AMOUNT 
$2,780.00 

FOB: Destination 

SIGNAL CODE: A 

ESTIMA TED COST $2,780.00 

CLIN 0004 is added as follows: 

ITEM NO 
0004 

SUPPLIES/SERVICES QUANTITY 
1 

Labor 
FFP 

UNIT 
Months 

UNIT PRICE 
(b)(4) 

Labor lAW PWS para 1.3.1, 1.3.10, 1.3.16, \.3.21.1, and 1.3.22. Operating funds. 
POP 15 Aug 09·30 Sep 09. This CLIN is funded by SLIN 000401 for (b)(4) 

and SLIN 000402 for (b)(4) 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81 GYE9140G602 
SIGNAL CODE: A 

AMOUNT 
(b)(4) 

NETAMT (b)(4) 

SUBCLIN 000401 is added as follows: 
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ITEM NO 
000401 

SUPPLIES/SERVICES QUANTITY UNIT 
Months 

UNIT PRICE 
$0.00 

Labor 
FFP 
Labor IA W PWS para 1.3.21.1 and 1.3.22. Operating funds. POP is 15 Aug 09 - 31 
Aug 09. 
FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYE9140G602 

AMOUNT 
$0.00 

NETAMT $0.00 

ACRN AC 
CIN: W81GYE9140G6020000AA 

(b)(4) 

SUBCLIN 000402 is added as follows: 

ITEM NO 
000402 

SUPPLIES/SERVICES QUANTITY UNIT 
Months 

UNIT PRICE 
$0.00 

Labor 
FFP 
Labor IA W PWS para 1.3.21.1 and [.3.22. Operating funds. POP is 1 Sep 09 - 30 
Sep 09. 
FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYE9140G602 

AMOUNT 
$0.00 

ACRN AC 
CIN: W81GYE9140G6020000AA 

NETAMT $0.00 

(b)(4) 

CLiN 1004 is added as follows: 
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ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
1004 12 Months (b)(4) (b)(4) 
OPTION Labor 

FFP 
Option Period 1. Labor lAW PWS para 1.3.1,1.3.10,1.3.16,1.3.21.1, and 1.3.22. 
Operating Funds. 
FOB: Destination 
SIGNAL CODE: A 

NETAMT (b)(4) 

CLiN 2004 is added as follows: 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
2004 12 Months (b)(4) (b)(4) 
OPTION Labor 

FFP 
Option Period 2. Labor lAW PWS para 1.3.1,1.3.10,1.3.16,1.3.21.1, and 1.3.22. 

Operating Funds. 

FOB: Destination 

SIGNAL CODE: A 


NETAMT (b)(4) 

CLiN 3004 is added as follows: 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
3004 12 Months (b)(4) (b)(4) 
OPTION Labor 


FFP 

Option Period 3. Labor IAW PWS para 1.3.1, 1.3.10, 1.3.16, 1.3.21.1, and 1.3.22. 

Operating Funds. 

FOB: Destination 

SIGNAL CODE: A 


NETAMT (b)(4) 
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CLIN 4004 is added as follows: 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
4004 
OPTION Labor 

12 Months (b)(4) (b)(4) 

FFP 
Option Period 4. Labor lAW PWS para 1.3.1, 1.3.10, 1.3.16, 1.3.21.1, and 1.3.22. 

Operating Funds. 

FOB: Destination 

SIGNAL CODE: A 


NETAMT (b}(4) 

CLIN 5004 is added as follows: 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE 
~M 7 Months (b)(4) (b)(4) 
OPTION Labor 

FFP 

Option Period 5. Labor lAW PWS para 1.3.1,1.3.10,1.3.16,1.3.21.1, and 1.3.22. 

This CLIN is funded by SLIN 500401 for $. (b)(4) in operating funds. 

FOB: Destination 

SIGNAL CODE: A 


NETAMT (b)(4) 

ACCOUNTING AND APPROPRIATION 

Summary for the Payment Office 

As a result of this modification, the total funded amount for this document was increased by $ (b)(4) from 
(b)(4) to $ (b)(4) 

SUBCLIN 000401: 

Funding on SUBCLIN 000401 is initiated as follows: 


ACRN:AC 

CIN: W8 I GYE9 I 40G6020000AA 

Acctng Data: 97 X 4930 FD30 9 E3 35 7780 TTTADPHOOOO 8000 252B W81GYE9140G602 389900 
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Increase (b)(4) 

Total: (b)(4) 

SUBCLIN 000402: 
Funding on SUBCLIN 000402 is initiated as follows: 

ACRN: AC 

CIN: WSIGYE9140G6020000AA 

Acctng Data: 97 X 4930 FDJO 9 E3 35 77S0 TTTADPHOOOO SOOO 252B WSIGYE9140G602 3S9900 

Increase: (b)(4) 

Total (b)(4) 

DELIVERIES AND PERFORMANCE 

The following Delivery Schedule item for CLIN 0003 has been changed from: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 25-APR·2009 TO N/A SDDC CONTRACTING CENTER - WSIGYE WSIGYE 
30-SEP·2009 -ALEX 

PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
6IS-220-5640 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 25·APR-2009 TO N/A SDDC CONTRACTING CENTER - WSIGYE WSIGYE 
30-SEP-2009 -SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
6IS-220-5638 
FOB: Destination 

The following Delivery Schedule item for SUBCLIN 000301 has been changed from: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 



POP 25-APR-2009 TO N/A 
30-SEP-2009 

To: 

DELIVERY DATE QUANTITY 

POP 25-APR-2009 TO 
30-SEP-2009 

N/A 
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SDDC CONTRACTING CENTER - W81GYE W81GYE 
-ALEX 
PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
618-220-5640 
FOB: Destination 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - W81GYE W81GYE 
- SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

The following Delivery Schedule item has been added to CLIN 0004: 

DELIVERY DATE QUANTITY 

POP 15-AUG-2009TO N/A 
30-SEP-2009 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - W81GYE W81GYE 
- SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERA TING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
6 I 8-220-5638 
FOB: Destination 

The following Delivery Schedule item has been added to SUBCLIN 000401: 

DELIVERY DATE QUANTITY 

POP 15-AUG-2009 TO N/A 
31-AUG-2009 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - W81GYE W8IGYE 
- SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 
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The following Delivery Schedule item has been added to SUBCLIN 000402: 

DELIVERY DATE QUANTITY 

POP 01-SEP-2009 TO N/A 
30-SEP-2009 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - W81GYE W81GYE 
- SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

The following Delivery Schedule item for CLIN 1001 has been changed from: 

DELIVERY DATE 

POP OJ·OCT·2009 TO 
30·SEp·20 J 0 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - W81GYE W8JGYE 
-ALEX 
PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
6 I 8-220-5640 
FOB: Destination 

To: 

DELIVERY DATE 

POP OJ-OCT-2009 TO 
30-SEP-2010 

QUANTITY 

N/A 

QUANTITY SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - W81GYE W8JGYE N/A 
-SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

The foI/owing Delivery Schedule item for CLIN 1002 has been changed from: 


DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 




POP 01-OCT-2009 TO N/A 
30-SEP-2010 
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SDDC CONTRACTING CENTER - WS1GYE WS1GYE 
-ALEX 
PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
6 I S-220-5640 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY 

POP 01-OCT-2009 TO 
30-SEP-20 I 0 

N/A 

HTC711-09-F-0030 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - WS I GYE WSI GYE 
-SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
6 I 8-220-5638 
FOB: Destination 

The following Delivery Schedule item for CLIN 1003 has been changed from: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01-0CT-2009 TO N/A SDDC CONTRACTING CENTER - WSI GYE WSI GYE 
30-SEP-2010 -ALEX 

PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
61S-220-5640 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 0 I-OCT -2009 TO N/A SDDC CONTRACTING CENTER - W81 GYE WSI GYE 
30-SEP-2010 -SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
6IS-220-563S 
FOB: Destination 

The following Delivery Schedule item has been added to CLIN 1004: 
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DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01-OCT-2009TO N/A SDDC CONTRACTING CENTER - W81 GYE W8 I GYE 
30-SEP-20 1 0 -scon 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
scon AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

The following Delivery Schedule item for CLIN 200 I has been changed from: 

DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP 01-OCT-20JO TO N/A 	 SDDC CONTRACTING CENTER - W81GYE W81GYE 
30·SEP·20 11 	 • ALEX 

PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
scon AFB IL 62225 
618·220·5640 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP oI-OCT·20 10 TO N/A 	 SDDC CONTRACTING CENTER· W81 GYE W8 I GYE 
30-SEp·2011 	 . scon 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
scon AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

The following Delivery Schedule item for CLIN 2002 has been changed from: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP oI·OCT-20 10 TO N/A SDDC CONTRACTING CENTER· W81GYE W81GYE 
30-SEP-20 II • ALEX 

PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
scon AFB IL 62225 
618-220-5640 
FOB: Destination 
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To: 

DEUVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01-OCT-2010 TO 
30-SEP-2011 

N/A SDDC CONTRACTING CENTER - W81GYE W81GYE 
-SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

The following Delivery Schedule item for CLIN 2003 has been changed from: 

DEUVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP 01-OCT-20IO TO N/A 	 SDDC CONTRACTING CENTER - W81GYE W81GYE 
30-SEP-20 II 	 -ALEX 

PHYLUS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
618-220-5640 
FOB: Destination 

To: 

DEUVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP 01-OCT-2010 TO N/A 	 SDDC CONTRACTING CENTER - W81GYE W81GYE 
30-SEP-20 II 	 - SCOTT 

PHYLUS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

The following Delivery Schedule item has been added to CUN 2004: 


DEUVERY DATE QUANTITY SHIP TO ADDRESS UIC 




POP 01-OCT-2010 TO N/A 
30-SEP-20 II 
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SDDC CONTRACTING CENTER - WSIGYE WSIGYE 
- SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB JL 62225-1604 
6IS-220-563S 
FOB: Destination 

The following Delivery Schedule item for CLIN 300 I has been changed from: 

DELIVERY DATE 

POP OJ-OCT-2011 TO 
30-SEP-20 12 

QUANTITY 

N/A 

To: 

DELIVERY DATE 

POP 01-OCT-2011 TO 
30-SEP-20 12 

QUANTITY 

N/A 

SHIP TO ADDRESS UJC 

SDDC CONTRACTING CENTER - WSIGYE WSIGYE 
-ALEX 
PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB 1L 62225 
6IS-220-5640 
FOB: Destination 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - WSIGYE WSIGYE 
- SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
6IS-220-5638 
FOB: Destination 

The following Delivery Schedule item for CLIN 3002 has been changed from: 

DELIVERY DATE QUANTITY 

POP OJ-OCT-201 I TO N/A 
30-SEP-2012 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - WS1 GYE WS1 GYE 
-ALEX 
PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
61S-220-5640 
FOB: Destination 

To: 
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DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01·OCf·2011 TO N/A SDDC CONTRACTING CENTER· W81GYE W81GYE 
30·SEP·20 12 . SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225·1604 
618·220·5638 
FOB: Destination 

The following Delivery Schedule item for CLiN 3003 has been changed from: 

DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP OI·OCT·20ll TO N/A 	 SDDCCONTRACTING CENTER· W81GYE W81GYE 
30-SEP-2012 	 -ALEX 

PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
618·220·5640 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP OI·OCT·2011 TO N/A 	 SDDC CONTRACTING CENTER - W81GYE W81GYE 
30-SEP-20 12 	 - SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

The following Delivery Schedule item has been added to CLlN 3004: 


DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 
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POP 0 I-OCT -2011 TO 
30-SEP-20 12 

N/A SDDC CONTRACTING CENTER - WSIGYE WSIGYE 
-SCOTT 
PHYLLIS JIMERSON 
W 4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
61S-220-563S 
FOB: Destination 

The following Delivery Schedule item for CLIN 400 I has been changed from: 

DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP 01-OCT-2012 TO N/A 	 SDDC CONTRACTING CENTER - WSI GYE WSI GYE 
30-SEP-20 13 	 -ALEX 

PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
61S-220-5640 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP 01-OCT-2012 TO N/A 	 SDDC CONTRACTING CENTER - WSIGYE W81GYE 
30-SEP-2013 	 - SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
6IS-220-563S 
FOB: Destination 

The following Delivery Schedule item for CLIN 4002 has been changed from: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UTC 

POP OJ-OCT-2012 TO N/A SDDC CONTRACTING CENTER - WSIGYE W81GYE 
30-SEP-20 13 -ALEX 

PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
618-220-5640 
FOB: Destination 

To: 
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DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01-OCT-2012 TO N/A SDDC CONTRACTING CENTER - W81GYE W81GYE 
30-SEP-20l3 - SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

The following Delivery Schedule item for CLIN 4003 has been changed from: 

DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP 01-OCT-2012 TO N/A 	 SDDC CONTRACTING CENTER - W81GYE W81GYE 
30-SEP-20 13 	 -ALEX 

PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB I L 62225 
618-220-5640 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP 01-OCT-2012 TO N/A 	 SDDC CONTRACTING CENTER - W8lGYE W8lGYE 
30-SEP-20l3 	 -SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

The following Delivery Schedule item has been added to CLIN 4004: 


DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 




POP 01·OCT·2012 TO N/A 
30·SEp·20 13 
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SDDC CONTRACTING CENTER· W81GYE W81GYE 
- SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERA TING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225·1604 
6IS·220·5638 
FOB: Destination 

The following Delivery Schedule item for CLIN 5001 has been changed from: 

DELIVERY DATE 

POPOI·OCT·2013 TO 
24·APR·20 14 

QUANTITY 

N/A 

To: 

DELIVERY DATE 

POP oI-OCT-20 13 TO 
24·APR-2014 

QUANTITY 

N/A 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - WSIGYE WS1GYE 
-ALEX 
PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
618·220·5640 
FOB: Destination 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - W81GYE W81GYE 
-SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225·1604 
61S-220-5638 
FOB: Destination 

The following Delivery Schedule item for CLIN 5002 has been changed from: 

DELIVERY DATE QUANTITY 

POP oI-OCT-20 13 TO N/A 
24-APR-2014 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER· W81 GYE WSI GYE 
-ALEX 
PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
618-220-5640 
FOB: Destination 

To: 
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DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 0 I-OCT -2013 TO N/A SDDC CONTRACTING CENTER - W81GYE W81GYE 
24-APR-2014 - SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

The following Delivery Schedule item for CLIN 5003 has been changed from: 

DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP oI-OCT-20 13 TO N/A 	 SDDC CONTRACTING CENTER - W81GYE W81GYE 
24-APR-20 14 	 -ALEX 

PHYLLIS JIMERSON 
SDDC 
709 WARD DRIVE BLDG 1990 
SCOTT AFB IL 62225 
618-220-5640 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP 01-OCT-2013 TO N/A 	 SDDC CONTRACTING CENTER - W81 GYE W81 GYE 
24-APR-2014 	 -SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

The following Delivery Schedule item has been added to CLIN 5004: 


DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 
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POP 01-OCT-2013 TO N/A SDDC CONTRACTING CENTER - W81GYE W81GYE 
24-APR-2014 - SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDOC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

INSPECTION AND ACCEPTANCE 

The following Acceptance/Inspection Schedule was added for CLIN 0004: 
INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY 

Destination Government Destination Government 


The following Acceptance/Inspection Schedule was added for SUBCLIN 000401: 
INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY 

Destination Government Destination Government 


The following Acceptancellnspection Schedule was added for SUBCLIN 000402: 
INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY 

Destination Government Destination Government 


The following Acceptancellnspection Schedule was added for CLIN 1004: 
INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY 

Destination Government Destination Government 


The following Acceptancellnspection Schedule was added for CLIN 2004: 
INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY 

Destination Government Destination Government 


The following Acceptance/Inspection Schedule was added for CLIN 3004: 
INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY 

Destination Government Destination Government 


The following Acceptance/Inspection Schedule was added for CLIN 4004: 
INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY 

Destination Government Destination Government 


The following Acceptancellnspection Schedule was added for CLIN 5004: 
INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY 

Destination Government Destination Government 
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The following have been modified: 
PWS 

PERFORMANCE WORK STA TEMENTSYSTEM DEVELOPMENT, MAINTENANCE, AND 
SUSTAINMENT FOR THE GLOBAL FREIGHT MANAGEMENT SYSTEM (GFM) 

14 July 2009 
1.0 Description of Services 

1.1 Background. The Military Surface Distribution and Deployment Command (SDDC) is the surface 
transportation component of the United States Transportation Command (USTRANSCOM). SDDC's primary 
functions include worldwide port operations, global traffic management, deploy ability ability engineering, and 
development of integrated transportation systems. SDDC's Deputy Chief ofStaff for Information Management
ChiefInformation Manager (lM/CIO) supports SDDC's mission by designing, developing, implementing, and 
operating standard Department of Defense (DOD) transportation systems for which SDDC has been assigned 
responsibility. The Surface Cargo Branch supports the SDDC mission by managing the Global Freight Management 
System (GFM). GFM is the capstone automated execution system of the Defense Transportation System (DTS) for 
the movement of domestic freight. It is also used to a certain degree as an outside the continental United States 
(OCONUS) shipping tool. GFM consists of a Host computer and database located at Scott Air Force Base (AFB), 
Illinois. Users access the GFM system through the Electronic Transportation Acquisition (ETA) System via an 
Internet connection. 

1.2 Scope. The scope of this effort is to provide the necessary contractor services in support for migration of the 
GFM system in the following primary system development, maintenance, and sustainment areas: 

Project Management and/or Administration 
• 	 Information Technology (IT) Operations 
• 	 Integration Services 


IT Software Design, Development, Maintenance, and Sustainment 

• 	 Web Based Electronic Commerce 


System Training 

Software Testing 


• 	 Customer Service Liaison Support 

System Documentation 

Security 


GFM is a complex, n-tiered system comprised of many components The GFM system is comprised of 14 
applications written by GFM contracted developers. Most of these applications are developed using Java, which are 
hosted on Apache and 180ss application servers. There are two databases, Oracle and IBM's UniData. Many 
Trading Partners interact with GFM using Electronic Data Interchange (EDI) files, and GFM uses applications to 
handle the data translations, Sterling Commerce's GenTran: SERVER and custom code written in UniBasic (a 
programming language for manipulating data in UniData databases). Some Trading Partners interact with GFM 
using eXtensible Markup Language (XML) file exchange and web services.UniData is the programming 
language/database management system that is the foundation of the GFM suite of applications. Extensive UniData 
expertise is critical in supporting and implementing future changes to the existing software system. It remains the 
Government's intent to use Commercial-Off-the-Shelf(COTS) software products as much as practical. These 
products should be "best of breed" commercial software that meets the Government's requirements. Moreover, 
these products should be widely accepted by industry and Government organizations to ensure sustainability over 
the life span ofthis program and the supported software products. Using industry standard Internet browsers, 
normal Internet connectivity and Non-Secure Internet Protocol Router Network (NIPRNET), users shall have real
time, on-line access to the GFM System. GFM provides DOD traffic managers with an information management 
system for the procurement of commercial freight transportation services in peacetime and wartime, with the 
emphasis on service, economy, and readiness. Functions provided through GFM include carrier selection, costing, 
shipment documentation (to include customs and hazardous material), and management of DOD freight movements. 
Additionally, GFM supports prepayment audits ofcarrier freight bills submitted to the Defense Finance and 
Accounting Service (DFAS) or US Bank's PowerTrack payment system, as well as shipment information on 
Defense assets, to include in-transit visibility data in support of readiness. The system also supports post payment 
audits that are conducted by the General Services Administration (GSA). In addition to providing information to 
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installation level transportation offices, the GFM system uses EDI and XML to exchange information with a variety 
ofcollateral automated information systems, such as the USTRANSCOM Global Transportation Network (GTN). 
These interchanges assist with the facilitation ofTotal Asset Visibility (TA V) and In-transit Visibility (lTV) of 
freight movement assets. 

1.2.1 Module Descriptions. The current GFM applications listed below: 
Transportation Facility Guide (TFG) 
Spot Bid 

• 	 Rate Quotation 

Small Package Express (SPE) 


• 	 Shipper's Export Declaration (SED) 
• 	 Transportation for the ReliefofMankind (TRANSFORM) 


Freight Acquisition Shipping Tool (F AST) 

• 	 Discrepancy Identification Systems (DIS) 
• 	 Customer Added Value Suite (CA VS) 
• 	 Tender Entry on the Web (TEOW) 
• 	 Freight Carrier Registration Program (FCRP) 


In-transit Visibility (lTV) 

• 	 Carrier Reports 


GFM Training Simulator and Tutorials 


These complex subsystems perform a wide range offunctions and interface with a large number of systems external 
to SDDC. Following is a brief description ofeach GFM subsystem: 

a) Spot Bid. Spot Bid is used to build and execute one-time, expedited, over-weight and over-dimensional 
shipments. It can also be used to elicit carrier bids for shipments when no matching carrier tender bids are available 
on the GFM Host. Spot Bid utilizes links to the existing GFM databases and provides integrated "Best Value" logic. 
All bids submitted against Spot Bid shipments reflect an all-inclusive expense representing line haul, accessorial 
charges, and any additional expenses anticipated to support that particular shipment. 

b) Transportation Facilities Guide (TFG) provides transportation facility information used to determine proper 
routing for DOD freight. 

c) Rate Quotation. The Rate Quotation Access System designed to give users the ability to retrieve cost 
estimates based on specific shipment data. A user can process multiple requests at a time using numerous 
commodities and Standard Point Location Codes (SPLCs). 

d) Small Package Express (SPE). Small Package is an Internet-based application that is accessible from the 
GFM Main Menu. Small Package is designed to allow users to ship small packages weighing 150 pounds or less by 
entering shipment information for both domestic and international shipments and transmitting that information 
directly to commercial carriers. The shipping method is based on GSA and Air Mobility Command (AMC) 
contracts with Commercial Carriers and all PowerTrack carriers. Both Continental United States (CONUS) and 
OCONUS air shipments are supported. The application also provides the following features:Small Package utilizes 
links to GFM databases allowing the automatic entry of address and appropriation information. Shipment 
information is stored so that historical reports may be generated. 

e) Shipper's Export Declaration (SED). The SED system communicates relevant export information for 
qualifying shipments from FAST, Spot Bid (SB), and SPE to the U.S:Census Bureau's Automated Export System 
(AES). SED interfaces with FAST, SB, and SPE. Each application sends pertinent shipment information for 
shipments that are identified as SED shipments to Gem's SED system for eventual submittal to the AES system. 
The interface between GFM and AES provides for data transmission to AES as well as receiving information 
regarding acceptance of information transmitted to AES. 

f) Transportation for the Relief of Mankind (TRANSFORM). GFM supports TRANSFORM, a non-profit 
program that negotiates free or discounted shipping for international humanitarian donations. 
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g) Freight Acq~isition Shipping Tool (FAST). FAST is used to build and execute Tailored Transportation 
Contract (TIC) and voluntary traffic shipments utilizing GFM databases containing SPLCs and commodity 
information, carrier tender bids, and user-maintained address and appropriation information. The major features of 
FAST include real-time rating and ranking of carrier tender bids, SDDC Operations Center intervention, bill of 
lading (BL) generation, and Internet accessibility. 

h) Discrepancy Identification Systems (DIS). The DIS application consists ofthe DIS US Government 
Standard Form (SF) 361 and DIS Management Information Reports. 

The SF 361 is used by shippers and receivers (mainly receivers) to record and track various shipment 
discrepancies regarding the movement of government cargo worldwide. It is also used as a claims form by 
DFAS. It is used to settle Claims on behalf of the US Government for discrepant shipments. 

• 	 The DIS Management Information Reports are used to view and print the status of various shipment 
discrepancies regarding the movement ofgovernment cargo worldwide. Seven DIS Management 
Information Reports are generated from the data gathered. 

i) Customer Added Value Suite (CAVS). CAVS provides view and print capability for carrier tender and bill 
oflading information retrieved from the GFM Host database via the Internet. CAVS includes the following 
modules: 

Tender View allows user's access to tenders that reside on the GFM Host. It provides shippers the 
capability of viewing and printing tenders on file for carriers who provide service to their respective 
locations. 

• 	 Completed Shipments provides users the ability to review shipments completed using the GFM system. 
Bill of Lading View provides users the ability to view and print BL information. This information is 
accessible for payment reconciliation, clarification of shipment services rendered, and lTV. 

• 	 CAVS Downloads allows users to download tender and shipment information from the GFM Host. 

j) Tender Entry on the Web is used by carriers to electronically enter voluntary, negotiated, and foreign 
military sales tenders. 

k) Freight Carrier Registration Program (FCRP). FCRP streamlines the carrier qualification process and is 
used by carriers to obtain approval to transport freight for the DOD. FCRP provides the SDDC and other DOD 
agencies with the following abilities: 

• 	 Application processing facilitation for SDDC Operations Center personnel 
• 	 Automated Standard Carrier Alpha Code (SCAC) validation 
• 	 Automated PowerTrack certification verification 
• 	 Automated updates to the DOD approved carrier list 


Access to management reports 

• 	 Maintenance of historical application data 

Maintenance ofcommunications history between carriers and SDDC Operations Center personnel. 

I) In-Transit Visibility (lTV). lTV provides DOD approved carriers with the ability to submit in-transit status 
information on DOD shipments to the GTN. BL data from the DOD shipping systems is automatically available to 
the assigned carrier in lTV. Carriers registered to use lTV may elect to receive notification via email when a newly 
tendered shipment is available for tracking in lTV. Carriers may use lTV, their own proprietary system, or an external 
commercial service provider to submit shipment status data to the GTN. As status events are submitted through lTV, 
GFM generates the EDI file in the proper format and transmits the data to GTN. 

1.2.2 GFM External Interfaces. 

1.2.2.1 Environment. The operational systems span several platform types: Operating Systems, databases, and 
integrated custom-written software with COTS applications. The GFM system uses predominantly COTS software 
and hardware to develop and operate the system. 



HTC711-09-F-0030 

· Page 26 of 46 

1.2.2.2 Development Software. Oracle relational database management system (RDBMS)trools, Oracle Forms 109, 
RDBMS Java Development Kit (JDK) 1.5_06, Sterling's GenTran EDI Server Translation Software, Serena Team 
Track, Apache 2.0.55, 180ss 4.0.3 SPI, JAVA, UniData 7.1 UniBasic, C, CVS Version Manager, Active Server Pages 
(ASP), JavaScript, Visual Basic Scripting Edition (VBScript), and Unix shell scripts. Version numbers are subject to 
change. Platforms: The GFM database and applications reside on multiple p 

(b)(1 )1.4.(a) 

(b)(1 )1.4.(a) 

(b)(1)1.4.(a) In addition to the Production and COOP environments, GFM has an Independent 
Verification and Validation (IV&V) environment that mirrors Production and a Development / Quality Assurance 
environment used for development. See embedded spreadsheet for a list of hardware types. This list is updated as 
required to ensure GFM can support the Warfighter. 

Hardware & Ty)!e 
SUN CISCO 
SUNFIRE T2000 Cisco Catalyst 3560G 
SUNFIRE V210 Cisco Catalyst 3560G 
SUNFIRE V890 Cisco Catalyst 3560 
SUNFIRE V490 
StorEdge 3510 Dell 
SUNFIRE 280R Dell PowerEdge 2950 

Dell PowerEdge 1650 
Brocade Switch Dell PowerVault MOlOOO 
Brocade Silkworm 4100 
Brocade Silkworm 4100 BlueCoat 

Bluecoat BC400-J 

HP Bluecoat BC400-2 
HP Procurve 2524 BlueCoat SG510-C -Hazel 

Relational Databases: Relational databases used include IBM UniData 7 (or higher), Oracle Database-Enterprise 
Edition 10 (or higher), and Microsoft Access. 

Operating Systems: The Sun servers run Sun Solaris 2.9 and 2.10, Veritas Volume Manager 3.5 and Sun Cluster 
3.1. The DelllRed Hat Linux servers run Red Hat Enterprise Linux 4. The Dell/Windows Server 2003 servers run 
Windows Server 2003 Service Pack (SP) 2. The versions of OS as well as Sun Cluster are subject to upgrade. 

Other COTS Software Packages: In addition to the above, the following software packages are used for 
development and systems support 

COTS Software 
i XML Spy Oracle Application Server 
I Accuterm Paint Shop Pro 7.0 

Adobe Photo Shop RoboHelp 
Apache HTTP Server Secure Shell (SSh) 
Apache HTTP Server Secure Shell File Transfer Protocol 

(SFTP) 
Authorware SERENA TeamTrack 
Concurrent Versions System (CVS) Shipapi 

Cygwin Siebel 7.8 
Dream Weaver Sterling Commerce Gentran:SERVER 
Eclipse Sun Workshop Compiler C 
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ERWIN Tomcat 
Firefox Tool for Application Developers (TOAD) 
Flash UniData Guide 
Java 2 Enterprise Edition 
JBoss Application Server 
JBoss Console 

As technologies continue to advance during the period of performance, these products shall continue to be upgraded 
and/or replaced. 

1.3 Specific Tasks. 

1.3.1 Task Area I - Program Management Support. Program Management Support involves assisting SDDC 
program managers in conducting oversight and management ofGFM programs. Program Management is comprised 
of Program Support, Life Cycle Support, and Planning Support. Support includes, but is not limited to Work 
Breakdown Structure (WBS) Analysis, Project Schedule and Control, Project Management (Scope Management), 
and System Life Cycle Management. The contractor shall prepare a Management Plan for Government approval 
within 30 days of award. The document shall be a living document and changes shall be submitted to the 
Government on a quarterly basis following initial submission. The Contractor shall prepare a monthly status report. 
The contractor shall develop and maintain detailed WBSs to identifY events and schedules required for the 
development, testing, training, documentation, and implementation ofsoftware changes, enhancements, and 
solutions. Provide WBS no later than (NL T) the 5th working day after requested. The contractor shall create and 
maintain a set of coding standards and an Application Configuration guide In Accordance With (lAW) Defense 
Information System Agent (DISA) Application Security and Development Security Technical Implementation 
Guide (STIG). The contractor shall support the Government Program Manager in the planning and tracking of 
projects, to include schedules, risks, and associated contractor costs and resource utilization. Support includes 
providing timeline and cost estimate rough orders of magnitude for project planning, and providing project planning 
and tracking information via various forms of written and/or verbal communications, such as email, information 
papers, discussions, and meeting status reporting. Proactively provide project planning and tracking information to 
the government via various written and verbal means. The contractor shall provide project planning and tracking 
information as requested by the Government. 

1.3.2 Task Area 2 - GFM Software Development & Maintenance. The contractor shall provide technical 
assistance to the GFM Program Management Office (PMO) in the resolution of open software PRs and in adding 
new functionality identified as software ECPs. The PRIECP resolutions shall be incorporated into the baseline using 
software versioning methodology. The contractor shall prepare a document containing resolutions and test results 
for the PRs/ECPs contained in each software version. The contractor shall provide a completion status of all 
PRs/ECPs. The contractor shall design system applications and integration efforts to enhance/improve the 
performance and efficiencies ofGFM software modules and applications. The contractor shall prepare a document 
containing resolutions and test results for the PRs/ECPs contained in each software version. The contractor shall 
develop and maintain Unix shell scripts and C Programming scripts to interface with GFMs GenTran servicers. 

1.3.3 Task Area 3 - Bills of Lading (BLs). The contractor shall provide for electronic transfer of BLs among all 
GFM trading partners through the development and maintenance of software and the monitoring ofBL file 
transmissions. Additionally, the contractor shall develop/maintain the capability to cost and select for traffic 
currently moving under BLs in order to assure that the Government acquires the best value. The contractor shall 
enable the system to produce electronic and hardcopy BLs. The contractor shall ensure that the electronic files are 
available for transmission to GFM Trading Partners (TPs). 

1.3.4 Task Area 4 - Tailored Transportation Contract (TTC) Interface. The contractor shaH maintain a current 
set ofTIC tender rates on the GFM Host database. The contractor shall enter tender rates via a manual mode when 
necessary. The contractor shall continuously enhance this interface as necessary. Government acceptance will be 
as detailed by review of rates uploaded to the GFM Host System. The contractor shall maintain the process of 
uploading TIC Rates received via electronic spreadsheets. 
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1.3.5 Task Area 5 - Remote Carrier Access. The contractor shall provide the capability for commercial carriers to 
access the GFM CA VS, FCRP and TEOW applications from remote locations and obtain shipment Requests and 
Responses, Standard Tender of Freight Services, and Bills of Lading information. The contractor shall support and 
enhance the automated process ofcarriers accessing CAYS, FCRP, and TEOW via the Internet. 

1.3.6 Task Area 6 - Tender Management. GFM currently provides a central database of DOD commercial 
transportation tenders. Additional modes are added to this database as additional Standard Rules and Tender 
Formats are developed. The contractor shall continue to develop and implement software for all supported modes of 
transportation. Using an automated process, the contractor shall maintain and update all tender formats approved 
and submitted by Government agencies. 

1.3.7 Task Area 7 - Software Application Optimization Enhancement. The contractor shall enhance and 
improve the existing GFM application software and/or its applications to ensure maximum system optimization. 
The contractor shall maintain/sustain the software development system and assist in urgent analysis for the 
production system when required, daily activities include systems configuration and operation. The contractor shall 
optimize system operation and resource utilization. The contractor shall conduct performance tuning to obtain 
systems optimization for maximum application workload while maintaining historical performance data to be used 
as a benchmark. Software development and maintenance shall not cause a digression ofthe current system's 
performance. 

1.3.8 Task Area 8 - Server System Administration. The contractor shall provide technical expertise in the area of 
administration of web and application servers to the GFM PMO. The contractor shall monitor and provide 
maintenance for all Apache Web Servers and 180ss Application Servers across the GFM software environments. 
The contractor shall administer 180ss applications, install and configure J2EE, configure application resources, 
modifying logging properties of Application Servers, configuring Security, administering the environment using the 
Web-based Admin Console or command line tools, and monitor 180ss performance using Jconsole utilities. The 
contractor shall deliver application code to 180ss application servers. This includes configuring JDBC data sources, 
Hibernate options, deploying EJB3 services, deploying EAR, JAR and WAR files, and implementing JMX. 
The contractor shall maintain a custom configuration ofJDBC connection pools within JBoss to minimize 
application down time, maintaining MBean APls for custom tuning and deployment, tuning threads through the 
Tom Cat servlet container to prevent deadlocks, analyzing thread dumps to troubleshoot, documenting issues, and 
making recommendations for performance improvements. The contractor shall provide 24x7 Apache Web Servers 
and 180ss Application Servers monitoring and assistance. 

1.3.9 Task Area 9 - Electronic CommercelEDI (ECIEDI) Support. The contractor shall provide highly qualified 
and trained personnel to build and/or support the technical infrastructure needed to support ECIEDJ. This support 
shall include, as a minimum, an integrated software system that includes ECIEDI translation software, 
communication software and application software. Personnel shall possess detailed technical knowledge ofEDI 
ASC X.12 Transportation Standards, DOD Implementation Conventions, data requirements, and software associated 
with the system. 
The contractor shall be responsible for providing proven expertise to include but not limited to: creating and 
maintaining Trading Partner profiles within the Sterling Commerce GenTran Server, initiate, establish and maintain 
GFM Trading Partner interfaces using secure shell, creating and maintaining Unix shell scripts and C programs to 
transfer and consolidate files between GFM servers and the cron jobs that schedule them, maintenance of 
customized Unix shell scripts to start up and shut down the Sterling Commerce GenTran Server. In addition, the 
contractor is required to support, upgrade and trouble shoot GFM EDl issues and provide documentation and 
recommendations for solution and application enhancement. The contractor shall assist with loading, testing, and 
operation of GENT RAN Server Software. The contractor shall setup interfaces for outbound and inbound system 
traffic. The contractor shall provide 24x7 GENTRAN Server software monitoring and assistance. 

1.3.10 Task Area 10 - Database Management Systems (DBMS) Oracle Administration. 
The contractor shall provide database administration remotely or on site and shall provide assistance and technical 
expertise in the identification, design, and development of the GFM Oracle databases and existing database 
elements. The Contractor shall use the OISA Database STIG as a tool to improve DBMS Security, run the Oracle 
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Security Readiness Review (SRR) Evaluation Scripts, and use the Oracle Database Checklist to ensure Oracle is 
properly installed, implemented, and managed in a way that is secure. 
The contractor shall provide Oracle database administration and technical expertise in the identification, design, and 
development of the GFM databases and existing database elements. These administration services will include but 
not be limited to: researching and applying critical Oracle patch updates and reviewing installation documentation, 
performing upgrades as required to the Oracle database, monitoring Oracle file size, requesting and applying 
additional disk space to the Oracle files. The contractor shall provide Oracle database administration in the design, 
creation, implementation, and maintenance of complex Oracle databases with respect to access methods, access 
time, device allocation, validation checks, organization, and security. The contractor shall be familiar with SDDC 
Oracle database disaster recovery programs (Oracle Archive Logging/COOP) and business resumption planning. 
The contractor shall provide Oracle database administration in the form of simulation testing across all GFM 
platforms and assist in the testing of contractor-developed software in regards to Oracle databases. The contractor 
shall provide 24x7 database administration system monitoring and assistance. 

1.3.11 Task Area 11 - Database Management Systems (DBMS) Unidata Administration. 
The contractor shall provide database administration remotely or on site and shall provide assistance and technical 
expertise in the identification, design, and development of the GFM Unidata databases and existing database 
elements. 
The contractor shall provide expert Unidata system and database administration. The contractor shall update UNIX 
and GFM specific Unidata kernel configuration files, adding directories, creating and sizing Unidata files, creating 
new Unidata accounts, and perform backup and recovery files. The contractor shall optimizing Unidata within the 
current GFM architecture/environment, ensuring system resources are kept at optimum levels. The contractor shall 
deploy UniObjects within the Unidata database, diagnose UniObject problems and provide appropriate solutions to 
the GFM Java development staff. The contractor shall customized UniObject pooling mechanisms and applies 
appropriate actions as necessary. The contractor shall be responsible for administrating UniData's Recoverable File 
System (RFS) to ensure that log files are sized appropriately and that the RFS files are monitored on a daily basis. 
The contractor shall provide long-range requirements for Unidata database design and administration. The 
contractor shall provide 24x7 database administration system monitoring and assistance. The contractor shall 
provide 24x7 database administration system monitoring and assistance. 

1.3.12 Task Area 12 Software Reviews. The contractor shall conduct software reviews, and participate in 
briefings, walkthroughs, and/or prototype demonstrations. The contractor shall accurately record the proceedings 
and develop the meeting minutes that shall be provided to the GFM PMO in accordance with the schedule identified 
in the Deliverable Delivery Summary. 

1.3.13 Task Area 13 - Documentation Arcbive Library. The contractor shall maintain the single, centralized 
electronic library in a Government-provided storage location, which contains all GFM documentation determined by 
the Government for storage in the library. This library shall be made available for all GFM staff to review at their 
discretion. The electronic file structure for this library is at the contractor's discretion, subject to Government 
approval, and shall be organized to ensure logical presentation of documentation for system activities and reports. 
The contractor shall maintain a centralized electronic library that contains appropriate sub-folders for individual 
activities. 

1.3.14 Task Area 14 - Software Development Test (SDT). The GFM software developer shall conduct the 
appropriate number of successful Software Development Tests (SOT) before releasing software to the GFM PMO. 
The contractor shall develop a Software Development Test Plan, conduct a SOT, and develop a SOT Test Results 
Report for each software PR and ECP incorporated. The contractor shall ensure that regression testing is conducted 
on all software changes and development prior to forwarding for Independent Verification and Validation (IV &V) 
Testing. The developer shall ensure the software is error and abort free and shall verifY interoperability and 
integration with interfacing systems. Performance Objective: Performance Measures: Government acceptance of 
Test Plans and Test Results Report for all PRs and ECPs implemented. The contractor shall perform system tests to 
include SDTs and regression testing. The Government will accept Test Plans and Test Results Reports for all PRs 
and ECPs implemented. 
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1.3.15 Task Area 15 - Software Version Description (SVD). The contractor shall prepare a SVD for each 
software release and present the SVD to the Government no later than five (5) workdays after deployment of the 
application. The SVD shall identify and describe an inventory of materials to be released, software/applications 
contents, changes to be installed, adaptation of data, related documents, installation instructions, and possible 
problems and known errors. The contractor shall prepare an SVD for each software release. 

1.3.16 Task Area 16 - Documentation Support (Optional). The contractor shall create technical documentation 
for the GFM Project in accordance with the Institute of Electrical and Electronics EngineerslElectronic Industries 
Association Software Life Cycle Process, (lEEEIEIA 12207.1-1997) standards, DOD Security Regulation Guidance, 
and OISA Checklist, Scripts, and Guides. In addition to the IEEE standards, the contractor shall provide internal 

'standards of writing specific to the GFM Project to ensure consistency of delivery and presentation. Documentation 
provided shall include, but is not limited to System Requirement, Interface Requirement, Database Description 
Documents (DDD), Web Services document, and system-user document. The contractor shall prepare technical 
documentation for the GFM Project. 

1.3.17 Task Area 17 - Configuration Management (CM). The contractor shall prepare and revise CM related 
documentation, keep current and participate in activities that control changes to the multiple GFM subsystems that 
are developed or modified. The contractor shall also develop and maintain a software library that contains source 
and object code for the GFM software. Software changes are currently managed with the Concurrent Versions 
System (CVS). As a safeguard software code shall also be stored on external electronic media with a listing of 
contents ofthe deliverable, including LAN server based files and those databases and files associated with COTS 
products. The contractor shall provide electronic notice of software releases to the GFM Program Manager and 
other program management office government and contractor personnel who have a need to know. The contractor 
shall prepare and revise CM related documentation and external electronic media for physical site and electronic 
library storage. 

1.3.18 Task Area Deployed System Sustainment. The contractor shall assign an individual to act as a Tier II 
customer assistance liaison between the SDDC Systems Response Center (SRC) and the GFM PMO. Problems that 
cannot be resolved by the SRC shall be elevated to the GFM Tier II liaison for resolution. The Tier II liaison shall 
support all GFM software modules and applications. The contractor shall provide software problem resolution and 
customer assistance support to the SRC on a daily basis, utilizing its technical and functional expertise. The 
contractor shall provide monthly statistics that include number of service requests elevated to the Tier II liaison and 
percentage oftime spent on training and problem resolution validations. 

1.3.19 Task Area 19 - Distance Learning. The contractor shall develop, implement, and sustain a Distance 
Learning Program (DLP) for the GFM suite of applications. This DLP shall be developed using commercially 
available, proven technologies and techniques, and shall be tailored to match multiple learning styles. It shall be 
designed to reduce and minimize Government investment and sustainment costs. The DLP shall also include 
promotional notices to the user community upon notification prior to software release. The DLP program shall be 
developed consistent with GFM's compressed developmental strategy and must be executed efficiently and 
effectively. The contractor shall ensure integration of these products with the existing developmental strategies of 
GFM and current training. The contractor shall ensure that all training and learning tools are updated consistent 
with and are synchronized with software upgrades and version releases. On a limited case-by-case basis, the 
contractor shall be required to conduct system information briefings, training sessions, and system demonstrations at 
Government meetings, symposiums, workshops, conferences, and other events. The contractor shall develop, 
maintain, and sustain a GFM Distance Learning Program. The Government will review, evaluation, and accept DLP 
releases. 

1.3.20 Task Area 20 - Contractor Management Requests (CMRs). The contractor shall assist the GFM PMO in 
the resolution of CMRs. Resolutions may be in the form of correction of data issues; training and/or meeting, 
symposium, workshop, or conference support; response to Freedom of Information Act inquiries; analysis/impact 
studies; support for data calls; andlor generation of various reports. The contractor shall correct CMR items by the 
government approved suspense date. The Government will accept resolutions for the CMR item. 

1.3.21 Task Area 21 - Inrormation Assurance (IA). 
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1.3.21.1 Sub Task 1 - Certification and Accreditation (C&A). The Contractor shall design, develop, engineer, 
and implement GFM security solutions lAW DoD Information Assurance Certification and Accreditation Process 
(DIACAP). The Contractor shall identifY, implement and manage IA controls, validate IA controls activities, and 
conduct IA controls reviews. The contractor shall execute DlSA Oracle SRR Evaluation Scripts, apply DISA 
Application Security and Development, Application Service, and Database STIGs, and perform DISA Security 
Checklists, which includes the Application Security and Development Checklist, the Application Services Checklist, 
the Database, and the Best Practices Security Checklist. The contractor shall develop, analyze, and implement 
security architecture for GFM, perform risk analysis and security audit services, and develop security documentation 
IAW with DOD Security Regulation Guidance. The contractor shall prepare and/or assist the Government in 
preparing the DIACAP documentation required for an Authorization to Operate fATO). 

1.3.21.2 Sub Task 2 -Information Assurance Vulnerability. The Contractor shall implement system changes as 
necessitated by IT security notifications, the Information Assurance Vulnerability Management Program or as 
required by Information Assurance Program Manager (lAPM). The Information Assurance Vulnerability 
Management Program frequently issue Information Assurance Vulnerability Alerts (IA VAs) that give notification of 
recently discovered vulnerabilities, specifY deadlines for acknowledging receipt of the notice, and specifY deadlines 
for implementing any corrective actions, such as a system patch or disabling of system services. The Contractor 
shall acknowledge lAVAs within the Asset & Vulnerability Tracking Resource (AVTR) Data Base within 5 
working days of receipt. The contractor will successfully take the corrective action specified by lAVAs within the 
specified deadline, 98% of the time. 

1.3.22 Task Area 22 - Contractor Manpower Reporting. The Contractor shall document their manpower in 
accordance with the following guidelines. The Office of the Assistant Secretary of the Army (Manpower & Reserve 
Affairs) operates and maintains a secure Army data collection site where the contractor will report ALL contractor 
manpower (including subcontractor manpower) required for performance of this contract. The contractor is required 
to completely fill in all the information in the format using web address https://cmra.army.mil/or as provided by the 
Government. The required information includes: (I) Contracting Office, Contracting Officer, Contracting Officer'S 
Technical Representative; (2) Contract number, including task and delivery order number; (3) Beginning and ending 
dates covered by reporting period; (4) Contractor name, address, phone number, e-mail address, identity of 
contractor employee entering date; (5) Estimated direct labor hours (including sub-contractors); (8) Predominant 
Federal Service Code (FSC) for each sub-contractor if different); (9) Estimated data collection cost; (10) 
Organizational title associated with the Unit Identification Code (UIC) for the Army Requiring Activity (the Army 
Requiring Activity is responsible for providing the contractor with its UIC for the purposes of reporting this 
information); (II) Locations where contractor and sub-contractors perform the work (specified by zip code in the 
United States and nearest city, country, when in an overseas location, using standardized nomenclature provided on 
website); (12) Presence of deployment or contingency contract language; and (13) Number of contractor and sub
contractor employees deployed in theater this reporting period (by country). As part of its submission, the contractor 
shall also provide the estimated total cost (if any) incurred to comply with this reporting requirement. Reporting 
period will be the period of performance not to exceed 12 months ending September 30 of each Government fiscal 
year and must be reported by 31 October ofeach calendar year. 

1.4.2 Deliverable Schedule Summary 

PWS 
Para 

Deliverable Title Delivery Schedule 

1.3.1 Monthly status Report NLT 5th Work Day of the Month 
1.3.1 Management Plan Initial Plan 30 Days After Task Award; then 

updated~uarterly 

1.3.1 Work Breakdown 
Structure 

NL T 5th Work Day after requested 

1.3.1 Work Breakdown 
Structure 

Updated Database Design Specification NLT 10 
work days after software release 

1.3.12 Software Review 
Minutes 

NLT 10 workdays after meeting attached to the 
appropriate Team Track record. 

https://cmra.army.mil/or
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1.3.13 Documentation 
Archive Library 

Documentation delivered 10 days after 
completion. 

1.3.14 Software Development 
Test Plan 3.13 

NL T 5 work days prior to scheduled SDT start 

1.3.14 Software Development 
Test Results Report 

NL T 10 work days after test completion 

1.3.15 Software Version 
Description 

NL T 5 work days after release to production 

1.3.16 Software Version 
Description 

As required by the Government 

1.3.17 Software Baseline 
Document/Code 

NL T 5 work days after release to production 

1.3.18 GFM Tier II Customer 
Assistance Support 
Statistics 

Once a Month 

1.3.19 Web-based Training 
Deployment (Live 
Meeting Sessions On-
Line) 

As required by the Government 

I 1.3.19 Web-based Tutorials 
for deployed software 

Updated NL T 3 work days after each software 
release 

1.3.19 System Information 
Briefs, Training 
Sessions, and 
Demonstrations 

As required by the Government 

1.3.20 Contractor 
Management Requests 

As required by the Government 

i 1.3.21.1 Certification And 
Accreditation 

As required by the Government 

1.3.21.2 Information Assurance Iit~e~he corrective action as specified by the 

1.3.22 Document Manpower NL T 31 October of each calendar 
year. 

5.0 Transition Summary 
Report 

NL T 15 work days following notification ofPWS 
termination 

2. SERVICE DELIVERY SUMMARY 

The Services Delivery Summary (SDS) represents the most important contract objective that, when met, will ensure 
contract performance is satisfactory. Although not all PWS requirements are listed in the SDS, the contractor is 
fully expected to comply with all requirements in the PWS. 

PWS Para Performance Objective Performance Threshold 
1.3.1 The contractor shall develop and 

maintain detailed Work Breakdown 
Structures to identify events and 
schedules required for the 
development, testing, training, 
documentation, and implementation 
ofsoftware changes, enhancements, 
and solutions. 

98% ofthe deliverables are timely, 
complete, and accurate. 

1.3.1 The contractor shall support the 
Government Program Manager in 

98% of the deliverables are timely, 
complete, and accurate. I 
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the planning and tracking of 
projects, to include schedules, risks, 
and associated contractor costs and 
resource utilization. Support 
includes providing timeline and cost 
estimate rough orders of magnitude 
for project planning, and providing 
project planning and tracking 
information via various forms of 
written and/or verbal 
communications, such as email, 
information papers, discussions, and 
meeting status reporting. 
The contractor shall prepare a 1.3.2 98% of requested tasks and 
document constraining resolutions documents are completed per the 
and test results for the PRlECPs Management Plan 
contained in each software version. 

1.3.3 The contractor shall enable the 98% of BL's submitted to GFM 
system to produce electronic and shall be cost, sent out electronically, 
hardcopy BLs. The contractor shall and stored for audit purposes. 

: ensure that the electronic files are 
available for transmission to GFM 
Trading Partners (TPs). 

1.3.4 The contractor shall maintain the Upload ofTIC rates within one 
process ofupJoading TIC Rates working day with a 100% input 
received via electronic spreadsheet accuracy rate. 
The contractor shall support and Carriers access 100% of BL data 
enhance the automated process of 

1.3.5 
submitted for rating to the GFM 

carriers accessing CA YS, FCRP and Host System via CAYS 
TEOW via Internet 
The contractor shall support and 98% of tender data is input correctly 
enhance the automated process of 
carriers accessing CAYS, FCRP and 
TEOW via Internet 

1.3.5 

Will achieve 100% acceptance of 
contractor shall maintain and update 
Using an automated process, the 1.3.6 

tenders 
all tender formats approved and 
submitted by Government agencies 

1.3.7 Contractor shall conduct Through the utilization of 
performance tuning to obtain application software monitoring 

: systems optimization for maximum tools the contractor shall ensure that 
application workload while the application software performs 
maintaining historical performance within 98% of peak optimization. 
data to be used as a benchmark. 
Software development and 
maintenance shall not cause a 
digression of the current system's 
performance 

The system is available 98% of the 
Apache Web Servers and JBoss 
The contractor shall provide 24x7 1.3.8 

time 
Application Servers monitoring and 
assistance. 

Ensures that GENTRAN Server runs 
loading, testing, and operation of 

1.3.9 The contractor shall perform 
at peak performance level 98% of 
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GENTRAN Server Software. The the time 
contractor shall setup interface for 
outbound and inbound system traffic 

1.3.10 The contractor shall provide 24x7 Databases shall be current and 
1.3.11 database administration system accessible 98% ofthe time. 

monitoring and assistance. 
1.3.13 The contractor shall maintain a The Library shall house the latest 

centralized electronic library that documentation pertaining to all 
contains appropriate sub-folders for associated systems 98% of the time 
individual activities 

1.3.14 The contractor shall perform system Will achieve software that is error 
tests to include SDTs and regression and abort free and integrates 
testing. successfully with interfacing 

systems 100% of the time 
1.3.IS The contractor shall prepare an SVD No Later than five (5) workdays 

for each software release. after deployment 
The contractor shall prepare and CM documentation and library must 
revise CM related documentation 

1.3.17 
be current 98% of the time 

and external electronic media for 
physical site and electronic library 
storage 
The contractor shall provide Tier II1.3.18 Will achieve 100% response to 
functional and technical expertise in requestor within one working day, 
support of the SRC and GFM resolve trouble calls 98% ofthe time 
customers on a daily basis I 

All DLPs are synchronized with the 
maintain, and sustain a GFM 
The contractor shall develop, 1.3.19 

software releases they support 98% 
Distance Learning Program of the time 

Respond to CMRs by the 
CMRs by the government suspense 

1.3.20 The contractor shall respond to 
Government approved due date 98% 

date. of the time 
Security documentation drafts NL T 
60 days after Government request; 
Final documentation due 60 days 
after Government comments. 

Certification and Accreditation 1.3.21.1 

Acknowledge lAVAs within the Successfully take the corrective 
Asset &Vulnerability Tracking 

1.3.21.2 
action specified by the IA V As 

Resource (AVTR) Data Base within within the deadline specified by the 
5 working days of receipt Government, 98% of the time I 

3.0 Government -Furnished Property and Services 

3.1 The Government will provide remote connectivity to all GFM (Production, Test and Development, IV&V, 
GFM Documentation Storage, and COOP) environments through Clientless Virtual Private Network (VPN) 
accounts using Common Access Card (CAC) based authentication. 

4.0 General Information 

4.1. Place of Performance. The place of performance will be a Contractor-provided facility within CONUS. The 
Contractor will be required to have 1 system development maintenance and sustainment support and I D1ACAP 
security personnel located within 50 miles of Scott Air Force Base (SAFB). The system development maintenance 
and sustainment personnel shall be required to spend 50% of their time and the D1ACAP security personnel shall be 
required to spend 100 % oftheir time on Scott AFB at 709 Ward Drive Building 1990, Scott AFB IL 62225. 
Government workspaces will be provided for the system development maintenance and sustainment support and the 
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D1ACAP security personnel. 

The contractor will provide a toll-free telephone number for their base facility. All contractor employees must also 
be able to dial in to government-sponsored teleconferences, which may not be toll-free. The Contractor may be 
required, at no expense to the government, to attend meetings, participate in software tests, or provide software 
demonstrations at the SDDC Headquarters located at 709 Ward Drive, Building 1990, and Scott AFB IL 62225. 

The Contractor shall provide technical support during normal operations hours ("core hours"), 0800-1630 Central 
Standard Time, Monday-Friday. Contract employees must be available by toll-free telephone during these hours. 
Additionally, selected personnel must be available, on-call, 24 hours a day, 7 days a week for emergency response. 
Method ofaccess to on-call personnel (e.g., cell phone) shall be reliable and responsive. The contractor shall 
provide a schedule for each staff member. The following days have been established as legal public holidays for the 
Federal Government: 

New Year's Day 1 st day ofJanuary 
Martin Luther King Jr. Birthday 3rd Monday in January 
Presidents' Day 3rd Monday in February 
Memorial Day 4th Monday in May 
Independence Day 4th day of July 
Labor Day I st Monday in September 
Columbus Day 2nd Monday in October 
Veteran's Day 11th day ofNovember 
Thanksgiving Day 4th Thursday in November 
Christmas Day 25th day of December 

The contractor shall not schedule interfacing work (meetings, approvals, deliveries, etc.) with the Government on 
any of the established holidays, or any other day designated as a holiday by Federal Statute or by Executive Order 
except with prior approval from the Contracting Officer or Contracting Officer Representatives. 1 f a hoI iday falls on 
a Saturday, the official holiday shall be celebrated the preceding Friday. If the holiday falls on a Sunday, the official 
holiday shall be celebrated the following Monday. 

4.2 Period of Performance. The Period ofPerformance on this contract shall consist of one five-(5) month Base 
Period, four twelve-{l2) month Option Periods, and one 7 month option. 

Base Period: 25 April 2009 30 September 2009 (5 months and 4 days) 
Option Period I: 1 Oct 2009 30 September 2010 (I Year) 
Option Period 2: 1 Oct 2010 30 September 2011 (I Year) 
Option Period 3: 1 Oct 2011 - 30 September 2012 (I Year) 
Option Period 4: I Oct 2012 - 30 September 2013 (1 Year) 
Option Period 5: I Oct 2013 - 24 April 2014 (7 months) 

4. 3 Travel. Travel shall be required in support of meetings, symposiums, workshops, training sessions, 
conferences, and/or other events. The below chart contains estimated travel for purposes of contractor proposal and 
may deviate as requirements change. The estimated travel in the chart shall apply to the Base Period, and then shall 
be repeated for each individual Option Period: 

# Trips Location # People # Days Timeframe 
I San Diego, CA 2 5 June 
I Dallas, TX 2 5 May 
I Scott AFB 2 5 July-August 
I Newport News, V A 2 5 September 

All travel will be Government directed. The contractor shall submit a travel itinerary and estimated cost for 
approval by the COR. Estimated amounts in the contract shall not be exceeded. Any airfare shall be at the 
prevailing rates for commercial airlines at economy class. When required, the most reasonable means of ground 
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transportation (e.g., taxi, bus, car rental) shall also be used. Incurred contract travel costs will be reimbursed by the 
government to the contractor in accordance with Joint Travel Regulations (JTR) and Federal Travel Regulations 
(FTR). The Government will not reimburse local travel and related expenses to the contractor for travel to or from 
the Government's facility at Scott AFB. 
The contractor is responsible for tracking the status of travel funds and notirying the COR when funds fall below 
85% of the established not-to-exceed amount as identified in the contract. 

4.4 Cooperation with Other Contractors and Government Personnel. The contractor shall 
cooperate with other contractors and Government personnel performing work for SDDC. The contractor shall avoid 
interfering with the performance of work by other contractors or Government employees while not compromising 
health, safety, or security. The contractor shall bring to the attention ofthe COR any disagreements or delays 
caused by contractor personnel interference or non-cooperation. 
4.5. Security Requirements Physical, Personnel, Information, Anti-terrorism, and Force Protection 
Requirements)4.5.1 The majority of the daily work associated with this PWS is UNCLASSIFIED but contract 
personnel will be required to access to restricted (classified areas and systems) located in Building 1575 at SAFB, 
IL. In addition, contract personnel will be required to meet the requirements for IT/ADP standards as outlined in 
AR 380-19 and 25-2 for deliverables and services outlined in this PWS. See sections 4.5.2, 4.5.3 and 4.5.4 for 
investigative/adjudicative requirements for these ratings. 

4.5.2 ADP/IT Level I: Contract personnel assigned at the ADP lilT I rating require an SSBI (or acceptable periodic 
reinvestigation) favorably adjudicated (a favorable adjudication normally grants eligibility at the TOP SECRET 
level as prescribed by DoD 5200.2-R and AR 380-67 

4.5.3 ADP/IT Level 2: Contract personnel with ADP II or IT II levels for this contract as designated by DoD 
8500.1/5200.2-R and AR 380-19/380-67 will need a favorably completed NACLC (or acceptable periodic 
reinvestigation) when favorably adjudicated results in SECRET clearance eligibility. A valid SECRET clearance 
will be needed for access to Building 1575 at SAFB, IL. 

4.5.4 ADPIIT Level 3: Personnel assigned to this PWS who do not require ADP/IT levels I or II on DoD computer 
networks as stated in section 4.6.2 and 4.6.3 but need NIPRNET computer access and/or a Common Access Card 
(CAC) will require a favorably adjudicated NACI completed by the Office of Personnel Management (OPM) and 
HQ SDDC, G2 before a CAC will be issued. 

4.5.5 Favorable NACI investigation results must be posted in the Joint Personnel Adjudication System (JPAS) 
before a contractor is allowed access to the NIPRNET and/or be granted a CAC. 

4.5.6 Upon contract award all names of contract employees will be submitted to SDDC, G2 for vetting through 
JPAS to ensure investigative and clearance requirements have been satisfied. Vetting ofinvestigationlclearance 
status will be completed prior to the Contract Officer Representative (COR) I Trusted Agent (TA) accesses the DOD 
Contract Verification System (CVS) and submits the contract employees for their CAC. If a contract member does 
not have the appropriate investigative requirement, the contract employee will be denied the ability to work in 
support of this PWS and not be loaded into CVS. Contract personnel will be loaded in CVS with the expiration on 
their CAC for the initial contract year. Upon approval for the option year(s) a new CAC will be issued with new 
dates for the subsequent year of option. The CAC expiration process will be repeated for the duration of the 
contract. 

4.5.7 Personnel working this contract who will require a favorably completed investigations (listed in section 4.6.2 
and 4.6.3) resulting in TOP SECRET and/or SECRET eligibility when adjudicated by the Defense Industrial 
Security Clearance Office (DISCO). Interim SECRET clearance eligibility is accepted provided it was granted by 
the Defense Industrial Security Clearance Office (DISCO). 

4.5.8 The company who is awarded the contract must have a valid Facilities Clearance Level (FCL) at TOP 
SECRET level to submit the required background investigations listed above. Interim FCL's are acceptable 
provided they are not expired. FCL procedures and security guidelines for adjudicative requirements are outlined in 
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DoD 5220.22-M, DoD 5200.2-R and AR 380-67. FCL's and Interim FCL's must be awarded by the Defense 
Security Service (DSS) or DISCO. HQ SDDC will not provide sponsorship for FCL's to awarded contract company. 

4.5.9 Upon receipt of the CAC, permanently assigned contract employees located at HQ-SDDC at SAFB, lL, may 
obtain the AF 1199 (Restricted Area Badge) if the employee meets the requirements set forth in the SAFB 
Instruction 31-101. Only personnel assigned physically on SAFB at least 4 days a week will be issued the AF 1199 
unless an exception to policy is approved by the 375th SFS through SDDC G2. 

4.5.10 Visit Authorization Letter (VAL) or Visit Authorization Request (VAR) will be required for contract 
personnel who are assigned to HQ SDDC at SAFS. The V ALNAR request will be received 48 hours prior to start 
of the contractor employee. VALNAR requests can be submitted to SDDC G2 via email or fax 
(sddc.g2.satb@sddc.army.mil or 618-220-5874). An example copy of the VAL or VAR can be obtained from HQ 
SDDC G2. JPAS visits for these types of contract members are not acceptable. 

4.5.11 Visit(s) by contract personnel not permanently assigned to this contract (company presidents, company 
security managers, contract employees not permanently assigned at SAFB, etc) will require an electronic visit 
request in the Joint Personnel Adjudication Systems (JPAS). The JPAS Security Management Office (SMO) code is 
W4PQAA4 for sending visit requests to HQ SDDC at SAFB, IL. Visits to SDDC locations outside ofHQ SDDC at 
SAFB, IL. will be facilitated by contacting the security section of the for the SDDC organization to obtain the SMO 
code for submitting visit requests. 

4.5.12 Upon completion ofthis contract, the employee will surrender all government supplies, materials and 
equipment COR. All contractor CAC's issued will be turned into SDDC G2 for all contract personnel assigned to 
this PWS (this can be accomplished by returning to the COR at SAFS for turn in to G2). Contract members 
assigned to HQ SDDC SAFB, IL. will return CAC and any security badges to HQ SDDC, G2 upon out-processing. 
This will be accomplished on the last day ofthe contract or upon any termination/reassignment of contract 
employees. 

4.5.13 Security debriefing statement (Standard Form 312) will be completed upon completion of the contract if 
employee is assigned to HQ SDDC at SAFB, IL. 

4.5.14 Contract employees assigned to SAFS shall attend/complete the following training as prescribed by DOD, 
USTRANSCOM, Army and Air Force Instructions: Employee Initial Security Briefing, Annual Security Awareness 
Training and the Operations Security (OPSEC) and Subversion and Espionage Directed Against the Army (SAEDA) 
training. All contract members regardless of location will complete the annual DoD Antiterrorism Level I training. 
Contract employees assigned to other SDDC locations will be required to attend security training established by 
their respective SDDC security offices and/or installations. 

4.5.) 5 The contractor shall ensure the roles/privi leges assigned to contract employees on the Government computing 
platforms are limited to the roles/privileges essential to that individual's performance ofhislher assignments. These 
roles/privileges can be limited or revoked by the Government for any reason. 

4.5.16 If the Government notifies the contractor that the employment or the continued employment of any contractor 
employee is prejudicial to the interests or endangers the security of the United States of America, that person shall 
be removed and barred from the worksite. This includes security deviations/incidents and credible derogatory 
information on contract members during the course of the contract period. The awarded contract company shall 
make any changes necessary in the appointment(s). 

4.5.17 Security Regulation Compliance. The contractor will be required to comply with all security regulations and 
directives as identified herein, and other security requirements in this contract specific to site locations of work. The 
contract members are required to attend required security training outlined in or this PWS upon start of the contract. 

4.5.18 Network Security. Contractor shall also ensure that no Contractor employee connects unapproved or non
compliant software or hardware to the Government network as defined in the SDDC security guidelines. Since VPN 
capability provided by the government will essentially extend SDDC's network to the Contractor facility, all 

mailto:sddc.g2.satb@sddc.army.mil
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Contractor provided hardware touching SDDC network shall comply with SDDC Information Assurance standards 
and policies, and shall not connect to any commercially provided network. The Contractor must understand the 
implications of this requirement. 

4.5.19 RoleslPrivileges. The Contractor shall ensure that roles/privileges assigned to Contractor employees on 
Government test and production platforms are limited to the roles/privileges essential to that individual's 
performance of his/her assignments. These roles/privileges can be limited or revoked by the Government. The 
Government will grant privileges on the GFM production environment. 

4.5.20 Information Security. Information found in GFM is considered For Official Use Only (FOUO). The 
Contractor will follow FOUO guideline applications required by DOD Appendix 3 to DOD 5200.I-R, and Under 
Secretary of Defense for Intelligence memorandum, "Interim Information Security Guidance," April 16,2004, for 
specific guidance on the handling and safeguarding ofFOUO information. 

Security Regulation Guidance: 

OOO:DOD Instruction (DODI) 2000.16 (DOD Antiterrorism (AT) Standards)DOD Directive (DODD) 5200.1-R 
(DOD Information Security Program) DOD Publication 5200.2-R (DOD Personnel Security Program)DOD 
Publication 5200.08-R (DOD Physical Security Program)DOD Publication 5220.22-M (National Industrial Security 
Program)DODD 8500.1 (Information Assurance (IA»DODD 2000.12 (DOD Antiterrorism (AT) Program)DODI 
8500.2 (Information Assurance (IA) Implementation)DOD issuances can be found 
athttp://www.dtic.mil/whs/directives/ 

Army:Army Regulation (AR) 380-67 (Personnel Security Program)AR 380-5 (Department of the Army Information 
Security Program)AR 25-2 (Information Assurance)AR 380-20 (Restricted Areas)Army regulations can be found 
at:http://www.army.mil/usapalepubs/ 

DlSA: 
Security Checklists 
Security Readiness Review Evaluation Scripts 
Security Technical Implementation Guides 
DISA Checklist, Scripts and Guides can be found at: 
http://iase.disa.mil/stigs/stiglindex.html 

SDDC:SDDC Regulation 190-1 (SDDC Security Program)(Provided upon request from SDDC G2 at SAFB)Scott 
Air Force Base (SAFB):SAFB Instruction 3]-101 (Installation Security Instruction)(Restricted publication. Sent 
only to .mil domains when forwarding. Not for public distribution.) 
FormsL 
DD 254, DOD Contract Security Classification Specification 

DoD form found at: 
http://www.dtic.mil/whs/directives/corres/publ.html 

HO SODC G2 Point of Contact: 
Todd Stroub709 Ward DriveBldg I 990SAFB, IL 62225Commercial: 618-220-5801/5422 (respectively)Email at 
Patrick. todd.m.stroub@us.army.mil 

5.0 Contractor Transition 

5.1.1. Contractor Exit Requirement. 

5.1.1. Transition of Operations. The contractor shall provide a Transition Summary Report of all work performed 
within 15 working days upon notification of termination of this PWS. This summary report shall include, but is not 
limited to, the status of all assigned tasks including an accurate WBS, a synopsis of problems, lessons learned, and 

mailto:todd.m.stroub@us.army.mil
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recommendations for improvement. The report shall contain all the information necessary to assure project 
continuity . 
5.1.2. Continuity of Service. The contractor shall ensure the continuity of service while implementing its transition 
plan for all affected activities to preclude any adverse impact on the mission. 

5.1.3. Transfer of Materials. The incumbent contractor shall transfer to the Government all intellectual and real 
property belonging to the Government, which was generated, purchased on behalf of, or provided by the 
Government for the performance of the work in support of this contract. 

5.104. Sufficient Personnel. The incoming contractor shall provide sufficient number of personnel to ensure 
effective transfer of all work in progress so as not to affect mission accomplishment. 

5.2 Ramp Up Times 
The incoming contractor shall have a minimum level of personnel available on April 25, 2009, to provide tier II 
customer support, DTCI fielding support, and support for uninterrupted services in the event of an unforeseen 
system failure. Eighty-five (85) percent of personnel shall be available April 27, 2009 to ensure effective transfer of 
all work in progress and sustain mission accomplishment. 

Appendix A 

ACRONYMS 

ACRONYM DEFINITION 
AFB Air Force Base 
AMC Air Mobility Command 
AES Automated Export system 
API Application Programming Interface 
ASCX12 Accredited Standards Committee 
ASP Active Server Pa!!e 
ATO Authorization to Operate 
BL Bill of Lading 
C&A Certification and Accreditation 
CAC Common Access Card 
CAVS ~" Add.d V"u' Suit. 
CFR ode of Federal Regulation 
CM onfil!Uration Mana!!ement 
CMR Contractor Manal!ement Request 
CONUS Continental United States 
COOP Continuity of Operation 
COR Contracting Officer's Representative 
COTS Commercial-Off-the-Shelf 
CVS DOD Contract Verification System 
DBMS Database Mana!!ement Systems 
DDD Database Description Document 
DECC Defense Enterprise Computin!! Center 
DFAS Defense Finance and Accountin!! Service 
D1ACAP DOD Information Assurance Certification and Accreditation Process 
DIS Discrepancy Identification System 
D1SA Defense Information System A!!ent 
DLP Distance Learnin!! Proe;ram 
DOD Department of Defense 
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DTCI Defense Transportation Coordination 
DTR Defense Transportation Re!!ulation 

i EC Electronic Commerce 
i ECP Engineering Change Proposals 
· EDJ Electronic Data Interchange 

ETA IElec;onic Transportation Acquisition 
FAST t Acquisition Ship pine Tool 

i FCRP Freight Carrier Registration Program 
FOUO For Official Use Only 

.FTR Federal Travel Re!!ulation 
i GFM Global Freil~ht Mana2ement System 
i GSA General Services Administration 
· GTN Global Transportation Network 

• HTML HyperText Markup Language 
IA Information Assurance 
IAPM Information Assurance Program Manager 
lAVA Alerts Information Assurance Vulnerability 
lAW In Accordance With 
IM/CIO Information Mana2ement-Chief Information Mana!!er 

i IT Information Technology 
lTV In-Transit Visibility 

.IV&V Independent Verification and Validation 
JPAS Joint Personnel Adjudication System 
JDBC Java Database Connectivity 
JDK Java Development Kit 

i JTR Joint Travel Regulations 
i J2EE Java 2 Platform, Enterprise Edition 
i LAN Local Area Network 

LDAP Lightweight Directory Access Protocol 

• MS Microsoft Office 
I MSTIP Military Standard Tender Instruction Publication 

NAC National A2ency Check 
NACI NAC with Inquiries 

i NIPRNET Non-Secure Internet Protocol Router Network 
i NISPOM National Industrial Security Pro!!ram Operatin!! Manual 
i NLT Not Later Than 

PKI DOD Public Key Infrastructure 

• PMO Pro!!ram Mana!!ement Office 
PR Problem Report 

IpWS Performance Work Statement 
OCONUS Outside the Continental United States 
OPSEC Operations Security 
OS Operating System 
RFS Recoverable File System 
SAEDA Subversion and Espiona2e Directed A2ainst the Army 
SB Spot Bid 
SCAC Standard Carrier Alpha Code 
SDDC Surface Distribution and Deployment Command 
SDS Service Delivery Summary 
SDT Software Development Test 
SED Shipper's Export Declaration 
SMO Security Mana2ement Office 
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SPE Small Package Express 

SPLCs 
 Standard Point Location Codes 

SQL 
 Structured Query Language 

SRC 
 Systems Response Center , 

SRR 
 Security Readiness Review 

STIG 
 Security Technical Implementation Guide 

.SVD 

~w 
Software Version Description 

Trusted Agent 

Total Asset Visibility 

Tender Entry on the Web 


TFG 
 Transportation Facility Guide 

TOAD 
 Tools of Oracle Application Development 

TRANSFORM Transportation for the Relief of Mankind 

TIC 
 Tailored Transportation Contract 

VIC 
 Unit Identification Code 

USTRANSCOM 
 United States Transportation Command 


Visit Authorization Letter 


~ AR 
 Visit Authorization Request 

Work Breakdown Structure
VS~ 
eXtensible Markup Language I 



HTC711·09-F·0030 

Page 42 of46 

Appendix B 

APPLICABLE DOCUMENTS 

Applicable Documents. The GFM system's logic is based largely on functional business processes that are 
governed by the following regulations: Defense Transportation Regulation (DTR) 

Code of Federal Regulations (CFR) 49 Hazardous Materials 
Military Standard Tender Instruction Publication (MSTIP) No. 364 

• MTMC Freight Traffic Rules Publication No. lOA (MFTRP NO. lOA) IMovement of Freight via Rail] 
• US Customs 
• Other DOD regulations, policies, and procedures associated with commercial freight transportation. 

FEDERAL AND DOD REGULATIONS 

Code of Federal Regulations, 29 CFR, Labor, Part 4, Labor Standards for Federal Service Contracts, 
27 October 1983. 

Code of Federal Regulations, 29 CFR, Labor, Part 1910, Occupational Safety & Health, I July 
2002. 

Federal Acquisition Regulation (FAR), Volume I, Parts I to 51, September 2001. 

Federal Acquisition Regulation (FAR), Volume II, Parts 52, 53, & Index, September 2001 .. 

Defense Federal Acquisition Regulation Supplement (DF ARS), 17 August 1998. 
DOD 4500.9-R, Defense Transportation Regulation. 
DoD 5220.20-M, National Industrial Security Program Operating Manual (NISPOM) 
DOD Directive 5200.28, Security Requirements for Automated Information Systems (AIS) 
DOD Instruction 5200.40, "Department of Defense Information Technology Security Certification and 

Accreditation Process (D1ACAP). 
DOD-STD-8120.2-M (Draft), Automated Information System Life-Cycle Management Manual, May 1995 
DOD Directive 8500.1, Information Assurance (JA). 
DOD Instruction 8500.2, Information Assurance (lA) Implementation. 
DOD Instruction 5220.22-M, National Industrial Security Program Operating Manual 
DOD Instruction 2000.16, DOD Antiterrorism Standards 
DOD Instruction 2000.12, DOD Antiterrorism (AT) Program 
DOD 5200.I-R, 
DoDAF, DoD Architecture Framework (current version) 
DOD Instruction 3020.37, Continuation of Essential DoD Contractor Services During Crises 

ARMED SERVICES REGULATIONS 

Army Federal Acquisition Regulation Supplement (AFARS), October 2001. 
AR 25-2, Information Assurance 
AR 25-3, Army Life Cycle Management of Information Systems, 15 October 1989 
AR 25-9, Army Data Management and Standards Program, 25 September 1989 
AR 380·5, Department of the Army Information Security Program. 
U.S. Army Information Systems Engineering Command (USAISEC) Regulation 702-2, Preparation of 

Documentation for Test and Evaluation of Information Systems, 19 July 1990 
AR 735-5, Policies and Procedures for Property Accountability, 10 June 2002. 
SDDC Regulation 37-10, Financial Management-Contract Pay, I May 1989. 
SDDC Regulation 190-1, SDDC Security Program. 
SDDC Regulation 715-1, SDDC Procurement Instructions. 
AR 380-67, Army Personnel Security Program 
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CHAIRMAN OF THE JOINT CHIEFS OF STAFF INSTRUCTIONS 

CJCSI 3170.0 I-F, Joint Capabilities Integration and Development System 
CHAIRMAN OF THE JOINT CHIEFS OF STAFF MANUAL 
CJCSI 6212-0 I-A, Operation of the Joint Capabilities Integration and Development System 

PUBLICATIONS 

FM 19-30, Physical Security. 

SDDCEA PAM 37-1, Financial Administration. 

Defense Information Infrastructure Common Operating Environment (DII COE) guidelines. (M) 

DA Pamphlet 73-1, Test and Evaluation Guidelines, 16 October 1992. (M) 

Documentation for Test and Evaluation of Information Systems, 19 July 1990. (M) 


Institute of Electrical and Electronics Engineers (IEEE)lElectronics Industries Association (EIA) Standard, 

IEEEIEIA 12207, "Information Technology Software Life Cycle Process." (A) 

ODISC4 Letter ofInstruction for Major Automated Information Systems (AIS) Reviews, 3 December 1992. (A) 
Section 508 of the Disability Rehabilitation Act. (A) 

Note: To view Army regulations click on http://www.usapa.army.mil 
To view DOD publications click on http://www.dtic.mil/whs/directives 

The following were previously included by reference and are now included by full text: 

5552.204-9000 Notification of Government security activity and visitor group security agreements. 

NOTIFICATION OF GOVERNMENT SECURITY ACTIVITY AND VISITOR GROUP SECURITY 

AGREEMENTS (APRIL 2007) 


This contract contains a DD Form 254, DOD Contract Security Classification Specification, and requires 
performance at a government location in the U.S. or overseas. Prior to beginning operations involving classified 
information on an installation identified on the DD Form 254, the contractor shall take the following actions: 
(a) At least thirty days prior to beginning operations, notify the security police activity shown in the distribution 

block of the DD Form 254 as to: 

(I) The name, address, and telephone number of this contract company's representative and designated alternate in 

the U.S. or overseas area, as appropriate; 

(2) The contract number and military contracting command; 

(3) The highest classification category of defense information to which contractor employees will have access which 

must coincide with the level of classification granted to the company and cage code located in the Joint Personnel 

Adjudication System (JP AS); 

(4) The installations in the U.S. (in overseas areas, identify only the APO number(s» where the contract work will 

be performed; 

(5) The date contractor operations will begin on base in the U.S. or in the overseas area; 

(6) The estimated completion date of operations on base in the U.S. or in the overseas area; and, 

(7) Any changes to information previously provided under this clause. 

This requirement is in addition to visit request procedures contained in DOD 5220.22-M, National Industrial 

Security Program Operating Manual. 

(b) Prior to beginning operations involving classified information on an installation identified on the DD Form 254 

where the contractor is not required to have a facility security clearance, the contractor shall enter into a Visitor 

Group Security Agreement (or understanding) with the installation commander to ensure that the contractor's 


http://www.dtic.mil/whs/directives
http:http://www.usapa.army.mil
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security procedures are properly integrated with those of the installation. As a minimum, the agreement shall 
identifY the security actions that will be performed: 
(I) By the installation for the contractor, such as providing storage and classified reproduction facilities, guard 
services, security forms, security inspections under DOD 5220.22-M, classified mail services, security badges, 
visitor control, and investigating security incidents; and 
(2) Jointly by the contractor and the installation, such as packaging and addressing classified transmittals, security 
checks, internal security controls, and implementing emergency procedures to protect classified material. 

(End of clause) 

5552.204-900 I Facility Clearance 

FACILITY CLEARANCE (APRIL 2007) 

The offeror must possess, or acquire prior to award of a contract, a facility clearance equal to the highest 
classification stated on the Contract Security Classification Specification DD Form 254 attached to this solicitation. 

(End of clause) 

5552.223-900 I Health and Safety on Government Installations. 

HEALTH AND SAFETY ON GOVERNMENT INSTALLATIONS (APRIL 2007) 

(a) In performing work under this contract on a Government installation, the contractor shall: 
(I) Comply with the specific health and safety requirements established by this contract; 
(2) Comply with the health and safety rules of the Government installation that concern related activities not directly 
addressed in this contract; 
(3) Take all reasonable steps and precautions to prevent accidents and preserve the health and safety of contractor 
and Government personnel performing or in any way coming in contact with the performance of this contract; and 
(4) Take such additional immediate precautions as the contracting officer may reasonably require for health and 
safety purposes. 
(b) The contracting officer may, by written order, direct Air Force Occupational safety and Health (AFOSH) 
Standards and/or health/safety standards as may be required in the performance of this contract and any adjustments 
resulting from such direction will be in accordance with the Changes clause of this contract. 
(c) Any violation of these health and safety rules and requirements, unless promptly corrected as directed by the 
contracting officer, shall be grounds for termination of this contract in accordance with the Default clause of this 
contract. 

(End of Clause) 

5552.242-9000 COMMON ACCESS CARDS (CACs) FOR CONTRACTOR PERSONNEL (AUG 2008) 

(a) When contractor performance is required on government installation(s)/location(s), contractors shall ensure 
Common Access Cards (CACs) are obtained by all contract or subcontract employees who meet one or both of the 
following criteria: 
(I) Require long-term logical access to Department of Defense computer networks and systems in either: 
(i) the unclassified environment; or 
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(ii) the classified environment where authorized by governing security directives. 
(2) Perform work on a long-term basis, which requires the use of a CAC for installation entry control or physical 
access to facilities and buildings. 
(b) Contractors and their employees shall use the following procedures to obtain CACs: 
(I) Contractors shall provide a listing of their employees that will require a CAC to the contracting officer. The 
listing will contain the following information in order for a CAC application to be created in the Contractor 
Verification System (CVS): last, middle, and first names; Social Security Number; Date of Birth; email address; the 
contract number; and the contract end date. The contracting officer will provide a copy of the list to the government 
representative in the local organization designated to authorize issuance of contractor CACs (Le., Trusted Agent 
(TA». The TA will then create a CAC application in the Contractor Verification System (CVS.) 
(2) Once the T A has created the CAC application, a temporary login/password will be generated in CVS. The T A 
will notify each contractor employee when hislher application is created and will securely distribute the 
login/password to that contractor employee. Each contractor employee will then enter the CVS web site using the 
temporary login/password and complete the CAC application and submit it back to the T A. 
(3) Ifcontractor employees will not require access to classified information, each contactor employee will be 
required to complete either the Questionnaire for Non-Sensitive Positions (SF85), located at 
www.opm.gov/forms/pdf_fill/SF85.pdf, or the Questionnaire for Public Trust Positions (SF85P) and submit 
fingerprint cards (FD-258) to the USTRANSCOM contracting officer who will verify each employee and then 
forward the documents to the Security Services Center for processing. The questionnaires and fingerprint cards will 
be forwarded by the Security Services Center personnel to OPM who will conduct a National Agency Check with 
written Inquiries (NACI) background investigation. Before the TA approves the CAC application in CVS, the TA 
must verify that a background investigation has either been opened or completed by OPM, or adjudicated by the Air 
Force Central Adjudication Facility (AFCAF), as shown in the Joint Personnel Adjudication System (JPAS). 
(4) Ifcontractor employees will require access to classified information, the contractor's company Facility Security 
Officer processes the Questionnaire for National Security Positions (SF86) and the fingerprint cards (FD-258) and 
submits them directly to the Defense Industrial Security Clearance Office (DISCO). Before the T A approves the 
CAC application in CVS, the T A must verify that a background investigation has been either opened or completed 
by OPM, or adjudicated by DISCO, as shown in JPAS. 
(5) Once the TA has approved the CAC application, the TA will inform the contractor employee to proceed to the 
nearest CAC issuance workstation (usually located within the local Military Personnel Flight (MPF» with two forms 
of picture identification. CAC issuance workstation personnel will then issue the CAC. 
(c) While visiting or performing work on government installation(s)/location(s), contractor employees shall wear or 
prominently display the CAC as required by the governing local policy. 
(d) During the performance period ofthe contract, the contractor, or contractor employee as appropriate, shall: 
(I) Within 7 working days ofany changes to the listing ofthe contract personnel authorized a CAC, provide an 
updated listing to the contracting officer who will provide the updated listing to the T A (who will create new CAC 
applications or revoke those for employees no longer performing on the contract as appropriate); 
(2) As part of security out-processing, or when no longer performing on the specific contract for which the CAC was 
approved, return their CAC to either their T A, the USTRANSCOM Security Services Center personnel; or to a 
designated USTRANSCOM representative. 
(3) Report lost or stolen CACs immediately to the T A, the USTRANSCOM Security Services Center, or to a 
designated USTRANSCOM representative. 
(e) Within 7 working days following completion/termination ofthe contract, return all CACs issued to contractor 
employees to the T A, the USTRANSCOM Security Services Center, or to a designated USTRANSCOM 
representative. 
(t) Failure to comply with these requirements may result in withholding of final payment. 
(g) For OCONUS contracts, in addition to the above procedures, contractor employees requiring a Geneva 
Convention category on their CAC will be required to complete DD Form 1172-2, Application for Department of 
Defense Common Access Card DEERS Enrollment. This form shall be submitted to/approved by the contracting 
officer and then be presented to the CAC issuance workstation personnel in conjunction with the CVS application 
for CAC issuance. 

(End of clause) 

www.opm.gov/forms/pdf_fill/SF85.pdf
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(End of Summary of Changes) 
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SECTION SF 30 BLOCK 14 CONTINUA TION PAGE 

SUMMARY OF CHANGES 

SECTION SF 1449 - CONTINUATION SHEET 

SOLICITATION/CONTRACT FORM 

The total cost of this contract was increased by $3,890,775.52 from $1,503,545.94 to 
$5,394,321.46. 

SUPPLIES OR SERVICES AND PRICES 

CLIN 1001 
The CLIN type priced has been deleted. 
The pricing detail quantity 12.00 has been deleted. 
The unit price amount has decreased by (b)(4) from (b)(4) o 
The option status has changed from Option to Option Exercised. 
The total cost of this line item has decreased by (b)(4) from (b)(4) to UNDEFINED. 

CLIN 1002 

The CLIN type priced has been deleted. 

The pricing detail quantity 12.00 has been deleted. 

The unit price amount has decreased by (b)(4) from (b)(4) 0 (b)(4) 


The option status has changed from Option to Option Exercised. 

The total cost of this line item has decreased by (b)(4) from (b)(4) to UNDEFINED. 


CLIN 1003 

The CLIN type priced has been deleted. 

The estimated/max cost has decreased by $8,500.00 from $8,500.00 to $0.00. 

The option status has changed from Option to Option Exercised. 

The total cost of this line item has decreased by $8,500.00 from $8,500.00 to $0.00. 


CLIN 1004 
The CLIN type priced has been deleted. 
The pricing detail quantity 12.00 has been deleted. 
The unit price amount has decreased by (b)(4) from (b)(4) to (b)(4) 

The option status has changed from Option to Option Exercised. 
The total cost of this line item has decreased by $ (b)(4) om $ (b)(4) to UNDEFINED. 

SUBCLIN 100 I AA is added as follows: 

http:8,500.00
http:8,500.00
http:8,500.00
http:8,500.00
http:5,394,321.46
http:1,503,545.94
http:3,890,775.52
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ITEM NO 
100lAA 

SUPPLIES/SERVICES QUANTITY 
12 

Funding for CLIN 100 I 
FFP 

UNIT 
Months 

Labor lAW PWS, excluding para 1.3.16. Operating Funds. 
FOB: Destination 
PURCHASE REQUEST NUMBER: W81 GYE9I 40G60 1 
SIGNAL CODE: A 

UNIT PRICE 

(b)(4) 

AMOUNT 
(b)(4) 

NETAMT (b)(4) 

SUBCLIN 1001AB is added as follows: 

ITEM NO 
1001AB 

SUPPLIES/SERVICES QUANTITY 
12 

Funding for CLIN 100 I 
FFP 

UNIT 
Months 

Labor IAW PWS, excluding para 1.3.16. Capital Funds. 

UNIT PRICE 
(b)(4) 

AMOUNT 
(b)(4) 

FOB: Destination 
PURCHASE REQUEST NUMBER: W8lGYE9140G601 
SIGNAL CODE: A 

NETAMT (b)(4) 

SUBCLIN 1002AA is added as follows: 
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ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
I002AA 12 Months (b)(4) (b)(4) 

Funding for CLiN 1002 
FFP 
Optional Task. Labor IAW PWS para 1.3.16. Operating Funds. 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYE9140G601 
SIGNAL CODE: A 

NETAMT (b)(4) 

SUBCLIN 1002AB is added as follows: 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
1002AB 12 Months (b)(4) (b)(4) 

Funding for CLiN 1002 
FFP 
Optional Task. Labor lAW PWS para 1 J .16. Capital Funds. 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYE9140G601 
SIGNAL CODE: A 

NET AMT 

SUBCLIN 1003AA is added as follows: 

(b)(4) 
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ITEM NO 
1003AA 

SUPPLIES/SERVICES 

Funding for CLIN 1003 

QUANTITY UNIT 
Dollars, 

U.S. 

UNIT PRICE AMOUNT 
$8,500.00 

COST 

Travel lAW PWS para 4.3. Operating Funds. 

FOB: Destination 

PURCHASE REQUEST NUMBER: W81GYE9140G601 

SIGNAL CODE: A 

ESTIMATED COST 	 $8,500.00 

SUBCLIN 1004AA is added as follows: 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
1004AA 12 Months (b)(4)(b}(4) 

Funding for CLiN 1004 
FFP 
Labor IA W PWS para 1.3.1, 1.3.10, 1.3.16, 1.3.21.1, and 1.3.22. Operating Funds. 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYE9140G601 
SIGNAL CODE: A 

NET AMT 	 (b)(4) 

DELIVERIES AND PERFORMANCE 

The following Delivery Schedule item for CLiN 1001 has been changed from: 

DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP 01-0CT-2009 TO N/A 	 SDDC CONTRACTING CENTER - W81GYE W81GYE 
30-SEP-2010 	 -SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

http:8,500.00
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To: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01-OCT-2009 TO 
30-SEP-2010 

N/A N/A 
FOB: Destination 

The following Delivery Schedule item for CLIN 1002 has been changed from: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01-OCT-2009 TO N/A SDDC CONTRACTING CENTER - W81GYE W81GYE 
30-SEP-20 10 -SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP OI-OCT -2009 TO N/A N/A 
30-SEP-2010 FOB: Destination 

The following Delivery Schedule item for CLIN 1003 has been changed from: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01-OCT-2009TO N/A SDDC CONTRACTING CENTER - W8I GYE W81 GYE 
30-SEP-2010 -SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01-OCT-2009 TO N/A N/A 
30-SEP-2010 FOB: Destination 

The following Delivery Schedule item for CLIN 1004 has been changed from: 
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DELIVERY DATE QUANTITY 

POP OI-OCT-2009 TO N/A 
30-SEP-20 I 0 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - W8IGYE W8IGYE 
- SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERA TING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY 

POP OI-OCT-2009 TO 
30-SEP-20 10 

N/A 

SHIP TO ADDRESS 

N/A 
FOB: Destination 

UIC 

INSPECTION AND ACCEPTANCE 

The following Acceptance/Inspection Schedule was added for SUBCLlN lOOIAA: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 
Government 

The following Acceptance/Inspection Schedule was added for SUBCLIN lOOIAB: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 
Government 

The following Acceptance/Inspection Schedule was added for SUBCLIN I002AA: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 
Government 

The following Acceptance/Inspection Schedule was added for SUBCLlN I002AB: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 
Government 

The following Acceptance/Inspection Schedule was added for SUBCLIN I003AA: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 
Government 

The following Acceptance/Inspection Schedule was added for SUBCLIN 1004AA: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 
Government 

(End of Summary of Changes) 
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ACCOUNTING AND APPROPRIA TION 

Summary for the Payment Office 

As a result of this modification, the total funded amount for this document was increased by 
$3,890,775.52 from $1,503,545.94 to $5,394,321.46. 

SUBCLIN 1001AA: 
Funding on SUBCLIN 100lAA is initiated as follows: 

ACRN: AD 

CIN: W81 GYE9140G60 1 OOOOAB 

Acctng Data: 97 X 4930 FD30 0 E3 35 7780 TTTADPHOOOO 8000 252B W8lGYE9140G601 
389900 

Increase: (b)(4) 

Total: (b)(4) 

SUBCLIN 1001AB: 
Funding on S UBCLIN 1001 AB is initiated as follows: 

ACRN: AE 

CIN: W81GYE9140G60JOOOOAA 

Acctng Data: 97 X 4930 FD30 0 E3. 358207 CPPSOFTWARE 7300 3lEG W81GYE9140G601 
389900 

Increase: (b)(4) 

Total: (b)(4) 

SUBCLIN 1002AA: 
Funding on SUBCLIN 100 I AA is initiated as follows: 

ACRN: AD 

CIN: W81 GYE9140G60 I OOOOAB 

Acctng Data: 97 X 4930 FD30 0 E3 35 7780 TTTADPHOOOO 8000 252B W81GYE9140G601 
389900 

Increase: (b)(4) 

Total: (b)(4) 

http:5,394,321.46
http:1,503,545.94
http:3,890,775.52


SUBCLIN 1002AB: 
Funding on SUBCLIN 1002AB is initiated as follows: 

ACRN: AE 

CIN: W8lGYE9140G6010000AA 

Acctng Data: 97 X 4930 FD30 0 E3 35 82D7 CPPSOFTWARE 7300 31EG W8IGYE9140G601 
389900 

Increase: (b)(4) 

Total: (b)(4) 

SUBCLIN 1003AA: 
Funding on SUBCLIN 1003AA is initiated as follows: 

ACRN: AD 

CIN: W81GYE9140G6010000AB 

Acctng Data: 97 X 4930 FD30 0 E3 35 7780 TTTADPHOOOO 8000 252B W81GYE9140G601 
389900 

Increase: $8,500.00 

Total: $8,500.00 

SUBCLIN 1004AA: 
Funding on SUBCLIN 1004AA is initiated as follows: 

ACRN: AD 

CIN: W81GYE9140G6010000AB 

Acctng Data: 97 X 4930 FD30 0 E3 357780 TTTADPHOOOO 80002528 W81GYE9140G601 
389900 . 

Increase: (b)(4) 

Total: $ (b)(4) 

http:8,500.00
http:8,500.00
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SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES 

SECTION SF 1449 - CONTINUATION SHEET 

SOLlClTA TION/CONTRACT FORM 

The total cost of this contract was increased by $19,056.54 from $5,394,321.46 to 
$5,413,378.00. 

SUPPLIES OR SERVICES AND PRICES 

SUBCLrN 1003AB is added as follows: 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNITPRICE AMOUNT 
1003AB Dollars, $2,000.00 

U.S. 
Funding for CLIN 1003 

COST 

Travel IA W PWS para 4.3. Operating Funds. 

FOB: Destination 

PURCHASE REQUEST NUMBER: W81 GYE0098G60 I 

SIGNAL CODE: A 

ESTIMA TED COST $2,000.00 

ACRN AF $2,000.00 
CIN: W81GYE0098G6010000AA 

CLrN 1005 is added as follows: 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNITPRICE AMOUNT 
1005 Months $0.00 $0.00 

Labor 
FFP 
Option Period I. Labor IAW PWS para 1.3.23. Capital Funds. 
FOB: Destination 
SIGNAL CODE: A 

NETAMT $0.00 

http:2,000.00
http:2,000.00
http:5,413,378.00
http:5,394,321.46
http:19,056.54
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SUBCLIN I005AA is added as follows: 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNlTPRlCE AMOUNT 
1005AA 4.30 Months (b){4) (b){4) 

Funding for CLiN 1005AA 
FFP 
Labor IA W PWS para 1.3.23. Capital Funds. 

I Month (May 20 I 0) @ (b)(4) 

4 Months (June 2010 • September 20 10) @ (b){4) 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYE0061G601 
SIGNAL CODE: A 

NETAMT (b){4) 

ACRNAG (b){4) 

CIN: W8IGYE006IG60IOOOOAA 

CLIN 1006 is added as follows: 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNITPRlCE AMOUNT 
1006 Dollars, $0.00 

U.S. 
Other Direct Costs· Training 

COST 

Training IA W PWS para 4.5.21. Operating Funds 

FOB: Destination 

SIGNAL CODE: A 

ESTIMATED COST $0.00 

SUBCLIN 1006AA is added as follows: 



· HTC711-09-F-0030 
P00004 

Page 4 of28 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
1006AA Dollars, (b)(4) 

U:S. 
Funding for CLIN 1006 

COST 

IA W PWS para 4.5.21. IA BBP Security Certification, Qty 10. Operating Funds. 

FOB: Destination 

PURCHASE REQUEST NUMBER: W81GYE0061G601 

SIGNAL CODE: A 

ESTIMA TED COST (b)(4) 

ACRN AH (b)(4) 

CIN: W81GYE0061G6010000AB 

CLIN 2005 is added as follows: 

ITEM NO SUPPLIES/SERVICES QUANTITY UNlT U AMOUNT 
2005 12 Months (b)(4) (b)(4) 
OPTION Labor 

FFP 
Option Period 2. Labor lAW PWS para 1.3.23. Capital Funds. 
FOB: Destination 
SIGNAL CODE: A 

NETAMT (b)(4) 

ACCOUNTING AND APPROPRIATION 

Summary for the Payment Office 

As a result of this modification, the total funded amount for this document was increased by $19,056.54 from 
$5,394,321.46 to $5,413,378.00. 

SUBCLIN 1003AB: 
Funding on SUBCLIN 1003AB is initiated as follows: 

ACRN:AF 

CIN: W81 GYE0098G60 I OOOOAA 

Acctng Data: 97 X 4930 FD3Q 0 E3 35 7780 TTTADPHOOOO 8000 252B W81GYE0098G601 389900 

http:5,413,378.00
http:5,394,321.46
http:19,056.54
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Increase: $2,000.00 

Total: $2,000.00 

SUBCLIN 1005AA: 
Funding on SUBCLIN 1005AA is initiated as follows: 

ACRN:AG 

CIN: W81GYE0061G6010000AA 

. Acctng Data: 97 X 4930 FD30 0 E3 35 8207 CPPSOFTW ARE 7300 31 EG W81 GYE0061 G60 1 389900 

Increase: (b)(4) 

Total: (b)(4) 

SUBCLIN 1006AA: 
Funding on SUBCLIN 1006AA is initiated as follows: 

ACRN: AH 

CIN: W8IGYE0061G6010000AB 

Acctng Data: 97 X 4930 FD30 0 E3 357780 TTTADPHOOOO 8000 252B W81GYE0061G601 389900 

Increase: (b)(4) 

Total: (b)(4) 

DELIVER1ES AND PERFORMANCE 


The following Delivery Schedule item has been added to CLIN 1005: 


DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 21-MAY-2010 TO N/A N/A 
30-SEP-2010 FOB: Destination 

The following Delivery Schedule item has been added to CLIN 1006: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 21-MAY-2010 TO N/A N/A 
30-SEP-2010 FOB: Destination 

The following Delivery Schedule item has been added to SUBCLIN 1006AA: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS VIC 

http:2,000.00
http:2,000.00
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SDDC CONTRACTING CENTER- W81GYE W81GYE POP 21-MA Y-20lO TO N/A 
30-SEP-20 10 -SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

The following Delivery Schedule item for CLiN 2004 has been changed from: 

DELIVERY DATE 

POP 01-OCT-2010 TO 
30-SEP-20 II 

QUANTITY 

N/A 

To: 

DELIVERY DATE 

POP 01-OCT-2010 TO 
30-SEP-20 II 

QUANTITY 

N/A 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - W81 GYE W81 GYE 
-SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - W81GYE W81GYE 
-SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225- I 604 
618-220-5638 
FOB: Destination 

The following Delivery Schedule item has been added to CLiN 2005: 

DELIVERY DATE QUANTITY 

POP 01-OCT-20lO TO N/A 
30-SEP-2011 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - W81 GYE W81 GYE 
-SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 
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INSPECTION AND ACCEPTANCE 

The following Acceptance/Inspection Schedule was added for SUBCLIN I003AB: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 

Government 


The following Acceptance/Inspection Schedule was added for CLIN 1005: 
INSPEGT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 

Government 


The following Acceptance/Inspection Schedule was added for SUBCLIN 1005AA: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 

Government 


The following Acceptance/Inspection Schedule was added for CLIN 1006: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 

Government 


The following Acceptance/Inspection Schedule was added for SUBCLIN I006AA: 
INSPECT AT· INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 

Government 


The following Acceptancellnspection Schedule was added for CLIN 2005: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 

Government 


TABLE OF CONTENTS 

The below Table of Contents has been added 

Exhibitl Attachment Table of Contents 

DOCUMENT TYPE DESCRIPTION PAGES DATE 
Attachment I Attachment I, TTN 

CONOPS 

The following have been modified: 
PWS 

PERFORMANCE WORK STATEMENT 
SYSTEM DEVELOPMENT, MAINTENANCE, AND SUSTAINMENT FOR THE GLOBAL 

FREIGHT MANAGEMENT SYSTEM (GFM) . 
8 April 2010 

1.0 Description of Services 
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1.1 Background. The Military Surface Distribution and Deployment Command (SDDC) is the surface 
transportation component of the United States Transportation Command (USTRANSCOM). SDDC's primary 
functions include worldwide port operations, global traffic management, deployability ability engineering, and 
development of integrated transportation systems. SDDC's Deputy Chief of Staff for Information Management
Chieflnformation Manager (lM/CIO) supports SDDC's mission by designing, developing, implementing, and 
operating standard Department of Defense (DOD) transportation systems for which SDDC has been assigned 
responsibility. The Surface Cargo Branch supports the SDDC mission by managing the Global Freight Management 
System (GFM). GFM is the capstone automated execution system of the Defense Transportation System (DTS) for 
the movement of domestic freight. It is also used to a certain degree as an outside the continental United States 
(OCONUS) shipping tool. GFM consists ofa Host computer and database located at Scott Air Force Base (AFB), 
Illinois. Users access the GFM system through the Electronic Transportation Acquisition (ETA) System via an 
Internet connection. 

1.2 Scope. The scope of this effort is to provide th'e necessary contractor services in support for migration of the 
GFM system in the following primary system development, maintenance, and sustainment areas: 

Project Management and/or Administration 
Information Technology (IT) Operations 
Integration Services 
IT Software Design, Development, Maintenance, and Sustainment 

• 	 Web Based Electronic Commerce 
• 	 System Training 
• 	 Software Testing 
• 	 Customer Service Liaison Support 


System Documentation 

Security 


GFM is a complex, n-tiered system comprised of many components The GFM system is comprised of 14 
applications written by GFM contracted developers, Most of these applications are developed using Java, which are 
hosted on Apache and JBoss application servers. There are two databases, Oracle and IBM's UniData. Many 
Trading Partners interact with GFM using Electronic Data Interchange (EDI) files, and GFM uses applications to 
handle the data translations, Sterling Commerce's GenTran: SERVER and custom code written in UniBasic (a 
programming language for manipulating data in UniData databases). Some Trading Partners interact with GFM . 
using eXtensible Markup Language (XML) file exchange and web services. 

UniData is the programming language/database management system that is the foundation of the GFM suite of 
applications. Extensive UniData expertise is critical in supporting and implementing future changes to the existing 
software system. It remains the Government's intent to use Commercial-Off-the-Shelf(COTS) software products as 
much as practical. These products should be "best of breed" commercial software that meets the Government's 
requirements. Moreover, these products should'be widely accepted by industry and Government organizations to 
ensure sustainability over the life span of this program and the supported software products. 
Using industry standard Internet browsers, normal Internet connectivity and Non~Secure Internet Protocol Router 
Network (NIPRNET), users shall have real-time, on-line access to the GFM System. GFM provides DOD traffic, 
managers with an information management system for the procurement ofcommercial freight transportation 
services in peacetime and wartime, with the emphasis on service, economy, and readiness. 
Functions provided through GFM include carrier selection, costing, shipment documentation (to include customs 
and hazardous material), and management of DOD freight movements. Additionally, GFM supports prepayment 
audits of carrier freight bills submitted to the Defense Finance and Accounting Service (OF AS) or US Bank's 
PowerTrack payment system, as well as shipment information on Defense assets, to include in-transit visibility data 
in support of read iness. The system also supports post payment audits that are conducted by the General Services 
Administration (GSA). In addition to providing information to installation level transportation offices, the GFM 
system uses EDI and XML to exchange information with a variety of collateral automated information systems, such 
as the USTRANSCOM Global Transportation Network (GTN). These interchanges assist with the facilitation of 
Total Asset Visibility (TA V) and In-transit Visibility (lTV) offreight movement assets. 

1.2.1 Module Descriptions. The current GFM applications listed below: 
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Transportation Facility Guide (TFG) 
• 	 Spot Bid 


Rate Quotation 

Small Package Express (SPE) 

Shipper's Export Declaration (SED) 

Transportation for the Relief of Mankind (TRANSFORM) 

Freight Acquisition Shipping Tool (FAST) 


• 	 Discrepancy Identification Systems (DIS) 
• 	 Customer Added Value Suite (CAVS) 


Tender Entry on the Web (TEOW) 

• 	 Freight Carrier Registration Program (FCRP) 
• 	 In-transit Visibility (lTV) 
• 	 Carrier Reports 


GFM Training Simulator and Tutorials 


These complex subsystems perform a wide range offunctions and interface with a large number of systems external 
to SDDC. Following is a brief description of each GFM subsystem: 

a) Spot Bid. Spot Bid is used to build and execute one-time, expedited, over-weight and over-dimensional 
shipments. It can also be used to elicit carrier bids for shipments when no matching carrier tender bids are available 
on the GFM Host. Spot Bid utilizes links to the existing GFM databases,and provides integrated ",Best Value" logic. 
All bids submitted against Spot Bid shipments reflect an all-inclusive expense representing line haul, accessorial 
charges, and any additional expenses anticipated to support that particular shipment. 

b) Transportation Facilities Guide (TFG) provides transportation facility information used to determine proper 
routing for DOD freight. 

c) Rate Quotation. The Rate Quotation Access System designed to give users the ability to retrieve cost 
estimates based on specific shipment data. A user can process multiple requests at a time using numerous 
commodities and Standard Point Location Codes (SPLCs). 

d) Small Package Express (SPE). Small Package is an Internet-based application that is accessible from the 
GFM Main Menu. Small Package is designed to allow users to ship small packages weighing 150 pounds or less by 
entering shipment information for both domestic and international shipments and transmitting that information 
directly to commercial carriers. The shipping method is based on GSA and Air Mobility Command (AMC) 
contracts with Commercial Carriers and all PowerTrack carriers. Both Continental United States (CONUS) and 
OCONUS air shipments are supported. The application also provides the following features: 

Small Package utilizes links to GFM databases allowing the automatic entry of address and appropriation 
information. Shipment information is stored so that historical reports may be generated. 

e) Shipper's Export Declaration (SED). The SED system communicates relevant export information for. 
qualifying shipments from FAST, Spot Bid (SB), and SPE to the U.S. Census Bureau's Automated Export System 
(AES). SED interfaces with FAST, SB, and SPE. Each application sends pertinent shipment information for 
shipments that are identified as SED shipments to Gem's SED system for eventual submittal to the AES system. 
The interface between GFM and AES provides for data transmission to AES as well as receiving information 
regarding acceptance of information transmitted to AES. 

f) Transportation for the Relief of Mankind (TRANSFORM). GFM supports TRANSFORM, a non-profit 
program that negotiates free or discounted shipping for international humanitarian donations. 

g) Freight Acquisition Shipping Tool (FAST). FAST is used to build and execute Tailored Transportation 
Contract (ITC) and voluntary traffic shipments utilizing GFM databases containing SPLCs and commodity 
information, carrier tender bids, and user-maintained address and appropriation information. The major features of 
FAST include real-time rating and ranking of carrier tender bids, SDDC Operations Center intervention, bill of 
lading (BL) generation, and Internet accessibility: 
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h) Discrepancy Identification Systems (DIS). The DIS application consists of the DIS US Government 
Standard Form (SF) 361 and DIS Management Information Reports. 

The SF 361 is used by shippers and receivers (mainly receivers) to record and track various shipment 
discrepancies regarding the movement of government cargo worldwide. It is also used as a claims form by 
DFAS. It is used to settle Claims on behalf of the US Government for discrepant shipments. 

• 	 The DIS Management Information Reports are used to view and print the status ofvarious shipment 
discrepancies regarding the movement of government cargo worldwide. Seven DIS Management 
Information Reports are generated from the data gathered. 

i) Customer Added Value Suite (CA VS). CA VS provides view and print capability for carrier tender and bill 
of lading information retrieved from the GFM Host database via the Internet. CA VS includes the following 
modules: . 

Tender View allows user's access to tenders that reside on the GFM Host. It provides shippers the 
capability of viewing and printing tenc!ers on file for carriers who provide service to their respective 
locations. 

• 	 Completed Shipments provides users the ability to review shipments completed using the GFM system. 
• 	 Bill of Lading View provides users the ability to view and print BL information. This information is 

accessible for payment reconciliation, clarification of shipment services rendered, and lTV. 
CAVS Downloads allows users to download tender and shipment information from the GFM Host. 

j) Tender Entry on the Web is used by carriers to electronically enter voluntary, negotiated, and foreign 
military sales tenders. 

k) Freight Carrier Registration Program (FCRP). FCRP streamlines the carrier qualification process and is 
used by carriers to obtain approval to transport freight for the DOD. FCRP provides the SDDC and other DOD 
agencies with the following abilities: 

Application processing facilitation for SDDC Operations Center personnel 
• 	 AutQmated Standard Carrier Alpha Code (SCAC) validation 
• 	 Automated Po.werTrack certification verification 

Automated updates to the DOD approved carrier list 
Access to management reports 
Maintenance of historical application data . 
Maintenance of communications history between carriers and SDDC Operations Center personnel. 

I) In-Transit Visibility (lTV). lTV provides DOD approved carriers with the ability to submit in-transit status 
information on DOD shipments to the GTN. BL data from the DOD shipping systems is automatically available to 
the assigned carrier in lTV. Carriers registered to use lTV may elect to receive notification via email when a newly 
tendered shipment is available for tracking in lTV. Carriers may use lTV, their own proprietary system, or an external 
commercial service provider to submit shipment status data to the GTN. As status events are submitted through lTV, 
GFM generates the EDI file in the proper format and transmits the data to GTN. 

1.2.2 GFM External Interfaces. 

1.2.2.1 Environment. The operational systems span several platform types: Operating Systems, databases, and 
integrated custom-written software with COTS applications. The GFM system uses predominantly COTS software and 
hardware to develop and operate the system. ' 

1.2.2.2 Development Software. Oracle relational database management system (RDBMS)ffools, Oracle Forms 109, 
RDBMS Java Development Kit (JDK) 1.5_06, Sterling's GenTran EDI Server Translation Software, Serena Team 
Track, Apache 2.0.55, JBoss 4,0.3 SPI, JAVA, UniData 7.lUniBasic, C, CVS Version Manager, Active Server Pages 
(ASP), JavaScript, Visual Basic Scripting Edition (VBScript), and Unix shell scripts. Version numbers are subject to 
change. 
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Platforms: The GFM database and applications reside on mUltiple plat 
primary Production system resides in Building 1575 on Scott AFB, IL. 

(b)(1)1.4.(a) 
(b)(1)1.4.(a) 

(b)(1 )1.4.(a) 

Verification and Validation (IV&V) environment that mirrors Production and a Development I Quality Assurance 
environment used for development. See embedded spreadsheet for a list of hardware types. This list is updated as 
required to ensure GFM can support the Warfighter. 

Hardware & Type 
SUN CISCO 
SUNFIRE T2000 Cisco Catalyst 3560G 
SUNFIRE V210 Cisco Catalyst 3560G 
SUNFIRE V890 Cisco Catalyst 3560 
SUNFIRE V490 
StorEdge 3510 Dell 
SUNFIRE 280R Dell PowerEdge 2950 

Dell PowerEdge 1650 
Brocade Switch Dell PowerVault MDI 000 
Brocade Silkworm 4) 00 
Brocade Silkworm 4100 BlueCoat 

Bluecoat BC400-J 
HP Bluecoat BC400-2 
HP ProcurVe 2524 BlueCoat SG510-C -Hazel 

Relational Databases: Relational databases used include IBM UniData 7 (or higher), Oracle Database-Enterprise 
Edition 10 (or higher), and Microsoft Access. 

Operating Systems: The Sun servers run Sun Sol ads 2.9 and 2.10, Veritas Volume Manager 3.5 and Sun Cluster 
3.1. The Dell/Red Hat Linux servers run Red Hat Enterprise Linux 4. The DelllWindows Server 2003 servers run 
Windows Server 2003 Service Pack (SP) 2. The versions of OS as well as Sun Cluster are subject to upgrade. 

Other COTS Software Packages: In addition to the above, the following software packages are used for 
development and systems support 

COTS Software 

I XML Spy Oracle Application Server 

! Accuterm Paint Shop Pro 7.0 
Adobe Photo Shop RoboHelp 
Apache HTTP Server Secure Shell (SSh) 

! Apache HTTP Server Secure Shell File Transfer Protocol 
(SFTP) 

Authorware SERENA TeamTrack 

Concurrent Versions System (CVS) Shipapi 

Cygwin Siebel 7.8 
Dream Weaver Sterling Commerce Gentran:SERVER 

Eclipse Sun Workshop Compiler C 
ERWIN Tomcat 
Firefox Tool for Application Developers (TOAD) 

Flash UniData Guide 
Java 2 Enterprise Edition 
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180ss Application Server. 
180ss Console 

As technologies continue to advance during the period of performance, these products shall continue to be upgraded 
and/or replaced. 

1.3 Specific Tasks. 

1.3.1 Task Area I - Program Management Support. Program Management Support involves assisting SDDC 
program managers in conducting oversight and management of GFM programs. Program Management is comprised 
of Program Support, Life Cycle Support, and Planning Support. Support includes, but is not limited to Work 
Breakdown Structure (WBS) Analysis, Project Schedule and Control, Project Management (Scope Management), 
and System Life Cycle Management. The contractor shall prepare a Management Plan for Government approval 
within 30 days of award. The document shall be a living document and changes shall be submitted to the 
Government on a quarterly basis following initial submission. The Contractor shall prepare a monthly status report. 
The contractor shall develop and maintain detailed WBSs to identify events and schedules required for the 
development, testing, training, documentation, and implementation of software changes, enhancements, and 
solutions. Provide WBS no later than (NLT) the 5th working day after requested. 

The contractor shall create and maintain a set of coding standards and an Application Configuration guide In 
Accordance With (IA W) Defense Information System Agent (DISA) Application Security and Development 
Security Technical Implementation Guide (STIG). The contractor shall support the Government Program Manager 
in the planning and tracking of projects, to include schedules, risks, and associated contractor costs and resource 
utilization. Support includes providing time/ine and cost estimate rough orders of magnitude for project planning, 
and providing project planning and tracking information via various forms of written and/or verbal communications, 
such as email, information papers, discussions, and meeting status reporting. Proactively provide project planning 
and tracking information to the government via various written and verbal means. The contractor shall provide 
project planning and tracking information as requested by the Government. 

1.3.2 Task Area 2 - GFM Software Development & Maintenance. The contractor shall provide technical 
assistance to the GFM Program Management Office (PMO) in the resolution ofopen software PRs and in adding 
new functionality identified as software ECPs. The PRIECP resolutions shall be incorporated into the baseline using 
software versioning methodology. The contractor shall prepare a document containing resolutions and test results 
for the PRslECPs contained in each software version. The contractor shall provide a completion status of all 
PRs/ECPs. The contractor shall design system applications and integration efforts to enhance/improve the 
performance and efficiencies of GFM software modules and applications. The contractor shall prepare a document 
containing resolutions and test results for the PRsIECPs contained in each software version. The contractor shall 
develop and maintain Unix shell scripts and C Programming scripts to interface with GFMs GenTran servicers. 

1.3.3 Task Area 3 - Bills of Lading (BLs). The contractor shall provide for electronic transfer of B Ls among all 
GFM trading partners through the development and maintenance of software and the monitoring of BL file 
transmissions. Additionally, the contractor shall develop/maintain the capability to cost and select for traffic 
currently moving under BLs in order to assure that the Government acquires the best value. The contractor shall 
enable the system to produce electronic and hardcopy BLs. The contractor shall ensure that the electronic files are 
available for transmission to GFM Trading Partners (TPs). 

1.3.4 Task Area 4 - Tailored Transportation Contract (TTC) Interface. The contractor shall maintain a current 
set ofTTC tender rates on the GFM Host database. The contractor shall enter tender rates via a manual mode when 
necessary. The contractor shall continuously enhance this interface as necessary. Government acceptance as 
detailed by review of rates uploaded to the GFM Host System. The contractor shall maintain the process of 
uploading TTC Rates received via electronic spreadsheets. 

) .3.5 Task Area 5 - Remote Carrier Access. The contractor shall provide the capability for commercial carriers 
to access the GFM CAYS, FCRP and TEOW applications from remote locations and obtain shipment Requests and 
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Responses, Standard Tender of Freight Services, and Bills of Lading information. The contractor shall support and 
enhance the automated process of carriers accessing CAYS, FCRP, and TEOW via the Internet. 

1.3.6 Task Area 6 - Tender Management. GFM currently provides a central database of DOD commercial 
transportation tenders. Additional modes are added to this database as additional Standard Rules and Tender 
Formats are developed. The contractor shall continue to develop and implement software for all supported modes of 
transportation. Using an automated process, the contractor shall maintain and update all.tender formats approved 
and submitted by Government agencies. 

1.3.7 Task. Area 7 - Software Application Optimization Enhancement. The contractor shall enhance and 
improve the existing GFM application software and/or its applications to ensure maximum system optimization. 
The contractor shall maintain/sustain the software development system and assist in urgent analysis for the 
production system when required, daily activities include systems configuration and operation. The contractor shall 
optimize system operation and resource utilization. The contractor shall conduct performance tuning to obtain 
systems optimization for maximum application workload while maintaining historical performance data to be used 
as a benchmark. Software development and maintenance shall not cause a digression of the current system's 
performance. 

1.3.8 Task Area 8 - Server System Administration. The contractor shall provide technical expertise in the area of 
administration of web and application servers to the GFM PMO. The contractor shall monitor and provide 
maintenance for all Apache Web Servers and JBoss Application Servers across the GFM software environments. 
The contractor shall administer 180ss applications, install and configure J2EE, configure application resources, 
modifying logging properties of Application Servers, configuring Security, administering the environment using the 
Web-based Admin Console or command line tools, and monitor 180ss performance using Jconsole utilities. The 
contractor shall deliver application code to JBoss application servers. This includes configuring IDBC data sources, 
Hibernate options, deploying EJB3 'services, deploying EAR, JAR and WAR files, and implementing JMX. 

The contractor shall maintain a custom configuration of JDBC connection pools within JBoss to minimize· 
application down time, maintaining MBean APIs for custom tuning and deployment, tuning threads through the 
Tom Cat servlet container to prevent deadlocks, analyzing thread dumps to troubleshoot, documenting issues, and 
making recommendations for performance improvements. The contractor shall provide 24x7 Apache Web Servers 
and 180ss Application Servers monitoring and assistance. 

1.3.9 Task Area 9 - Electronic CommercefEDI (EC/EDI) Support. The contractor shall provide highly qualified 
and trained personnel to build and/or support the technical infrastructure needed to support ECIEDI. This support 
shall include, as a minimum; an integrated software system that includes ECIEDI translation software, 
communication software and application software. Personnel shall possess detailed technical knowledge of ED I 
ASC x'12 Transportation Standards, DOD Implementation Conventions, data requirements, and software associated 
with the system. 

The contractor shall be responsible for providing proven expertise to include but not limited to: creating and 
maintaining Trading Partner profiles within the Sterling Commerce GenTran Server, initiate, establish and maintain 
GFM Trading Partner interfaces using secure shell, creating arid maintaining Unix shell scripts and C programs to 
transfer and consolidate files between GFM servers and the cron jobs that schedule them, maintenance of 
customized Unix shell scripts to start up and shut down the Sterling Commerce GenTran Server. 

In addition, the contractor is required to support, upgrade and trouble shoot GFM ED! issues and provide 
documentation and recommendations for solution and application enhancement. The contractor shall assist with 
loading, testing, and operation ofGENT RAN Server Software. The contractor shall setup interfaces for outbound 
and inbound system traffic. The contractor shall provide 24x7 GENTRAN Server software monitoring and 
assistance. 

1.3.10 Task Area 10 - Database Management Systems (DBMS) Oracle Administration. 
The contractor shall provide database administration remotely or on site and shall provide assistance and technical 

expertise in the identification, design, and development of the GFM Oracle databases and existing database 
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elements. The Contractor shall use the OISA Database STIG as a tool to improve DBMS Security, run the Oracle 
Security Readiness Review (SRR) Evaluation Scripts, and use the Oracle Database Checklist to ensure Oracle is 
properly installed, implemented, and managed in a way that is secure. 

The contractor shall provide Oracle database administration and technical expertise in the identification, design, and 
development of the GFM databases and existing database elements. These administration services will include but 
not be limited to: researching and applying critical Oracle patch updates and reviewing installation documentation, 
performing upgrades as required to the Oracle database, monitoring Oracle file size, requesting and applying 
additional disk space to the Oracle files. The contractor shall provide Oracle database administration in the design, 
creation, implementation, and maintenance ofcomplex Oracle databases with respect to access methods, access 
time, device allocation, validation checks, organization, and security. The contractor shall be familiar with SDDC 
Oracle database disaster recovery programs (Oracle Archive Logging/COOP) and business resumption planning. 
The contractor shall provide Oracle database administration in the form of simulation testing across all GFM 
platforms and assist in the testing of contractor-developed software in regards to Oracle databases. The contractor 
shall provide 24x7 database administration system monitoring and assistance. 

1.3.1 1 Task Area 11 - Database Management Systems (DBMS) Unidata Administration. 

The contractor shall provide database administration remotely or on site and shall provide assistance and technical 

expertise in the identification, design, and development of the GFM Unidata databases and existing database 

elements. 


The contractor shall provide expert Unidata system and database administration. The contractor shall update UNIX 
and GFM specific Unidata kernel configuration files, adding directories, creating and sizing Unidata files, creating 
new Unidata accounts, and perform backup and recovery files. The contractor shall optimizing Unidata within the 
current GFM architecture/environment, ensuring system resources are kept at optimum levels. The contractor shall 
deploy UniObjects within the Unidata database, diagnose UniObject problems and provide appropriate solutions to 
the GFM Java development staff. The contractor shall customized UniObject pooling mechanisms and applies 
appropriate actions as necessary. The contractor shall be responsible for administrating UniData's Recoverable File 
System (RFS) to ensure that log files are sized appropriately and that the RFS files are monitored on a daily basis. 
The contractor shall provide long-range requirements for Unidata database design and administration. The 
contractor shall provide 24x7 database administration system monitoring and assistance. The contractor shall 
provide 24x7 database administration system monitoring and assistance. 

1.3.12 Task Area 12 Software Reviews. The contractor shall conduct software reviews, and participate in 
briefings, walkthroughs, and/or prototype demonstrations. The contractor shall accurately record the proceedings 
and develop the meeting minutes that shall be provided to the GFM PMO in accordance with the schedule identified 
in the Deliverable Delivery Summary. 

1.3.13 Task Area 13 - Documentation Archive Library. The contractor shall maintain the single, centralized 
electronic library in a Government-provided storage location, which contains all GFM documentation determined by 
the Government for storage in the library. This library shall be made available for all GFM staff to review at their 
discretion. The electronic file structure for this library is at the contractor's discretion, subject to Government 
approval, and shall be organized to ensure logical presentation of documentation for system activities and reports. 
The contractor shall maintain a centralized electronic library that contains appropriate sub-folders for individual 
activities. 

1.3.14 Task Area 14 - Software Development Test (SDT). The GFM software developer shall conduct the 
appropriate number of successful Software Development Tests (SOT) before releasing software to the GFM PMO. 
The contractor shall develop a Software Development Test Plan, conduct a SDT, and develop a SDT Test Results 
Report for each software PR and ECP incorporated. The contractor shall ensure that regression testing is conducted 
on all software changes and development prior to forwarding for Independent Verification and Validation (IV&V) 
Testing. The developer shall ensure the software is error and abort free and shall verify interoperability and 
integration with interfacing systems. Performance Objective: Performance Measures: Government acceptance of 
Test Plans and Test Results Report for all PRs and ECPs implemented. The contractor shall perform system tests to 
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include SOTs and regression testing. The Government will accept Test Plans and Test Results Reports for all PRs 
and ECPs implemented. 

1.3.15 Task Area 15 - Software Version Description (SVD). The contractor shall prepare a SVD for each 
software release and present the SVD to the Government no later than five (5) workdays after deployment of the 
application. The SVD shall identifY and describe an inventory of materials to be released, software/applications 
contents, changes to be installed, adaptation of data, related documents, installation instructions, and possible 
problems and known errors. The contractor shall prepare an SVD for each software release. 

1.3.16' Task Area 16 - Documentation Support (Optional). The contractor shall create technical documentation 
for the GFM Project in accordance with the Institute of Electrical and Electronics Engineers/Electronic Industries 
Association Software Life Cycle Process, (IEEE/EIA 12207.1-1997) standards, DOD Security Regulation Guidance, 
and D1SA Checklist, Scripts and Guides. In addition to the IEEE standards, the contractor shall provide internal 
standards of writing specific to the GFM Project to ensure consistency of delivery and presentation. Documentation 
provided shall include, but is not limited to System Requirement, Interface Requirement, Database Description 
Documents (DOD), Web Services document, and system-user document. The contractor shall prepare technical 
documentation for the GFM Project. 

1.3.17 Task Area 17 Configuration Management (CM). The contractor shall prepare and revise CM related 
documentation, keep current and participate in activities that control changes to the multiple GFM subsystems that 
are developed or modified. The contractor shall also develop and maintain a software library that contains source 
and object code for the GFM software. Software changes are currently managed with the Concurrent Versions 
System (CVS). As a safeguard software code shall also be stored on external electronic media with a listing of 
contents of the deliverable, including LAN server based files and those databases and files associated with COTS 
products. The contractor shall provide electronic notice of software releases to the GFM Program Manager and 
other program management office government and contractor personnel who have a need to know. The contractor 
shall prepare and revise CM related documentation and external electronic media for physical site and electronic 
library storage. 

1.3.18 Task Area Deployed System Sustainment. The contractor shall assign an individual to act as a Tier II 
customer assistance liaison between the SDDC Systems Response Center (SRC) and the GFM PMO. Problems that 
cannot be resolved by the SRC shall be elevated to the GFM Tier II liaison for resolution. The Tier II liaison shall 
support all GFM software modules and applications. The contractor shall provide software problem resolution and 
customer assistance support to the SRC on a daily basis, utilizing its technical and functional expertise. The 
contractor shall provide monthly statistics that include number of service requests elevated to the Tier II liaison and 
percentage of time spent on training and problem resolution validations. 

1.3.19 Task Area 19 - Distance Learning. The contractor shall develop, implement, and sustain a Distance 
Learning Program (DLP) for the GFM suite of applications. This DLP shall be developed using commercially 
available, proven technologies and techniques, and shall be tailored to match multiple learning styles. It shall be 
designed to reduce and minimize Government investment and sustainment costs. The DLP shall also include 
promotional notices to the user community upon notification prior to software release. The DLP program shall be 
developed consistent with GFM's compressed developmental strategy and must be executed efficiently and 
effectively. The contractor shall ensure integration of these products with the existing developmental strategies of 
GFM and current training. The contractor shall ensure that all training and learning tools are updated consistent 
with and are synchronized with software upgrades and version releases. On a limited case-by-case basis, the 
contractor shall be required to conduct system information briefings, training sessions, and system demonstrations at 
Government meetings, symposiums, workshops, conferences, and other events. The contractor shall develop, 
maintain, and sustain a GFM Distance Learning Program. The Government will review, evaluation, and accept DLP 
releases. ' 

1.3.20 Task Area 20 - Contractor Management Requests (CMRs). The contractor shall assist the GFM PMO in 
the resolution of CMRs. Resolutions may be in the form of correction of data issues; training andlor meeting, 
symposium, workshop, or conference support; response to Freedom of Information Act inquiries; analysis/impact 
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studies; support for data calls; andlor generation of various reports. The contractor shall correct CMR items by the 
government approved suspense date. The Government will accept resolutions for the CMR item. 

1.3.21 Task Area 21 -Information Assurance (I A). 

1.3.21.1 Sub Task 1 - Certification And Accreditation (C&A). The Contractor shall design, develop, engineer, 
and implement GFM security solutions lAW DoD Information Assurance Certification and Accreditation Process 
(DIACAP). The Contractor shall identifY, implement and manage fA controls, validate [A controls activities, and 
conduct fA controls reviews. The contractor shall execute OlSA Oracle SRR Evaluation Script, a'pply OlSA 
Application Security and Development, Application Service, and Database STIGs, and perform OlSA Security 
Checklists, Application Security and Development Checklist, the Application Services Checklist, Database, and the 
Best Practices Security Checklist. The contractor shall develop, analyze, and implement security architecture for 
GFM, perform risk analysis and security audit services, and develop security documentation IAW with DOD 
Security Regulation Guidance. The contractor shall prepare andlor assist the Government in preparing the OlACAP 
documentation requires for an Authorization to Operate (ATO). 

1.3.21.2 Sub Task 2 -'Information Assurance Assurance Vulnerability. The Contractor shall implement system 
changes as necessitated by IT security notifications, the Information Assurance Vulnerability Management Program 
or as required by Information Assurance Program Manager (IAPM). The Information Assurance Vulnerability 
Management Program frequently issue Information Assurance Vulnerability Alerts (IA VAs) that give notification of 
recently discovered vulnerabilities, specify deadlines for acknowledging receipt of the notice, and specifY deadlines 
for implementing any corrective actions, such as a system patch or disabling of system services. The Contractor 
shall acknowledge lAVAs within the Asset & Vulnerability Tracking Resource (A VTR) Data Base within 5 
working days of receipt. The contractor will successfully take the corrective action specified by lAVAs within the 
specified deadline, 98% of the time. 

1.3.22 Task Area 22 - Contractor Manpower Reporting. The Contractor'"shall document their manpower in 
accordance with the following guidelines. The Office of the Assistant Secretary of the Army (Manpower & Reserve 
Affairs) operates and maintains a secure Army data collection site where the contractor will report ALL contractor 
manpower (including subcontractor manpower) required for performance of this contract. The contractor is required 
to completely fill in all the information in the format using web address https:llcmra.army.mil/or as provided by the 
Government. The required information includes: (1) Contracting Office, Contracting Officer, Contracting Officer's 
Technical Representative; (2) Contract number, including task and delivery order number; (3) Beginning and ending 
dates covered by reporting period; (4) Contractor name, address, phone number, e-mail address, identity of 
contractor employee entering date; (5) Estimated direct labor hours (including sub-contractors); (8) Predominant 
Federal Service Code (FSC) for each sub-contractor if different); (9) Estimated data co lIection cost; (10) 
Organizational title associated with the Unit Identification Code (UIC) for the Army Requiring Activity (the Army 
Requiring Activity is responsible for providing the contractor with its UIC for the purposes of reporting this 
information); (II) Locations where contractor and sub-contractors perform the work (specified by zip code in the 
United States and nearest city, country, when in an overseas location, using standardized nomenclature provided on 
website); (J 2) Presence ofdeployment or contingency contract language; and (13) Number of contractor and sub
contractor employees deployed in theater this reporting period (by country). As part of its submission, the contractor 
shall also provide the estimated total cost (if any) incurred to comply with this reporting requirement Reporting 
period will be the period of performance not to exceed 12 months ending September 30 of each Government fiscal 
year and must be reported by 31 October of each calendar year. 

1.3.23 Task Area 23 - Transportation Tracking Number (TTN) (Task Ends 30 September 2011). The 
Contractor shall perform tasks necessary to implement TTN requirements IA W the TTN concept of operations, 
Attachment 1. 

1.4.2 Deliverable Schedule Summary 

PWS 
Para 

Deliverable Title Delivery Schedule 

1.3.1 Monthly status Report NLT 5th Work Day of the Month 

https:llcmra.army.mil/or


HTC711·09·F-0030 
P00004 

Page 17 of28 

1.3.1 Management Plan Initial Plan 30 Days After Task Award; then 
updated Quarterly 

I 1.3.1 Work Breakdown 
Structure 

NLT 5th Work Day after requested 

! 

1.3.1 Work Breakdown 
Structure 

Updated Database Design Specification NL 
work days after software release 

! 1.3.12 Software Review 
Minutes 

NLT 10 workdays after meeting attached to the 
appropriate Team Track record. 

1.3.13 Documentation 
Archive Library 

Documentation delivered 10 days after 
completion. 

1.3.14 Software Development 
Test Plan 3.13 

NL T 5 work days prior to scheduled SOT start 

1.3.14 Software Development 
Test Results Report 

NL T 10 work days after test completion 

1.3.15 Software Version 
Description 

NL T 5 work days after release to production 

1.3.16 Software Version 
Description 

As required by the Government 

1.3.17 Software Baseline 
Document/Code 

NL T 5 work days after release to production 

1.3.18 GFM Tier II Customer 
Assistance Support 
Statistics 

Once a Month 

1.3.19 Web-based Training 
Deployment (Live 
Meeting Sessions On-
Line) 

As required by the Government 

1.3.19 Web·based Tutorials 
for deployed software 

Updated NL T 3 work days after each software 
release 

1.3.19 System Information 
Briefs, Training 
Sessions, and 
Demonstrations 

As required by the Government 

1.3.20 Contractor 
Management Requests 

As required by the Government 

1.3.21.1 Certification And 
Accreditation 

As required by the Government 

1.3.21.2 Information Assurance Take the corrective action as specified by the 
lAVA 

1.3.22 Document Manpower NLT 31 October of each calendar 
year. 

5.0 Transition Summary 
Report 

NLT 15 work days following notification ofPWS 
termination 

2. SERVICE DELIVERY SUMMARY 

The Services Delivery Summary (SDS) represents the most important contract objective that, when met, will ensure 
contract performance is satisfactory. Although not all PWS requirements are listed in the SDS, the contractor is 
fully expected to comply with all requirements in the PWS. 

PWS Para Performance Objective Performance Threshold 
1.3.1 The contractor shall develop and 

maintain detailed Work Breakdown 
Structures to identify events and 

98% ofthe deliverables are timely, 
complete, and accurate. 
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schedules required for the 
development, testing, training, 
documentation, and implementation 
of software changes, enhancements, 
and solutions. 

1.3.1 The contractor shall support the 
Government Program Manager in 
the planning and tracking of 
projects, to include schedules, risks, 
and associated contractor costs and 

98% of the deliverables are timely, 
complete, and accurate. 

resource utilization. Support 
includes providing timeline and cost 
estimate rough orders of magnitude 
for project planning, and providing 
project planning and tracking 
information via various forms of 
written and/or verbal 
communications, such as email, 
information papers, discussions, and 
meeting status reporting. 

1.3.2 The contractor shall prepare a 
document constraining resolutions 
and test results for the PRIECPs 
contained in each software version. 

98% of requested tasks and 
documents are completed per the 
Management Plan 

1.3.3 The contractor shall enable the 98% of BL's submitted to G FM 
system to produce electronic and 
hardcopy BLs. The contractor shall 
ensure that the electronic files are 

shall be cost, sent out electronically, 
and stored for audit purposes. 

available for transmission to GFM 
Trading Partners (TPs). 

1.3.4 The contractor shall maintain the 
process of uploading TIC Rates 
received via electronic spreadsheet 

Upload ofTTC rates within one 
working day with a 100% input 
accuracy rate. 

1.3.5 The contractor shall support and 
enhance the automated process of 
carriers accessing CA VS, FCRP and 
TEOW via Internet 

Carriers access 100% of BL data 
submitted for rating to the GFM 
Host System via CA VS 

1.3.5 The contractor shall support and 
enhance the automated process of 
carriers accessing CA VS, FCRP and 
TEOW via Internet 

98% of tender data is input correctly 

1.3.6 Using an automated process, the 
contractor shall maintain and update 
all tender formats approved and 
submitted by Government agencies 

Will achieve 100% acceptance of 
tenders 

1.3.7 Contractor shall conduct 
performance tuning to obtain 
systems optimization for maximum 
application workload while 
maintaining historical performance 
data to be used as a benchmark. 

Through the utilization of 
application software monitoring 
tools the contractor shall ensure that 
the application software performs 
within 98% of peak optimization. 

Software development and 
maintenance shall not cause a 
digression of the current system's 
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performance 
1.3.8 The contractor shall provide 24x7 The system is available 98% of the 

I Apache Web Servers and 180ss time 
Application Servers monitoring and 
assistance. 

1.3.9 The contractor shall perform Ensures that GENTRAN Server runs 
loading, testing, and operation of at peak performance level 98% of 
GENTRAN Server Software. The the time 
contractor shall setup interface for 
outbound and inbound system traffic 

1.3.10 The contractor shall provide 24x7 Databases shall be current and 
1.3.11 database administration system accessible 98% of the time. 

monitoring and assistance. 
1.3.13 The contractor shall maintain a The Library shall house the latest 

centralized electronic library that documentation pertaining to all 
contains appropriate sub-folders for associated systems 98% of the time 

i individual activities 
1.3.14 The contractor shall perform system Will achieve software that is error 

• 

tests to include SOTs and regression 
testing. 

and abort free and integrates 
successfully with interfacing 
systems 100% of the time 

1.3.15 The contractor shall prepare an SVD No Later than five (5) workdays 
for each software release. after deployment 

• 1.3.17 The contractor shall prepare and CM documentation and library must 
I revise CM related documentation be current 98% of the time 

and external electronic media for 
physical site and electronic library 
storage 

1.3.18 The contractor shall provide Tier U Will achieve 100% response to 
functional and technical expertise in requestor within one working day, 
support of the SRC and GFM resolve trouble calls 98% of the time 
customers on a daily basis 

1.3.19 The contractor shall develop, 
maintain, and sustain a GFM 

All DLPs are synchronized with the 
software releases they support 98% 

Distance Learning Program of the time 
1.3.20 The contractor shall respond to Respond to CMRs by the 

CMRs by the government suspense Government approved due date 98% 
date. of the time 

1.3.21.1 Certification And Accreditation Security documentation drafts NL T 
60 days after Government request; 
Final documentation due 60 days 
after Government comments. 

1.3.21.2 Acknowledge lAVAs within the Successfully take the corrective 
Asset &Vulnerability Tracking action specified by the lAVAs 
Resource (A VTR) Data Base within within the deadline specified by the 
5 working days of receipt Government, 98% of the time 

3.0 Government -Furnished Property and Services 

3.1 The Government will provide remote connectivity to all (;FM (production, Test and Development, IV& V, 
GFM Documentation Storage, and COOP) environments through Clientless Virtual Private Network (VPN) 
accounts using Common Access Card (CAC) based authentication. 

4.0 Generallnrormation 
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4.1. Place of Performance. The place of performance will be a Contractor-provided facility within CONUS. The 
Contractor will be required to have I system development maintenance and sustainment support and I DIACAP 
security personnel located within 50 miles of Scott Air Force Base (SAFB). The system development maintenance 
and sustaninment personnel shall be required to spend 50% of their time and the D1ACAP security personnel shall 
be required to spend 100 % of their time on Scott AFB at 709 Ward Drive Building 1990, Scott AFB IL 62225. 
Government workspaces will be provided for the system development maintenance and sustainment support'and the 
DIACAP security personnel. 

The contractor will provide a toll-free telephone number for their base facility. All contractor employees must also 
be able to dial in to government-sponsored teleconferences, which may not be toll-free. The Contractor may be 
required, at no expense to the government, to attend meetings, participate in software tests, or provide software 
demonstrations at the SDDC Headquarters located at 709 Ward Drive, Building 1990, and Scott AFB IL 62225. 

The Contractor shall provide technical support during normal operations hours ("core hours"), 0800-1630 Central 
Standard Time, Monday-Friday. Contract employees must be available by toll-free telephone during these hours. 
Additionally, selected personnel must be available, on-call, 24 hours a day, 7 days a week for emergency response. 
Method of access to on-call personnel (e.g., cell phone) shall be reliable and responsive. The contractor shall 
provide a schedule for each staff member. The following days have been established as legal public holidays for the 
Federal Government: 

New Year's Day 1st day of January 
Martin Luther King Jr. Birthday 3rd Monday in January 
Presidents' Day 3rd Monday in February 
Memorial Day 4th Monday in May 
Independence Day 4th day ofJuly 
Labor Day 1st Monday in September 
Columbus Day 2nd Monday in October 
Veteran's Day II th day ofNovember 
Thanksgiving Day 4th Thursday in November 
Christmas Day 25th day of December 

The contractor shall not schedule interfacing work (meetings, approvals, deliveries, etc.) with the Government on 
any of the established holidays, or any other day designated as a holiday by Federal Statute or by Executive Order 
except with prior approval from the Contracting Officer or Contracting Officer Representatives. If a holiday falls on 
a Saturday, the official holiday shall be celebrated the preceding Friday. If the holiday falls on a Sunday, the official 
holiday shall be celebrated the following Monday. 

4.2 Period of Performance. The Period of Performance on this contract shall consist of one five-(5) month Base 
Period and four twelve-(l2) month Option Periods. 

Base Period: 25 April 2009 - 30 September 2009 (5 months and 4 days) 

Option Period I: I Oct 2009 - 30 September 2010 (1 Year) 

Option Period 2: 1 Oct 2010 - 30 September 2011 (I Year) 

Option Period 3: 1 Oct 2011- 30 September 2012 (l Year) 

Option Period 4: 1 Oct 2012 30 September 2013 (I Year) 


4.3 Travel. Travel shall be required in support of meetings, symposiums, workshops, training sessions, 
conferences, and/or other events. The below chart contains estimated travel for purposes of contractor proposal and 
may deviate as requirements change. The estimated travel in the chart shall apply to the Base Period, and then shall 
be repeated for each individual Option Period: 

~TrjPS Location # People # Days Timeframe 
San Diego, CA 2 5 June 

I I Dallas, TX 2 5 May 
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2 5 
2 5 

All travel will be Government directed. The contractor shall submit a travel itinerary and estimated cost for 
approval by the COR. Estimated amounts in the contract shall not be exceeded. Any airfare shall be at the 
prevailing rates for commercial airlines at economy class. When required, the most reasonable means of ground 
transportation (e.g., taxi, bus, car rental) shall also be used. Incurred contract travel costs will be reimbursed by the 
government to the contractor in accordance with Joint Travel Regulations (JTR) and Federal Travel Regulations 
(FTR). The Government will not reimburse local travel and related expenses to the contractor for travel to or from 
the Government's facility at Scott AFB. < 

The contractor is responsible for tracking the status of travel funds and notifying the COR when funds fall below 
85% of the established not-to-exceed amount as identified in the contract. 

4.4 Cooperation with Other Contractors and Government Personnel. 
The contractor shall cooperate with other contractors and Government personnel performing work for SDDC. The 
contractor shall avoid interfering with the performance of work by other contractors or Government employees 
while not compromising health, safety, or security. The contractor shall bring to the attention ofthe COR any 
disagreements or delays caused by contractor personnel interference or non-cooperation. 

4.5. Security Requirements Physical, Personnel, Information, Anti-terrorism, and Force Protection 
Requirements) 

4.5.1 The majority of the daily work associated with this PWS is UNCLASSIFIED but contract personnel will be 
required to access to restricted (classified areas and systems) located in Building 1575 at SAFB, IL. In addition, 
contract personnel will be required to meet the requirements for IT/ADP standards as outlined in AR 380-19 and 25
2 for deliverables and services outlined in this PWS. See sections 4.5.2, 4.5.3 and 4.5.4 for 
investigative/adjudicative requirements for these ratings. 

4.5.2 ADP/IT Level I: Contract personnel assigned at the ADP lilT I rating require an SSBI (or acceptable periodic 
reinvestigation) favorably adjudicated (a favorable adjudication normally grants eligibility at the TOP SECRET 
level as prescribed by DoD 5200.2-R and AR 380-67. 

4.5.3 ADPIIT Level 2: Contract personnel with ADP II or IT II levels for this contract as designated by DoD 
8500.1 /5200.2-R and AR 380-191380-67 will need a favorably completed NACLC (or acceptable periodic 
reinvestigation) when favorably adjUdicated results in SECRET clearance eligibility. A valid SECRET clearance 
will be needed for access to Building 1575 at SAFB, IL. 

4.5.4 ADPIIT Level 3: Personnel assigned to this PWS who do not require ADP/IT levels I or II on DoD computer 
networks as stated in section 4.6.2 and 4.6.3 but need NIPRNET computer access and/or a Common Access Card 
(CAC) will require a favorably adjudicated NACI completed by the Office of Personnel Management (OPM) and 
HQ SDDC, d2 before a CAC will be issued. . 
4.5.5 Favorable NACI investigation results must be posted in the Joint Personnel Adjudication System (JPAS) 
before a contractor is allowed access to the NIPRNET and/or be granted a CAe. 

4.5.6 Upon contract award all names of contract employees will be submitted to SDDC, G2 for vetting through 
JPAS to ensure investigative and clearance requirements have been satisfied. Vetting ofinvestigation/~learance 
status will be completed prior to the Contract Officer Representative (COR) / Trusted Agent (TA) accesses the DOD 
Contract Verification System (CVS) and submits the contract employees for their CAe. Ifa contract member does 
not have the appropriate investigative requirement, the contract employee will be denied the ability to work in 
support of this PWS and not be loaded into CVS. Contract personnel will be loaded in CVS with the expiration on 
their CAC for the initial contract year. Upon approval for the option year(s) a new CAC will be issued with new 
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dates for the subsequent year of option. The CAC expiration process will be repeated for the duration of the 
contract. 

4.5.7 Personnel working this contract who will require a favorably completed investigations (listed in section 4.6.2 
and 4.6.3) resulting in TOP SECRET and/or SECRET eligibility when adjudicated by the Defense Industrial 
Security Clearance Office (DISCO). Interim SECRET clearance eligibility is accepted provided it was granted by 
the Defense Industrial Security Clearance Office (DISCO). 

4.5.8 The company who is awarded the contract must have a valid Facilities Clearance Level (FCL) at TOP 
SECRET level to submit the required background investigations listed above. Interim FCLs are acceptable 
provided they are not expired. FCL procedures and security guidelines for adjudicative requirements are outlined in 
DoD 5220.22-M, DoD 5200.2-R and AR 380-67. FCLs and Interim FCLs must be awarded by the Defense Security 
Service (DSS) or DISCO. HQ SDDC will not provide sponsorship for FCLs to awarded contract company. 

4.5.9 Upon receipt of the CAC, permanently assigned contract employees located at HQ~SDDC at SAFB, fL, may 
obtain the AF 1199 (Restricted Area Badge) if the employee meets the requirements set forth in the SAFB 
Instruction 31-10 I. Only personnel assigned physically on SAFB at least 4 days a week will be issued the AF 1199 

th 
unless an exception to policy is approved by the 375 SFS through SDDC G2. 

4.5.10 Visit Authorization Letter (VAL) or Visit Authorization Request (VAR) will be required for contract 
personnel who are assigned to HQ SDDC at SAFB. The V ALNAR request will be received 48 hours prior to start . 
of the contractor employee. V ALNAR requests can be submitted to SDDC G2 via email or fax 
(sddc.g2.safb@sddc.army.mil or 618-220-5874). An example copy of the VAL or VAR can be obtained from HQ 
SDDC G2. JPAS visits for these types of contract members are not acceptable. 

4.5.11 Visit(s) by contract personnel not permanently assigned to this contract (company presidents, company 
security managers, contract employees not permanently assigned at SAFB, etc) will require an electronic visit 
request in the Joint Personnel Adjudication Systems (JPAS). The JPAS Security Management·Office (SMO) code is 
W4PQAA4 for sending visit requests to HQ SDDC at SAFB, fL. Visits to SDDC locations outside of HQ SDDC at 
SAFB, fL. will be facilitated by contacting the security section of the for the SDDC organization to obtain the SMO 
code for submitting visit requests. 

4.5.12 Upon completion of this contract, the employee will surrender all government supplies, materials and 
equipment COR. All contractor CAe's issued will be turned into SDDC G2 for all contract personnel assigned to 
this PWS (this can be accomplished by returning to the COR at SAFB for tum in to G2). Contract members 
assigned to HQ SDDC SAFB, fL. will return CAC and any security badges to HQ SDDC, G2 upon out-processing. 
This will be accomplished on the last day of the contract or upon any termination/reassignment of contract 
employees. . 

4.5.13 Security debriefing statement (Standard Form 312) will be completed upon completion of the contract if 
employee is assigned to HQ SDDC at SAFB, fL. 

4.5.14 Contract employees assigned to SAFB shall attend/complete the following training as prescribed by DOD, 
USTRANSCOM, Army and Air Force fnstructions:EmployeeInitial Security Briefing, Annual Security Awareness 
Training and the Operations Security (OPSEC) and Subversion and Espionage Directed Against the Army (SAEDA) 
training. All contract members regardless of location will complete the annual DoD Antiterrorism Level f training. 
Contract employees assigned to other SDDC locations will be required to attend security training established by 
their respective SDDC security offices and/or install~tions. 

4.5.15 The contractor shall ensure the roles/privileges assigned to contract employees on the Government computing 
platforms are limited to the roles/privileges essential to that individual's performance of his/her assignments. These 
roles/privileges can be limited or revoked by the Government for any reason. 

mailto:sddc.g2.safb@sddc.army.mil
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. . 
4.5.16 If the Government notifies the contractor that the employment or the continued employment of any contractor 
employee is prejudicial to the interests or endangers the security of the United States of America, that person shall 
be removed and barred from the worksite. This includes security deviations/incidents and credible derogatory 
information on contract members during the course of the contract period. The awarded contract company shall 
make any changes necessary in the appointment(s). 

4.5.17 Security Regulation Compliance. The contractor will be required to comply with all security regulations and 
directives as identified herein, and other security requirements in this contract specific to site locations of work. The 
contract members are required to attend required security training outlined in this PWS upon start of the contract. 

4.5.18 Network Security. Contractor shall also ensure that no Contractor employee connects unapproved or non
compliant software or hardware to the Government network as defined in the SDDC security guidelines. Since VPN 
capability provided by the government will essentially extend SDDC's network to the Contractor facility, all 
Contractor provided hardware touching SDDC network shall comply with SDDC Information Assurance standards 
and policies, and shall not connect to any commercially provided network. The Contractor must understand the 
implications of this requirement. 

4.5.19 Roles/Privileges. The Contractor shall ensure that roles/privileges assigned to Contractor employees on 
Government test and production platforms are limited to the roles/privileges essential to that individual's 
performance of his/her assignments. These roles/privileges can be limited or revoked by the Government. The 
Government will grant privileges on the GFM production environment. 

4.5.20 Information Security. Information found in GFM is considered Ror Official Use Only (FOUO). The 
Contractor will follow FOUO guideline applications required by DOD Appendix 3 to DOD 5200.I.R, and Under 
Secretary of Defense for Intelligence memorandum, "Interim Information Security Guidance," April 16, 2004, for 
specific guidance on the handling and sl,lfeguarding of FOUO information. 

4.5.21 Personnel identified as IT-lor IT-II shall adhere to the Implementation ofInformation Assurance Best 
Business Practice (IA BBP) Training and Certification Update, dated December 2008, in support of 000 8570.01
M, Change I and the Army Information Assurance Program (AIAP). The SDDC/GFM PMO will fund the A+, 
Network+ or Security+ certification Exam (SYO-20 I). Current contractors will be required to complete this 
requirement by 30 September 2010. Any new hires will be required to obtain this training at the contractor's 
expense after 30 September 2010. This is a one-time expense, since the SYO·20 I certificate will not expire 
throughout the lifetime ofthis contract. 

Security Regulation Guidance: 

DOD: 

DOD Instruction (DODJ) 2000.16 (DOD Antiterrorism (AT) Standards) 

DOD Directive (DODD) 5200.1-R (DOD Information Security Program) 

DOD Publication 5200.2-R (DOD Personnel Security Program) 

DOD Publication 5200.08-R (DOD Physical Security Program) 

DOD Publication 5220.22-M (National Industrial Security Program) 

DODD 8500.1 (Information Assurance (lA» 

DODD 2000.12 (DOD Antiterrorism (AT) Program) 

0001 8500.2 (Information Assurance (lA) Implementation) 

DOD issuances can be found at: 

http://www.dtic.mil/whs/d irectives/ 


Army: 

Army Regulation (AR) 380·67 (Personnel Security Program) 

AR 380·5 (Department of the Army Information Security Program) 

AR 25-2 (Information Assurance) 

AR 380-20 (Restricted Areas) 

Army regulations can be found at: 


http://www.dtic.mil/whs/d
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http://www.anny.mil/usapa/epubs/ 


DISA: 

Security Checklists 

Security Readiness Review Evaluation Scripts 

Security Technical Implementation Guides 

DISA Checklist, Scripts and Guides can be found at: 

http://iase.disa.mil/stigs/stig/index.html 


SDDC: 

SDDC Regulation 190-) (SDDC Security Program) 

(Provided upon request from SDDC G2 at SAFB) 

Scott Air Force Base (SAFB): 

SAFB Instruction 3) -I 0 I (Installation Security Instruction) 

(Restricted publication. Sent only to .mil domains when forwarding. Not for public distribution.) 

FormsL 

DD 254, DOD Contract Security Classification Specification 


DoD form found at: 

http://www.dtic.mil/whs/directives/corres/publ.html 


HQ SDDC G2 Point of Contact: 

Todd Stroub 

709 Ward Drive 

Bldg 1990 

SAFB, IL 62225 

Commercial: 618-220-5801/5422 (respectively) 

Email atPatrick.todd.m.stroub@us.anny.mil 


5.0 Contractor Transition 

5.1.1. Contractor Exit Requirement. 

5.1.1. Transition of Operations. The contractor shall provide a Transition Summary Report of all work performed 
within) 5 working days upon notification oftennination of this PWS. This summary report shall include, but is not 
limited to, the status of all assigned tasks including an accurate WBS, a synopsis of problems, lessons learned, and 
recommendations for improvement. The report shall contain all the information necessary to assure project 
continuity. 
5.1.2. (::ontinuity of Service. The contractor shall ensure the continuity of service while implementing its transition 
plan for all affected activities to preclude any adverse impact on the mission. 

5.1.3. Transfer of Materials. The incumbent contractor shall transfer to the Government all intellectual and real 
property belonging to the Government, which was generated, purchased on behalf of, or provided by the 
Government for the perfonnance of the work in support of this contract. 

5.1.4. Sufficient Personnel. The incoming contractor shall provide sufficient number of personnel to ensure 
effective transfer of all work in progress so as not to affect mission accomplishment. 

5.2 Ramp Up Times 
The incoming contractor shall have a minimum level of personnel available on April 25, 2009, to provide tier II 
customer support, DTCI fielding support, and support for uninterrupted services in the event of an unforeseen 
system failure. Eighty-five (85) percent of personnel shall be available April 27, 2009 to ensure effective transfer of 
all work in progress and sustain mission accomplishment. 

Appendix A 

mailto:atPatrick.todd.m.stroub@us.anny.mil
http://www.dtic.mil/whs/directives/corres/publ.html
http://iase.disa.mil/stigs/stig/index.html
http://www.anny.mil/usapa/epubs
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ACRONYMS 

ACRONYM DEFINITION 
! AFB Air Force Base 


AMC 
 Air Mobility Command 
Automated Export system• AES 

API Application Proe:rammine: Interface 

ASCX12 
 Accredited Standards Committee 

ASP 
 Active Server Page 

ATO 
 Authorization to Operate 

BI... 
 Bill of Lading 

Certification and Accreditation• C&A 
CAC Common Access Card 

! CAVS Customer Added Value Suite 

CFR 
 Code of Federal Reeulation 

iCM Confieuration Management 

CMR 
 Contractor Manaeement Request 

CONUS 
 Continental United States 

· COOP Continuity of Operation 

COR 
 Contracting Officer's Representative 

i COTS Commercial-Off-the-Shelf 

CVS 
 DOD Contract Verification System 

DBMS 
 Database Management Systems 

DOD 
 Database Description Document 

DECC 
 Defense Enterprise Computing Center 

DFAS 
 Defense Finance and Accounting Service 

DIACAP 
 DOD Information Assurance Certification and Accreditation Process 
DIS Discrepancy Identification System 
DlSA ~.ronnaHO. Sys"m A.on, 
DI...P e Learning Program 

i DOD ment of Defense 
DTCI Defense Transportation Coordination 
DTR Defense Transportation Regulation 
EC Electronic Commerce 
ECP Engineering Change Proposals 
EDI Electronic Data Interchange 

• 

! 

• ETA Electronic Transportation Acquisition 

• FAST Freight Acquisition Shipping Tool 
i FCRP Freight Carrier Ree:istration Program 

FOUO For Official Use Only 
FTR Federal Travel Reeulation 

i.GFM Global Freight Management System 

• GSA General Services Administration 
GTN Global Transportation Network 

HTML HyperText Markup Language 

IA Information Assurance 
IAPM Information Assurance Program Manager 
lAVA Alerts Information Assurance Vulnerability 
lAW In Accordance With 
IM/CIO Information Management-Chief Information Manager 



I 
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Information Technology 

lTV 


i IT 
In-Transit Visibility 

.IV&V Independent Verification and Validation 
i JPAS Joint Personnel Ad.iudication System 


JDBC 
 Java Database Connectivity 

JDK 
 Java Development Kit 

JTR 
 Joint Travel Regulations 

J2EE 
 Java 2 Platform, Enterprise Edition 

LAN 
 Local Area Network 

LDAP 
 Lie.htweie.ht Directory Access Protocol 

MS 
 Microsoft Office 

MSTIP 
 Military Standard Tender Instruction Publication 

NAC 
 National Agency Check 

· NACI NAC with Inquiries 
Non-Secure Internet Protocol Router Network • NIPRNET 
National Industrial Security Program Operating Manual 
Not Later Than 

• NISPOM 

• NLT 
DOD Public Key Infrastructure 


PMO 

PKI 

Program Management Office 
Problem Report 


PWS 

• PR 

Performance Work Statement 

OCONUS 
 Outside the Continental United States 

OPSEC 
 Operations Security 

OS 
 Operating System 

RFS 
 Recoverable File System 

SAEDA 
 Subversion and Espionage Directed Against the Army 

Spot Bid • SB 
Standard Carrier Alpha Code 


SDDC 

SCAC 

Surface Distribution and Deployment Command 
i SDS Service Delivery Summary 
·SDT Software Development Test 


SED 
 Shipper's Export Declaration 

SMO 
 Security Management Office 


Small Packal.!:e Express
• SPE 
SPLCs Standard Point Location Codes 

iSQL Structured Query Language 

SRC 
 Systems Response Center 

.SRR Security Readiness Review 
i STIG Security Technical Implementation Guide 


SVD 
 Software Version Description 

TA 
 Trusted Al?,ent 

TAV 
 Total Asset Visibility 

• 

TEOW Tender Entry on the Web 

TFG 
 Transportation Facility Guide 

TOAD 
 Tools of Oracle Application Development 

TRANSFORM 
 Transportation for the Relief of Mankind 

TTC 
 Tailored Transportation Contract 

UIC 
 Unit Identification Code 

USTRANSCOM 
 United States Transportation Command 

VAL 
 Visit Authorization Letter 

VAR 
 Visit Authorization Request 

WSB 
 Work Breakdown Structure 

XML 
 eXtensible Markup Lanl.!:ual.!:e 

http:Lie.htweie.ht
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Appendix B 

APPLICABLE DOCUMENTS 

Applicable Documents. The GFM system's logic is based largely on functional business processes that are 
governed by the following regulations: 
Defense Transportation Regulation (DTR) 

Code of Federal Regu lations (CFR) 49 Hazardous Materials 
Military Standard Tender Instruction Publication (MSTIP) No. 364 
MTMC Freight Traffic Rules Publication No. lOA (MFTRP NO. lOA) [Movement of Freight via Rail] 

• US Customs 
• Other DOD regulations, policies, and procedures associated with commercial freight transportation. 

FEDE RAL AND DOD REGULATIONS 

Code of Federal Regulations, 29 CFR, Labor, Part 4, Labor Standards for Federal Service Contracts, 
27 October 1983. 

Code of Federal Regulations, 29 CFR, Labor, Part 1910, Occupational Safety & Health, I July 
2002. 
Federal Acquisition Regulation (FAR), Volume I, Parts 1 to 51, September 200 I. 
Federal Acquisition Regulation (FAR), Volume II, Parts 52, 53, & Index, September 2001. 
Defense Federal Acquisition Regu lation Supplement (DFARS), 17 August 1998. 
DOD 4500.9-R, Defense Transportation Regulation. 
DoD 5220.20-M, National Industrial Security Program Operating Manual (NISPOM) 
DOD Directive 5200.28, Security Requirements for Automated Information Systems (AIS) 
DOD Instruction 5200.40, "Department of Defense Information Technology Security Certification and 

Accreditation Process (DIACAP). 
DOD-STD-8120.2-M (Draft), Automated Information System Life-Cycle Management Manual, May 1995 
DOD Directive 8500.1, Information Assurance (lA). 
DOD Instruction 8500.2, Information Assurance (lA) Implementation. 
DOD Instruction 5220.22-M, National Industrial Security Program Operating Manual 
DOD Instruction 2000.16, DOD Antiterrorism Standards 
DOD Instruction 2000.12, DOD Antiterrorism (AT) Program 
DOD 5200.I-R, 
DoDAF, DoD Architecture Framework (current version) 
DOD Instruction 3020.37, Continuation of Essential DoD Contractor Services During Crises 

ARMED SERVICES REGULATIONS 

Army Federal Acquisition Regulation Supplement (AFARS), October 2001. 
AR 25-2, Information Assurance 
AR 25-3, Army Life Cycle Management of Information Systems, 15 October 1989 
AR 25-9, Army Data Management and Standards Program, 25 September 1989 
AR 380-5, Department of the Army Information Security Program. 
U.S. Army Information Systems Engineering Command (USAISEC) Regulation 702-2, Preparation of 

Documentation for Test and Evaluation of Information Systems, 19 July 1990 
AR 735-5, Policies and Procedures for Property Accountability, 10 June 2002. 
SDDC Regulation 37-10, Financial Management-Contract Pay, 1 May 1989. 
SDDC Regulation 190-1, SDDC Security Program. 
SDDC Regulation 715-1, SDDC Procurement Instructions. 
AR 380-67, Army Personnel Security Program 

CHAIRMAN OF THE JOINT CHIEFS OF STAFF INSTRUCTIONS 
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CJCSI 3170.0 I-F, Joint Capabilities Integration and Development System 
CHAIRMAN OF THE JOINT CHIEFS OF STAFF MANUAL 
CJCSI 6212-0 I-A, Operation of the Joint Capabilities Integration and Development System 

PUBLICATIONS 

FM 19-30, Physical Security. 

SDDCEA PAM 37-1, Financial Administration. 

Defense Information Infrastructure Common Operating Environment (DII COE) guidelines. (M) 

DA Pamphlet 73-1, Test and Evaluation Guidelines, 16 October 1992. (M) 

Documentation for Test and Evaluation of Information Systems, I9July 1990. (M) 


Institute of Electrical and Electronics Engineers (IEEE)/Electronics Industries Association (EIA) Standard, 

IEEEIEIA 12207; "Information Technology - Software Life Cycle Process." (A) 

ODISC4 Letter of Instruction for Major Automated Information Systems (AIS) Reviews, 3 December 1992. (A) 
Section 508 of the Disability Rehabilitation Act. (A) 

Note: To view Army regulations click on http://www.usapa.army.mil 
To view DOD publications click on http://www.dtic.mil/whs/directives 

(End of Summary of Changes) 
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SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES 

SECTION SF 1449· CONTINUATION SHEET 

SOLICIT ATIONfCONTRACT FORM 

The total cost of this contract was increased by $2,000.00 from $5,413,378.00 to $5,415,378.00. 

SUPPLIES OR SERVICES AND PRICES 

SUBCLIN 1003AC is added as follows: 

ITEM NO SUPPLIESfSERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
1003AC Dollars, $2,000.00 

U.S. 
Funding for CLIN 1003 

COST 

Travel lAW PWS Para 4.3. Operating Funds. 

FOB: Destination 

PURCHASE REQUEST NUMBER: W81GYEOl40G602 

SIGNAL CODE: A 

ESTIMA TED COST $2,000.00 

ACRN AJ $2,000.00 
CIN: W81GYEOl40G6020000AA 

ACCOUNTING AND APPROPRIATION 

Summary for the Payment Office 

As a result of this modification, the total funded amount for this document was increased by $2,000.00 from 
$5,413,378.00 to $5,415,378.00. 

SUBCLIN 1003AC: 
Funding on SUBCLIN 1 003AC is initiated as follows: 

ACRN: AJ 

CIN: W81GYEOl40G6020000AA 

Acctng Data: 97 X 4930 FD30 0 E3 35 7780 TTTADPHOOOO 8000 252G W81GYEOI40G602 389900 

Increase: $2,000.00 

Total: $2,000.00 

http:2,000.00
http:2,000.00
http:5,415,378.00
http:5,413,378.00
http:2,000.00
http:2,000.00
http:2,000.00
http:5,415,378.00
http:5,413,378.00
http:2,000.00
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INSPECTION AND ACCEPTANCE 

The following Acceptance/Inspection Schedule was added for SUBCLIN l003AC: 
INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY 
N/A N/A N/A Government 

(End ofSummary of Changes) 
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SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES 

SECTION SF 1449 - CONTINUATION SHEET 

SUPPLIES OR SERVICES AND PRICES 

CLiN 2005 

The CLIN description has changed from Labor to Labor· OPTIONAL. 


The following have been modified: 
PWS 

PERFORMANCE WORK STATEMENTSYSTEM DEVELOPMENT, MAINTENANCE, AND 
SUSTAINMENT FOR THE GLOBAL FREIGHT MANAGEMENT SYSTEM (GFM) 

30 July 2010 

1.0 	Description of Services 

1.1 Background. The Military Surface Distribution and Deployment Command (SDDC) is the surface 
transportation component of the United States Transportation Command (USTRANSCOM). SDDC's primary 
functions include worldwide port operations, global traffic management, deployabiJity ability engineering, and 
development ofintegrated transportation systems. SDDC's Deputy Chiefof Staff for Information Management
Chief Information Manager (lM/CIO) supports SDDC's mission by designing, developing, implementing, and 
operating standard Department of Defense (DOD) transportation systems for which SDDC has been assigned 
responsibility. The Surface Cargo Branch supports the SDDC mission by managing the Global Freight Management 
System (GFM). GFM is the capstone automated execution system ofthe Defense Transportation System (DTS) for 
the movement of domestic freight. It is also used to a certain degree as an outside the continental United States 
(OCONUS) shipping tool. GFM consists ofa Host computer and database located at Scott Air Force Base (AFB), 
Illinois. Users access the GFM system through the Electronic Transportation Acquisition (ETA) System via an 
Internet connection. 

1.2 Scope. The scope of this effort is to provide the necessary contractor services in support for migration of the 
GFM system in the following primary system development, maintenance, and sustainment areas: 

Project Management and/or Administration 
Information Technology (IT) Operations 
Integration Services 
IT Software Design, Development, Maintenance, and Sustainment 
Web Based Electronic Commerce 
System Training 
Software Testing 
Customer Service Liaison Support 

• 	 System Documentation 

Security 


GFM is a complex, n-tiered system comprised of many components The GFM system is comprised of 14 
applications written by GFM contracted developers. Most of these applications are developed using Java, which are 
hosted on Apache and JBoss application servers. There are two databases, Oracle and IBM's UniData. Many 
Trading Partners interact with GFM using Electronic Data Interchange (EDI) files, and GFM uses applications to 
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handle the data translations, Sterling Commerce's GenTran: SERVER and custom code written in UniBasic (a 
programming language for manipulating data in UniData databases). Some Trading Partners interact with GFM 
using eXtensible Markup Language (XML) file exchange and web services.UniData is the programming 
language/database management system that is the foundation of the GFM suite of applications. 

Extensive UniData expertise is critical in supporting and implementing future changes to the existing software 
system. It remains the Government's intent to use Commercial-Off-the-Shelf (COTS) software products as much as 
practical. These products should be "best of breed" commercial software that meets the Government's 
requirements. Moreover, these products should be widely accepted by industry and Government organizations to 
ensure sustainability over the life span of this program and the supported software products. Using industry 
standard Internet browsers, normal Internet connectivity and Non-Secure Internet Protocol Router Network 
(NIPRNET), users shall have real-time, on-line access to the GFM System. GFM provides DOD traffic managers 
with an information management system for the procurement of commercial freight transportation services in 
peacetime and wartime, with the emphasis on service, economy, and readiness. Functions provided through GFM 
include carrier selection, costing, shipment documentation (to include customs and hazardous material), and 
management of DOD freight movements. Additionally, GFM supports prepayment audits of carrier freight bills 
submitted to the Defense Finance and Accounting Service (OF AS) or US Bank's PowerTrack payment system, as 
well as shipment information on Defense assets, to include in-transit visibility data in support of readiness. The 
system also supports post payment audits that are conducted by the General Services Administration (GSA). In 
addition to providing information to installation level transportation offices, the GFM system uses EDI and XML to 
exchange information with a variety of collateral automated information systems, such as the USTRANSCOM 
Global Transportation Network (GTN). These interchanges assist with the facilitation of Total Asset Visibility 
(TA V) and In-transit Visibility (lTV) of freight movement assets. 

1.2.1 Module Descriptions. The current GFM applications listed below: 

• 	 Transportation Facility Guide (TFG) 
• 	 Spot Bid 
• 	 Rate Quotation 
• 	 Small Package Express (SPE) 
• 	 Shipper's Export Declaration (SED) 
• 	 Transportation for the Relief of Mankind (TRANSFORM) 


Freight Acquisition Shipping Tool (FAST) 

Discrepancy Identification Systems (DIS) 

Customer Added Value Suite (CAVS) 


• 	 Tender Entry on the Web (TEOW) 

Freight Carrier Registration Program (FCRP) 

In-transit Visibility (lTV) 


• 	 Carrier Reports 
• 	 GFM Training Simulator and Tutorials 

These complex subsystems perform a wide range of functions and interface with a large number of systems external 
to SDDC. Following is a brief description of each GFM subsystem: 

a) Spot Bid. Spot Bid is used to build and execute one-time, expedited, over-weight and over-dimensional 
shipments. It can also be used to elicit carrier bids for shipments when no matching carrier tender bids are available 
on the GFM Host. Spot Bid utilizes links to the existing GFM databases and provides integrated "Best Value" logic. 
All bids submitted against Spot Bid shipments reflect an all-inclusive expense representing line haul, accessorial 
charges, and any additional expenses anticipated to support that particular shipment. 

b) Transportation Facilities Guide (TFG) provides transportation facility information used to determine proper 
routing for DOD freight. 
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c) Rate Quotation. The Rate Quotation Access System designed to give users the ability to retrieve cost 
estimates based on specific shipment data. A user can process multiple requests at a time using numerous 
commodities and Standard Point Location Codes (SPLCs). 

d) Small Package Express (SPE). Small Package is an Internet-based application that is accessible from the 
GFM Main Menu. Small Package is designed to allow users to ship small packages weighing 150 pounds or less by 
entering shipment information for both domestic and international shipments and transmitting that information 
directly to commercial carriers. The shipping method is based on GSA and Air Mobility Command (AMC) 
contracts with Commercial Carriers and all PowerTrack carriers. Both Continental United States (CONUS) and 
OCONUS air shipments are supported. The application also provides the following features:Small Package utilizes 
links to GFM databases allowing the automatic entry of address and appropriation information. Shipment 
information is stored so that historical reports may be generated. 

e) Shipper's Export Declaration (SED). The SED system communicates relevant export information for 
qualifYing shipments from FAST, Spot Bid (SB), and SPE to the U.S. Census Bureau's Automated Export System 
(AES). SED interfaces with FAST, SB, and SPE. Each application sends pertinent shipment information for 
shipments that are identified as SED shipments to Gem's SED system for eventual submittal to the AES system. 
The interface between GFM and AES provides for data transmission to AES as well as receiving information 
regarding acceptance of information transmitted to AES. 

f) Transportation for the Relief ofMankind (TRANSFORM). GFM supports TRANSFORM, a non-profit 
program that negotiates free or discounted shipping for international humanitarian donations. 

g) Freight Acquisition Shipping Tool (FAST). FAST is used to build and execute Tailored Transportation 
Contract (TIC) and voluntary traffic shipments utilizing GFM databases containing SPLCs and commodity 
information, carrier tender bids, and user-maintained address and appropriation information. The major features of 
FAST include real-time rating and ranking ofcarrier tender bids, SDDC Operations Center intervention, bill of 
lading (BL) generation, and Internet accessibility. 

h) Discrepancy Identification Systems (DIS). The DIS application consists of the DIS US Government 
Standard Form (SF) 361 and DIS Management Information Reports. 

• 	 The SF 361 is used by shippers and receivers (mainly receivers) to record and track various shipment 
discrepancies regarding the movement of government cargo worldwide. It is also used as a claims form by 
DFAS. It is used to settle Claims on behalf of the US Government for discrepant shipments. 

• 	 The DIS Management Information Reports are used to view and print the status of various shipment 
discrepancies regarding the movement ofgovernment cargo worldwide. Seven DIS Management 
Information Reports are generated from the data gathered. 

i) Customer Added Value Suite (CAVS). CAVS provides view and print capability for carrier tender and bill 
oflading information retrieved from the GFM Host database via the Internet. CA VS includes the following 
modules: 

Tender View allows user's access to tenders that reside on the GFM Host. It provides shippers the 
capability of viewing and printing tenders on file for carriers who provide service to their respective 
locations. 
Completed Shipments provides users the ability to review shipments completed using the GFM system. 
Bill of Lading View provides users the ability to view and print BL information. This information is 
accessible for payment reconciliation, clarification of shipment services rendered, and lTV. 

• 	 CA VS Downloads allows users to download tender and shipment information from the GFM Host. 

j) Tender Entry on the Web is used by carriers to electronically enter voluntary, negotiated, and foreign 
military sales tenders. 
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k) Freight Carrier Registration Program (FCRP). FCRP streamlines the carrier qualification process and is 
used by carriers to obtain approval to transport freight for the DOD. FCRP provides the SDDC and other DOD 
agencies with the following abilities: 

Application processing facilitation for SDDC Operations Center personnel 

Automated Standard Carrier Alpha Code (SCAC) validation 

Automated PowerTrack certification verification 

Automated updates to the DOD approved carrier list 


• Access to management reports 
• Maintenance of historical application data 
• Maintenance of communications history between carriers and SDDC Operations Center personnel. 

I) In-Transit Visibility (lTV). lTV provides OOD approved carriers with the ability to submit in-transit status 
information on DOD shipments to the GTN. BL data from the DOD shipping systems is automatically available to 
the assigned carrier in lTV. Carriers registered to use lTV may elect to receive notification via email when a newly 
tendered shipment is availa Ie for tracking in lTV. Carriers may use lTV, their own proprietary system, or an external 
commercial service provider to submit shipment status data to the GTN. As status events are submitted through lTV, 
GFM generates the EDI file in the proper format and transmits the data to GTN. 

1.2.2 GFM External Interfaces. 

1.2.2.1 Environment. The operational systems span several platform types: Operating Systems, databases, and 
integrated custom-written software with COTS applications. The GFM system uses predominantly COTS software and 
hardware to develop and operate the system. 

1.2.2.2 Development Software. Oracle relational database management system (RDBMS)rrools, Oracle Forms 109, 
RDBMS Java Development Kit (JDK) 1.5_06, Sterling's GenTran EDI Server Translation Software, Serena Team 
Track, Apache 2.0.55, JBoss 4.0.3 SPI, JAVA, UniData 7.1 UniBasic, C, CVS Version Manager, Active Server Pages 
(ASP), JavaScript, Visual Basic Scripting Edition (VBScript), and Unix shell scripts. Version numbers are subject to 
change. 

Platforms: The GFM database and applications reside on multiple platforms and in multiple environments. GFM 
primary Production system resides in Building 1575 on Scott AFB, IL. (b)(1 )1.4.(a) 

(b)(1 )1.4.(a) 
(b)(1)1.4.(a) In addition to the Production and COOP environments, GFM has an Independent 

Verification and Validation (IV &V) environment that mirrors Production and a Development I Quality Assurance 
environment used for development. See embedded spreadsheet for a list of hardware types. This list is updated as 
required to ensure GFM can support the Warfighter. 

Hardware & Type 
SUN CISCO 
SUNFIRE T2000 Cisco Catalyst 3560G 
SUNFIRE V21 0 Cisco Catalyst 3560G 
SUNFIRE V890 Cisco Catalyst 3560 
SUNFJRE V490 
StorEdge 3510 Dell 
SUNFIRE 280R Dell PowerEdge 2950 

Dell PowerEdge 1650 

Brocade Switch Dell PowerVault MDIOOO 
Brocade Silkworm 4100 
Brocade Silkworm 4100 BlueCoat 

Bluecoat BC400-1 
HP Bluecoat BC400-2 
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IHP Procurve 2524 IBlueCoat SG51 O-C -Hazel 

Relational Databases: Relational databases used include IBM UniData 7 (or higher), Oracle Database-Enterprise 
Edition 10 (or higher), and Microsoft Access. 

Operating Systems: The Sun servers run Sun Solaris 2.9 and 2.10, Veritas Volume Manager 3.5 and Sun Cluster 
3.1. The DelllRed Hat Linux servers run Red Hat Enterprise Linux 4. The DellfWindows Server 2003 servers run 
Windows Server 2003 Service Pack (SP) 2. The versions of OS as well as Sun Cluster are subject to upgrade. 

Other COTS Software Packages: In addition to the above, the following software packages are used for 
development and systems support 

ICOTS Software 
XML Spy Oracle Application Server 

! Accuterm Paint Shop Pro 7.0 
Adobe Photo Shop RoboHelp 
Apache HTTP Server Secure Shell (SSh) 
Apache HTTP Server Secure Shell File Transfer Protocol 

(SFTP) 
Authorware SERENA TeamTrack 
Concurrent Versions System (CVS) Shipapi 
Cygwin Siebel 7.8 
Dream Weaver Sterling Commerce Gentran:SERVER 

Eclipse Sun Workshop Compiler C 
ERWIN Tomcat 
Firefox Tool for Application Developers (TOAD) 
Flash UniData Guide 
Java 2 Enterprise Edition 
180ss Application Server 
JBoss Console 

As technologies continue to advance during the period of performance, these products shall continue to be upgraded 
and/or replaced. 

1.3 Specific Tasks. 

1.3.1 Task Area 1 - Program Management Support. Program Management Support involves assisting SDDC 
program managers in conducting oversight and management of GFM programs. Program Management is comprised 
of Program Support, Life Cycle Support, and Planning Support. Support includes, but is not limited to Work 
Breakdown Structure (WBS) Analysis, Project Schedule and Control, Project Management (Scope Management), 
and System Life Cycle Management. The contractor shall prepare a Management Plan for Government approval 
within 30 days of award. The document shall be a living document and changes shall be submitted to the 
Government on a quarterly basis following initial submission. The Contractor shall prepare a monthly status report. 
The contractor shall develop and maintain detailed WBSs to identify events and schedules required for the 
development, testing, training, documentation, and implementation of software changes, enhancements, and 
solutions. Provide WBS no later than (NL T) the 5th working day after requested. 

The contractor shall create and maintain a set ofcoding standards and an Application Configuration guide In 
Accordance With (IA W) Defense Information System Agent (DISA) Application Security and Development 
Security Technical Implementation Guide (STIG). The contractor shall support the Government Program Manager 
in the planning and tracking of projects, to include schedules, risks, and associated contractor costs and resource 
utilization. Support includes providing timeline and cost estimate rough orders of magnitude for project planning, 
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and providing project planning and tracking information via various forms ofwrinen and/or verbal communications, 
such as email, information papers, discussions, and meeting status reporting. Proactively provide project planning 
and tracking information to the government via various wrinen and verbal means. The contractor shall provide 
project planning and tracking information as requested by the Government. 

1.3.2 Task Area 2 - GFM Software Development & Maintenance. The contractor shall provide technical 
assistance to the GFM Program Management Office (PMO) in the resolution ofopen software PRs and in adding 
new functionality identified as software ECPs. The PRIECP resolutions shall be incorporated into the baseline using 
software versioning methodology. The contractor shall prepare a document containing resolutions and test results 
for the PRslECPs contained in each software version. The contractor shall provide a completion status of all 
PRsIECPs. The contractor shall design system applications and integration efforts to enhance/improve the 
performance and efficiencies ofGFM software modules and applications. The contractor shall prepare a document 
containing resolutions and test results for the PRslECPs contained in each software version. The contractor shall 
develop and maintain Unix shell scripts and C Programming scripts to interface with GFM's GenTran servicers. 

) .3.3 Task Area 3 - Bills of Lading (BLs). The contractor shall provide for electronic transfer of BLs among all 
GFM trading partners through the development and maintenance of software and the monitoring ofBL file 
transmissions. Additionally, the contractor shall develop/maintain the capability to cost and select for traffic 
currently moving under BLs in order to assure that the Government acquires the best value. The contractor shall 
enable the system to produce electronic and hardcopy BLs. The contractor shall ensure that the electronic files are 
available for transmission to GFM Trading Partners (TPs). 

1.3.4 Task Area 4 - Tailored Transportation Contract (TTC) Interface. The contractor shall maintain a current 
set ofTTC tender rates on the GFM Host database. The contractor shall enter tender rates via a manual mode when 
necessary. The contractor shall continuously enhance this interface as necessary. Government acceptance as 
detailed by review of rates uploaded to the GFM Host System. The contractor shall maintain the process of 
uploading TIC Rates received via electronic spreadsheets. 

1.3.5 Task Area 5 - Remote Carrier Access. The contractor shall provide the capability for commercial carriers 
to access the GFM CA VS, FCRP and TEOW applications from remote locations and obtain shipment Requests and 
Responses, Standard Tender of Freight Services, and Bills of Lading information. The contractor shall support and 
enhance the automated process of carriers accessing CA VS, FCRP, and TEOW via the Internet. 

1.3.6 Task Area 6 - Tender Management. GFM currently provides a central database of DOD commercial 
transportation tenders. Additional modes are added to this database as additional Standard Rules and Tender 
Formats are developed. The contractor shall continue to develop and implement software for all supported modes of 
transportation. Using an automated process, the contractor shall maintain and update all tender formats approved 
and submitted by Government agencies. 

1.3.7 Task Area 7 - Software Application Optimization Enhancement. The contractor shall enhance and 
improve the existing GFM application software and/or its applications to ensure maximum system optimization. 
The contractor shall maintain/sustain the software development system and assist in urgent analysis for the 
production system when required, daily activities include systems configuration and operation. The contractor shall 
optimize system operation and resource utilization. The contractor shall conduct performance tuning to obtain 
systems optimization for maximum application workload while maintaining historical performance data to be used 
as a benchmark. Software development and maintenance shall not cause a digression ofthe current system's 
performance. 

1.3.8 Task Area 8 - Server System Administration. The contractor shall provide technical expertise in the area of 
administration ofweb and application servers to the GFM PMO. The contractor shall monitor and provide 
maintenance for all Apache Web Servers and 180ss Application Servers across the GFM software environments. 
The contractor shall administer .TBoss applications, install and configure J2EE, configure application resources, 
modifying logging properties of Application Servers, configuring Security, administering the environment using the 
Web-based Admin Console or command line tools, and monitor 180ss performance using Jconsole utilities. The 
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contractor shall deliver application code to JBoss application servers. This includes configuring JDBC data sources, 
Hibernate options, deploying EJB3 services, deploying EAR, JAR and WAR files, and implementing JMX. 

The contractor shall maintain a custom configuration of JDBC connection pools within JBoss to minimize 
application down time, maintaining MBean APls for custom tuning and deployment, tuning threads through the 
Tom Cat servlet container to prevent deadlocks, analyzing thread dumps to troubleshoot, documenting issues, and 
making recommendations for performance improvements. The contractor shall provide 24x7 Apache Web Servers 
and JBoss Application Servers monitoring and assistance. 

1.3.9 Task Area 9 - Electronic CommercelEDl (ECIEDl) Support. The contractor shall provide highly qualified 
and trained personnel to build and/or support the technical infrastructure needed to support ECIEDI. This support 
shall include, as a minimum, an integrated software system that includes ECIEOl translation software, 
communication software and application software. Personnel shall possess detailed technical knowledge of EDI 
ASC X.12 Transportation Standards, DOD Implementation Conventions, data requirements, and software associated 
with the system. 

The contractor shall be responsible for providing proven expertise to include but not limited to; creating and 
maintaining Trading Partner profiles within the Sterling Commerce GenTran Server, initiate, establish and maintain 
GFM Trading Partner interfaces using secure shell, creating and maintaining Unix shell scripts and C programs to 
transfer and consolidate files between GFM servers and the cron jobs that schedule them, maintenance of 
customized Unix shell scripts to start up and shut down the Sterling Commerce GenTran Server. 
In addition, the contractor is required to support, upgrade and trouble shoot GFM EDI issues and provide 
documentation and recommendations for solution and application enhancement. The contractor shall assist with 
loading, testing, and operation of GENTRAN Server Software. The contractor shall setup interfaces for outbound 
and inbound system traffic. The contractor shall provide 24x7 GENTRAN Server software monitoring and 
assistance. 

1.3.10 Task Area 10 - Database Management Systems (DBMS) Oracle Administration. 
The contractor shall provide database administration remotely or on site and shall provide assistance and technical 

expertise in the identification, design, and development of the GFM Oracle databases and existing database 
elements. The Contractor shall use the OlSA Database STiG as a tool to improve DBMS Security, run the Oracle 
Security Readiness Review (SRR) Evaluation Scripts, and use the Oracle Database Checklist to ensure Oracle is 
properly installed, implemented, and managed in a way that is secure. 

The contractor shall provide Oracle database administration and technical expertise in the identification, design, and 

development ofthe GFM databases and existing database elements. These administration services will include but 

not be limited to: researching and applying critical Oracle patch updates and reviewing installation documentation, 

performing upgrades as required to the Oracle database, monitoring Oracle file size, requesting and applying 

additional disk space to the Oracle files. The contractor shall provide Oracle database administration in the design, 

creation, implementation, and maintenance of complex Oracle databases with respect to access methods, access 

time, device allocation, validation checks, organization, and security. The contractor shall be familiar with SDDC 

Oracle database disaster recovery programs (Oracle Archive Logging/COOP) and business resumption planning. 

The contractor shall provide Oracle database administration in the form of simulation testing across all GFM 

platforms and assist in the testing of contractor-developed software in regards to Oracle databases. The contractor 

shall provide 24x7 database administration system monitoring and assistance. 


1.3.]] Task Area II . Database Management Systems (DBMS) Unidata Administration. 

The contractor shall provide database administration remotely or on site and shall provide assistance and technical 

expertise in the identification, design, and development ofthe GFM Unidata databases and existing database 

elements. 


The contractor shall provide expert Unidata system and database administration. The contractor shall update UNIX 

and GFM specific Unidata kernel configuration files, adding directories, creating and sizing Unidata files, creating 

new Unidata accounts, and perform backup and recovery files. The contractor shall optimizing Unidata within the 

current GFM architecture/environment, ensuring system resources are kept at optimum levels. The contractor shall 
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deploy UniObjects within the Unidata database, diagnose UniObject problems and provide appropriate solutions to 
the GFM Java development staff. The contractor shall customized UniObject pooling mechanisms and applies 
appropriate actions as necessary. The contractor shall be responsible for administrating UniData's Recoverable File 
System (RFS) to ensure that log files are sized appropriately and that the RFS files are monitored on a daily basis. 
The contractor shall provide long-range requirements for Unidata database design and administration. The 
contractor shall provide 24x7 database administration system monitoring and assistance. The contractor shall 
provide 24x7 database administration system monitoring and assistance. 

1.3.12 Task Area 12 Software Reviews. The contractor shall conduct software reviews, and participate in 
briefings, walkthroughs, and/or prototype demonstrations. The contractor shall accurately record the proceedings 
and develop the meeting minutes that shall be provided to the GFM PMO in accordance with the schedule identified 
in the Deliverable Delivery Summary. 

1.3.13 Task Area 13 - Documentation Archive Library. The contractor shall maintain the single, centralized 
electronic library in a Government-provided storage location, which contains all GFM documentation determined by 
the Government for storage in the library. This library shall be made available for all GFM staff to review at their 
discretion. The electronic file structure for this library is at the contractor's discretion, subject to Government 
approval, and shall be organized to ensure logical presentation of documentation for system activities and reports. 
The contractor shall maintain a centralized electronic library that contains appropriate sub-folders for individual 
activities. 

1.3.14 Task Area 14 - Software Development Test (SDT). The GFM software developer shall conduct the 
appropriate number ofsuccessful Software Development Tests (SDT) before releasing software to the GFM PMO. 
The contractor shall develop a Software Development Test Plan, conduct a SDT, and develop a SDT Test Results 
Report for each software PR and ECP incorporated. The contractor shall ensure that regression testing is conducted 
on all software changes and development prior to forwarding for Independent Verification and Validation (lV&V) 
Testing. The developer shall ensure the software is error and abort free and shall verifY interoperability and 
integration with interfacing systems. Performance Objective: Performance Measures: Government acceptance of 
Test Plans and Test Results Report for all PRs and ECPs implemented. The contractor shall perform system tests to 
include SDTs and regression testing. The Government will accept Test Plans and Test Results Reports for all PRs 
and ECPs implemented. 

1.3.15 Task Area 15 - Software Version Description (SVD). The contractor shall prepare a SVD for each 
software release and present the SVD to the Government no later than five (5) workdays after deployment of the 
application. The SVD shall identifY and describe an inventory of materials to be released, software/applications 
contents, changes to be installed, adaptation of data, related documents, installation instructions, and possible 
problems and known errors. The contractor shall prepare an SVD for each software release. 

1.3.16 Task Area 16 - Documentation Support (Optional). The contractor shall create technical documentation 
for the GFM Project in accordance with the Institute of Electrical and Electronics EngineerslElectronic Industries 
Association Software Life Cycle Process, (IEEEIEIA 12207.1-1997) standards, DOD Security Regulation Guidance, 
and DISA Checklist, Scripts and Guides. In addition to the IEEE standards, the contractor shall provide internal 
standards ofwriting specific to the GFM Project to ensure consistency ofdelivery and presentation. Documentation 
provided shall include, but is not limited to System Requirement, Interface Requirement, Database Description 
Documents (DDD), Web Services document. and system-user document. The contractor shall prepare technical 
documentation for the GFM Project. 

1.3.17 Task Area 17 Configuration Management (eM). The contractor shall prepare and revise CM related 
documentation, keep current and participate in activities that control changes to the mUltiple GFM subsystems that 
are developed or modified. The contractor shall also develop and maintain a software library that contains source 
and object code for the GFM software. Software changes are currently managed with the Concurrent Versions 
System (CYS). As a safeguard software code shall also be stored on external electronic media with a listing of 
contents ofthe deliverable, including LAN server based files and those databases and files associated with COTS 
products. The contractor shall provide electronic notice of software releases to the GFM Program Manager and 
other program management office government and contractor personnel who have a need to know. The contractor 
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shall prepare and revise CM related documentation and external electronic media for physical site and electronic 
library storage. 

1.3.18 Task Area Deployed System Sustainment. The contractor shall assign an individual to act as a Tier II 
customer assistance liaison between the SDDC Systems Response Center (SRC) and the GFM PMO. Problems that 
cannot be resolved by the SRC shall be elevated to the GFM Tier II liaison for resolution. The Tier II liaison shall 
support all GFM software modules and applications. The contractor shall provide software problem resolution and 
customer assistance support to the SRC on a daily basis, utilizing its technical and functional expertise. The 
contractor shall provide monthly statistics that include number of service requests elevated to the Tier II liaison and 
percentage of time spent on training and problem resolution validations. 

1.3.19 Task Area 19 - Distance Learning. The contractor shall develop, implement, and sustain a Distance 
Learning Program (DLP) for the GFM suite of applications. This DLP shall be developed using commercially 
available, proven technologies and techniques, and shall be tailored to match multiple learning styles. It shall be 
designed to reduce and minimize Government investment and sustainment costs. The DLP shall also include 
promotional notices to the user community upon notification prior to software release. The DLP program shall be 
developed consistent with GFM's compressed developmental strategy and must be executed efficiently and 
effectively. The contractor shall ensure integration of these products with the existing developmental strategies of 
GFM and current training. The contractor shall ensure that all training and learning tools are updated consistent 
with and are synchronized with software upgrades and version releases. On a limited case-by-case basis, the 
contractor shall be required to conduct system information briefings, training sessions, and system demonstrations at 
Government meetings, symposiums, workshops, conferences, and other events. The contractor shall develop, 
maintain, and sustain a GFM Distance Learning Program. The Government will review, evaluation, and accept DLP 
releases. 

].3.20 Task Area 20 - Contractor Management Requests (CMRs). The contractor shall assist the GFM PMO in 
the resolution of CMRs. Resolutions may be in the form of correction of data issues; training andlor meeting, 
symposium, workshop, or conference support; response to Freedom of Information Act inquiries; analysis/impact 
studies; support for data calls; andlor generation of various reports. The contractor shall correct CMR items by the 
government approved suspense date. The Government will accept resolutions for the CMR item. 

1.3.21 Task Area 21 - Information Assurance (fA). 

1.3.21.1 Sub Task] - Certification And Accreditation (C&A). The Contractor shall design, develop, engineer, 
and implement GFM security solutions lAW DoD Information Assurance Certification and Accreditation Process 
(DIACAP). The Contractor shall identifY. implement and manage IA controls, validate IA controls activities. and 
conduct IA controls reviews. The contractor shall execute OISA Oracle SRR Evaluation Script, apply OISA 
Application Security and Development. Application Service, and Database STIGs, and perform DISA Security 
Checklists, Application Security and Development Checklist, the Application Services Checklist, Database, and the 
Best Practices Security Checklist. The contractor shall develop, analyze, and implement security architecture for 
GFM, perform risk analysis and security audit services, and develop security documentation lAW with DOD 
Security Regulation Guidance. The contractor shall prepare andlor assist the Government in preparing the OIACAP 
documentation requires for an Authorization to Operate (A TO). 

1.3.21.2 Sub Task 2 - Information Assurance Vulnerability. The Contractor shall implement system changes as 
necessitated by IT security notifications, the Information Assurance Vulnerability Management Program or as 
required by Information Assurance Program Manager (IAPM). The Information Assurance Vulnerability 
Management Program frequently issue Information Assurance Vulnerability Alerts (lAVAs) that give notification of 
recently discovered vulnerabilities, specifY deadlines for acknowledging receipt of the notice, and specifY deadlines 
for implementing any corrective actions. such as a system patch or disabling of system services. The Contractor 
shall acknowledge lAVAs within the Asset & Vulnerability Tracking Resource (A VTR) Data Base within 5 
working days of receipt. The contractor will successfully take the corrective action specified by lAVAs within the 
specified deadline. 98% of the time. 
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1.3.22 Task Area 22 - Contractor Manpower Reporting. The Contractor shall document their manpower in 
accordance with the following guidelines. The Office of the Assistant Secretary ofthe Army (Manpower & Reserve 
Affairs) operates and maintains a secure Army data collection site where the contractor will report ALL contractor 
manpower (including subcontractor manpower) required for performance of this contract. The contractor is required 
to completely fill in all the information in the fonnat using web address https:llcmra.army.mil/or as provided by the 
Government. The required infonnation includes: (I) Contracting Office, Contracting Officer, Contracting Officer's 
Technical Representative; (2) Contract number, including task and delivery order number; (3) Beginning and ending 
dates covered by reporting period; (4) Contractor name, address, phone number, e-mail address, identity of 
contractor employee entering date; (5) Estimated direct labor hours (including sub-contractors); (8) Predominant 
Federal Service Code (FSC) for each sub-contractor if different); (9) Estimated data collection cost; (10) 
Organizational title associated with the Unit Identification Code (UIC) for the Anny Requiring Activity (the Army 
Requiring Activity is responsible for providing the contractor with its UIC for the purposes of reporting this 
infonnation); (II) Locations where contractor and sub-contractors perfonn the work (specified by zip code in the 
United States and nearest city, country, when in an overseas location, using standardized nomenclature provided on 
website); (12) Presence of deployment or contingency contract language; and (13) Number of contractor and sub
contractor employees deployed in theater this reporting period (by country). As part of its submission, the contractor 
shall also provide the estimated total cost (if any) incurred to comply with this reporting requirement. Reporting 
period will be the period of perfonnance not to exceed 12 months ending September 30 of each Government fiscal 
year and must be reported by 31 October of each calendar year. 

1.3.23 Task Area 23 - Transportation Tracking Number (TTN) (OPTIONAL) (Task Ends 30 September 
2011). The Contractor shall perfonn tasks necessary to implement TTN requirements IA W the TTN concept of 
operations, Attachment I. 

1.4.2 Deliverable Schedule Summary 

Deliverable Title Delivery Schedule 
Para 
PWS 

NLT 5th Work Day of the Month 1.3.1 Monthly status Report 
Management Plan Initial Plan 30 Days After Task Award; then 

updated ~uarterly 
1.3.1 

Work Breakdown NL T 5th Work Day after requested 
Structure 

1.3.1 

Work Breakdown Updated Database Design Specification NL T 10 
Structure 

1.3.1 
work days after software release 

1.3.12 Software Review NL T 10 workdays after meeting attached to the 
Minutes appropriate Team Track record. 
Documentation Documentation delivered 10 days after 
Archive Library 

1.3.13 
completion. 
NL T 5 work days prior to scheduled SDT start 

Test Plan 3.13 
1.3.14 Software Development 

NL T 10 work days after test completion 
Test Results Report 
Software Development 1.3.14 

Software Version days after release to production 
Description 

1.3.15 

Software Version I As required by the Government 
Description 

1.3.16 

NL T 5 work days after release to production 
Document/Code 
Software Baseline 1.3.11 

GFM Tier II Customer Once a Month 
Assistance Support 
Statistics 

1.3.18 

As required by the Government 
Deployment (Live 
Web-based Training 1.3.19 

https:llcmra.army.mil/or
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Meeting Sessions On-
Line) 

1.3.19 Web-based Tutorials 
for deployed software 

Updated NL T 3 work days after each software 
release 

1.3.19 System Information 
Briefs, Training 
Sessions, and 
Demonstrations 

As required by the Government 

1.3.20 Contractor 
Management Requests 

As required by the Government 

1.3.21.1 Certification And 
Accreditation 

As required by the Government 

1.3.21.2 Information Assurance Take the corrective action as specified by the 
lAVA 

1.3.22 I Document Manpower NL T 31 October of each calendar 
year. 

5.0 ~:ansition Summary 
eport 

NL T 15 work days following notification of PWS 
termination 

2. SERVICE DELIVERY SUMMARY 

The Services Delivery Summary (SDS) represents the most important contract objective that, when met, will ensure 
contract performance is satisfactory. Although not all PWS requirements are listed in the SDS, the contractor is 
fully expected to comply with all requirements in the PWS. 

PWS Para Performance Objective Performance Threshold 
1.3.1 The contractor shall develop and 

maintain detailed Work Breakdown 
Structures to identify events and 
schedules required for the 
development, testing, training, 
documentation, and implementation 
of software changes, enhancements, 
and solutions. 

98% of the deliverables are timely, 
complete, and accurate. 

1.3.1 The contractor shall support the 
Government Program Manager in 
the planning and tracking of 
projects, to include schedules. risks, 
and associated contractor costs and 
resource utilization. Support 
includes providing timeline and cost 
estimate rough orders of magnitude 
for project planning, and providing 
project planning and tracking 
information via various forms of 
written and/or verbal 
communications, such as email, 
information papers, discussions, and 
meeting status reportin~. 

98% of the deliverables are timely. 
complete, and accurate. 

1.3.2 The contractor shall prepare a 
document constraining resolutions 
and test results for the PRlECPs 
contained in each software version. 

98% of requested tasks and 
documents are completed per the 
Management Plan 
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1.3.3 The contractor shall enable the 
system to produce electronic and 
hardcopy BLs. The contractor shall 
ensure that the electronic files are 
available for transmission to GFM 
Trading Partners (TPs). 

98% ofBL's submitted to GFM 
shall be cost, sent out electronically, 
and stored for audit purposes. 

1.3.4 The contractor shall maintain the 
process of uploading TIC Rates 
received via electronic spreadsheet 

Upload ofTIC rates within one 
working day with a 100% input 
accuracy rate. 

1.3.5 The contractor shall support and 
enhance the automated process of 
carriers accessing CA VS, FCRP and 
TEOW via Internet 

Carriers access 100% of BL data 
submitted for rating to the GFM 
Host System via CA VS 

1.3.5 The contractor shall support and 
enhance the automated process of 
carriers accessing CA VS, FCRP and 
TEOW via Internet 

98% of tender data is input correctly 

1.3.6 Using an automated process, the 
contractor shall maintain and update 
all tender formats approved and 
submitted by Government agencies 

Will achieve 100% acceptance of 
tenders 

1.3.7 Contractor shall conduct 
performance tuning to obtain 
systems optimization for maximum 
application workload while 
maintaining historical performance 
data to be used as a benchmark. 
Software development and 
maintenance shall not cause a 
digression of the current system's 
performance 

Through the utilization of 
application software monitoring 
tools the contractor shall ensure that 
the application software performs 
within 98% of peak optimization. 

1.3.8 The contractor shall provide 24x7 
Apache Web Servers and 180ss 
Application Servers monitoring and 
assistance. 

The system is available 98% of the 
time 

1.3.9 The contractor shall perform 
loading, testing, and operation of 
GENTRAN Server Software. The 
contractor shall setup interface for 
outbound and inbound system traffic 

Ensures that GENTRAN Server runs 
at peak performance level 98% of 
the time 

1.3.10 
1.3.11 

The contractor shall provide 24x7 
database administration system 
monitoring and assistance. 

Databases shall be current and 
accessible 98% ofthe time. 

1.3.13 The contractor shall maintain a 
centralized electronic library that 
contains appropriate sub-folders for 
individual activities 

The Library shall house the latest 
documentation pertaining to all 
associated systems 98% of the time 

1.3.14 The contractor shall perform system 
tests to include SOTs and regression 
testing. 

Will achieve software that is error 
and abort free and integrates 
successfully with interfacing 
systems 100% of the time 

1.3.15 The contractor shall prepare an SVD 
for each software release. 

No Later than five (5) workdays 
after deployment 

1.3.17 The contractor shall prepare and CM documentation and library must 
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revise CM related documentation 
and external electronic media for 
physical site and electronic library 
storage 

be current 98% of the time 

1.3.18 The contractor shall provide Tier II 
functional and technical expertise in 
support of the SRC and GFM 
customers on a daily basis 

Will achieve 100% response to 
requestor within one working day, 
resolve trouble calls 98% of the time 

1.3.19 The contractor shall develop, 
maintain, and sustain a GFM 
Distance Learning Program 

All DLPs are synchronized with the 
software releases they support 98% 
of the time 

1.3.20 The contractor shall respond to 
CMRs by the government suspense 
date. 

Respond to CMRs by the 
Government approved due date 98% 
ofthe time 

1.3.21.1 Certification And Accreditation Security documentation drafts NL T 
60 days after Government request; 
Final documentation due 60 days 
after Government comments. 

1.3.21.2 Acknowledge lAVAs within the 
Asset &Vulnerability Tracking 
Resource (A VTR) Data Base within 
5 working days of receipt 

Successfully take the corrective 
action specified by the lAVAs 
within the deadline specified by the 
Government, 98% ofthe time 

3.0 Government -Furnished Property and Services 

3.1 Government-Furnished Equipment (GFE). All GFE will be maintained lAW FAR 52.245-1, Government 
Property, and Army Regulation 25-2, Para 4-5. Personnel requiring access to the SDDC network will be provided 
GFE for use within the requirements of this PWS. Developers or other privileged users with specialized software 
requirements will be granted local admin rights to the assigned laptop/workstation and incorporate IAVM 
compliance, patch management, Information Assurance and Anti-Virus software. Any changes to the GFE 
configuration and/or software baseline will be coordinated through the COR for approval. Upon attempting to access 
the SDDC network using a government furnished client VPN, critical update checks will be completed to ensure 
compliance with DoD Information Assurance Vulnerability Alerts (lAVA) and RETINA scans. Patches shall be 
applied at the discretion of the developer and/or privileged user no later than 30 days following IA VA suspense date. 
Users with a standard software load, patches will be applied immediately. 

3.2 The Government will provide remote connectivity to all GFM (Production, Test and Development, IV&V, 
GFM Documentation Storage, and COOP) environments through Clientless Virtual Private Network (VPN) 
accounts using Common Access Card (CAe) based authentication. 

4.0 General Information 

4.1. Place of Performance. The place of performance will be a Contractor-provided facility within CONUS. The 
Contractor will be required to have 1 system development maintenance and sustainment support and 1 DIACAP 
security personnel located within 50 miles of Scott Air Force Base (SAFB). The system development maintenance 
and sustainment personnel shall be required to spend 50% oftheir time and the DIACAP security personnel shall be 
required to spend 100 % oftheir time on Scott AFB at 709 Ward Drive Building 1990, Scott AFB IL 62225. 
Government workspaces will be provided for the system development maintenance and sustainment support and the 
DIACAP security personnel. 

The contractor will provide a toll-free telephone number for their base facility. All contractor employees must also 
be able to dial in to government-sponsored teleconferences, which may not be toll-free. The Contractor may be 
required, at no expense to the government, to attend meetings, participate in software tests, or provide software 
demonstrations at the SDDC Headquarters located at 709 Ward Drive, Building 1990, and Scott AFB IL 62225. 
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The Contractor shall provide technical support during normal operations hours ("core hours"), 0800-1630 Central 
Standard Time, Monday-Friday. Contract employees must be available by toll-free telephone during these hours. 
Additionally, selected personnel must be available, on-call, 24 hours a day, 7 days a week for emergency response. 
Method ofaccess to on-call personnel (e.g., cell phone) shall be reliable and responsive. The contractor shall 
provide a schedule for each staff member. The following days have been established as legal public holidays for the 
Federal Government: 

New Year's Day 1 st day of January 
Martin Luther King Jr. Birthday 3rd Monday in January 
Presidents'Day 3rd Monday in February 
Memorial Day 4th Monday in May 
Independence Day 4th day of July 
Labor Day I st Monday in September 
Columbus Day 2nd Monday in October 
Veteran's Day 11 th day ofNov ember 
Thanksgiving Day 4th Thursday in November 
Christmas Day 25th day of December 

The contractor shall not schedule interfacing work (meetings, approvals, deliveries, etc.) with the Government on 
any of the established holidays, or any other day designated as a holiday by Federal Statute or by Executive Order 
except with prior approval from the Contracting Officer or Contracting Officer Representatives. If a holiday falls on 
a Saturday, the official holiday shall be celebrated the preceding Friday. If the holiday falls on a Sunday, the official 
holiday shall be celebrated the following Monday. 

4.2 Period of Performance. The Period of Performance on this contract shall consist ofone five-( 5) month Base 
Period and four twelve-( 12) month Option Periods. 

Base Period: 25 April 2009 30 September 2009 (5 months and 4 days) 

Option Period 1: 1 Oct 2009 - 30 September 2010 (J Year) 

Option Period 2: I Oct 2010- 30 September 2011 (1 Year) 

Option Period 3: 1 Oct 2011- 30 September 2012 (1 Year) 

Option Period 4: 1 Oct2012-30 September 2013 (1 Year) 


4. 3 Travel. Travel shall be required in support of meetings, symposiums, workshops, training sessions, 
conferences, and/or other events. The below chart contains estimated travel for purposes of contractor proposal and 
may deviate as requirements change. The estimated travel in the chart shall apply to the Base Period, and then shall 
be repeated for each individual Option Period: 

# Trips Location # People # Days Timeframe 
I San Diego, CA 2 5 June 
1 Dallas, TX 2 5 May 
I Scott AFB 2 5 July-August 
1 Newport News, V A 2 5 September 

All travel will be Government directed. The contractor shall submit a travel itinerary and estimated cost for 
approval by the COR. Estimated amounts in the contract shall not be exceeded. Any airfare shall be at the 
prevailing rates for commercial airlines at economy class. When required, the most reasonable means of ground 
transportation (e.g., taxi, bus, car rental) shall also be used. Incurred contract travel costs will be reimbursed by the 
government to the contractor in accordance with Joint Travel Regulations (JTR) and Federal Travel Regulations 
(FTR). The Government will not reimburse local travel and related expenses to the contractor for travel to or from 
the Government's facility at Scott AFR 

The contractor is responsible for tracking the status of travel funds and notifYing the COR when funds fall below 
85% of the established not-to-exceed amount as identified in the contract. 
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4.4 Cooperation with Other Contractors and Government Personnel. The contractor shall 
cooperate with other contractors and Government personnel performing work for SDDC. The contractor shall avoid 
interfering with the performance ofwork by other contractors or Government employees while not compromising 
health, safety, or security. The contractor shall bring to the attention of the COR any disagreements or delays 
caused by contractor personnel interference or non·cooperation. 

4.5. Security Requirements Physical, Personnel, Information, Anti·terrorism, and Force Protection 
Requirements) 

4.5.1 The majority of the daily work associated with this PWS is UNCLASSIFIED but contract personnel will be 
required to access to restricted (classified areas and systems) located in Building 1575 at SAFB, IL. In addition, 
contract personnel will be required to meet the requirements for IT/ADP standards as outlined in AR 380·19 and 25
2 for deliverables and services outlined in this PWS. See sections 4.5.2, 4.5.3 and 4.5.4 for 
investigative/adjudicative requirements for these ratings. 

4.5.2 A DPIIT Level I: Contract personnel assigned at the ADP lilT I rating require an SSBI (or acceptable periodic 
reinvestigation) favorably adjudicated (a favorable adjudication normally grants eligibility at the TOP SECRET 
level as prescribed by DoD 5200.2-R and AR 380-67. 

4.5.3 ADPIIT Level 2: Contract personnel with ADP II or IT II levels for this contract as designated by DoD 
8500.1 /5200.2-R and AR 380-19/380-67 will need a favorably completed NACLC (or acceptable periodic 
reinvestigation) when favorably adjudicated results in SECRET clearance eligibility. A valid SECRET clearance 
will be needed for access to Building 1575 at SAFB, IL. 

4.5.4 ADP/IT Level 3: Personnel assigned to this PWS who do not require ADP/IT levels I or II on DoD computer 
networks as stated in section 4.6.2 and 4.6.3 but need NIPRNET computer access and/or a Common Access Card 
(CAC) will require a favorably adjudicated NACI completed by the Office of Personnel Management (OPM) and 
HQ SDDC, G2 before a CAC will be issued. 

4.5.5 Favorable NACI investigation results must be posted in the Joint Personnel Adjudication System (JPAS) 
before a contractor is allowed access to the NIPRNET and/or be granted a CAC. 

4.5.6 Upon contract award all names of contract employees will be submitted to SDDC, G2 for vetting through 
JPAS to ensure investigative and clearance requirements have been satisfied. Vetting ofinvestigationfclearance 
status will be completed prior to the Contract Officer Representative (COR) / Trusted Agent (TA) accesses the DOD 
Contract Verification System (CVS) and submits the contract employees for their CAC. If a contract member does 
not have the appropriate investigative requirement, the contract employee will be denied the ability to work in 
support of this PWS and not be loaded into CVS. Contract personnel will be loaded in CVS with the expiration on 
their CAC for the initial contract year. Upon approval for the option year(s) a new CAC will be issued with new 
dates for the subsequent year of option. The CAC expiration process will be repeated for the duration of the 
contract. 

4.5.7 Personnel working this contract who will require a favorably completed investigations (listed in section 4.6.2 
and 4.6.3) resulting in TOP SECRET and/or SECRET eligibility when adjudicated by the Defense Industrial 
Security Clearance Office (DISCO). Interim SECRET clearance eligibility is accepted provided it was granted by 
the Defense Industrial Security Clearance Office (DISCO). 

4.5.8 The company who is awarded the contract must have a valid Facilities Clearance Level (FCL) at TOP 
SECRET level to submit the required background investigations listed above. Interim FCLs are acceptable 
provided they are not expired. FCL procedures and security guidelines for adjudicative requirements are outlined in 
DoD 5220.22-M, DoD 5200.2·R and AR 380-67. FCLs and Interim FCLs must be awarded by the Defense Security 
Service (DSS) or DISCO. HQ SDDC will not provide sponsorship for FCLs to awarded contract company. 
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4.5.9 Upon receipt of the CAC, permanently assigned contract employees located at HQ-SDDC at SAFB, IL, may 
obtain the AF 1199 (Restricted Area Badge) if the employee meets the requirements set forth in the SAFB 
Instruction 31-10 I. Only personnel assigned physically on SAFB at least 4 days a week will be issued the AF 1199 

th 
unless an exception to policy is approved by the 375 SFS through SDDC G2. 

4.5.10 Visit Authorization Letter (VAL) or Visit Authorization Request (VAR) will be required for contract 
personnel who are assigned to HQ SDDC at SAFB. The V ALNAR request will be received 48 hours prior to start 
ofthe contractor employee. VALNAR requests can be submitted to SDDC G2 via email or fax 
(sddc.g2.safb@sddc.army.mil or 618-220-5874). An example copy ofthe VAL or VAR can be obtained from HQ 
SDDC G2. JPAS visits for these types of contract members are not acceptable. 

4.5.11 Visit(s) by contract personnel not permanently assigned to this contract (company presidents, company 
security managers, contract employees not permanently assigned at SAFB, etc) will require an electronic visit 
request in the Joint Personnel Adjudication Systems (JPAS). The JPAS Security Management Office (SMO) code is' 
W4PQAA4 for sending visit requests to HQ SDDC at SAFB, IL. Visits to SDDC locations outside ofHQ SDDC at 
SAFB, IL. will be facilitated by contacting the security section of the for the SDDC organization to obtain the SMO 
code for submitting visit requests. 

4.5.12 Upon completion ofthis contract, the employee will surrender all government supplies, materials and 
equipment COR. All contractor CACs issued will be turned into SDDC G2 for all contract personnel assigned to 
this PWS (this can be accomplished by returning to the COR at SAFB for turn in to 02). Contract members 
assigned to HQ SDDC SAFB, IL. will return CAC and any security badges to HQ SDDC, G2 upon out-processing. 
This will be accomplished on the last day of the contract or upon any termination/reassignment of contract 
employees. 

4.5.13 Security debriefing statement (Standard Form 312) will be completed upon completion ofthe contract if 
employee is assigned to HQ SDDC at SAFB, IL. 

4.5.14 Contract employees assigned to SAFB shall attend/complete the following training as prescribed by DOD, 
USTRANSCOM, Army and Air Force Instructions: Employee Initial Security Briefing, Annual Security Awareness 
Training and the Operations Security (OPSEC) and Subversion and Espionage Directed Against the Army (SAEDA) 
training. All contract members regardless of location will complete the annual DoD Antiterrorism Levell training. 
Contract employees assigned to other SDDC locations will be required to attend security training established by 
their respective SDDC security offices and/or installations. 

4.5.15 The contractor shall ensure the roles/privileges assigned to contract employees on the Government computing 
platforms are limited to the roles/privileges essential to that individual's performance ofhislher assignments. These 
roles/privileges can be limited or revoked by the Government for any reason. 

4.5.16 I f the Government notifies the contractor that the employment or the continued employment of any contractor 
employee is prejudicial to the interests or endangers the security of the United States of America, that person shall 
be removed and barred from the worksite. This includes security deviations/incidents and credible derogatory 
information on contract members during the course of the contract period. The awarded contract company shall 
make any changes necessary in the appointment(s). 

4.5.17 Security Regulation Compliance. The contractor will be required to comply with all security regulations and 
directives as identified herein, and other security requirements in this contract specific to site locations of work. The 
contract members are required to attend required security training outlined in this PWS upon start of the contract. 

4.5.1 8 Network Security. Contractor shall also ensure that no Contractor employee connects unapproved or non
compliant software or hardware to the Government network as defined in the SDDC security guidelines. Since VPN 
capability provided by the government will essentially extend SDDC's network to the Contractor facility, all 
Contractor provided hardware touching SDDC network shall comply with SDDC Information Assurance standards 
and policies, and shall not connect to any commercially provided network. The Contractor must understand the 
implications ofthis requirement. 

mailto:sddc.g2.safb@sddc.army.mil
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4.5.19 RoleslPriviJeges. The Contractor shall ensure that roles/privileges assigned to Contractor employees on 
Government test and production platforms are limited to the roles/privileges essential to that individual's 
performance ofhislher assignments. These roles/privileges can be limited or revoked by the Government. The 
Government will grant privileges on the GFM production environment. 

4.5.20 Information Security. Information found in GFM is considered For Official Use Only (FOUO). The 
Contractor will follow-FOUO guideline applications required by DOD Appendix 3 to DOD 5200.I-R, and Under 
Secretary of Defense for Intelligence memorandum, "Interim Information Security Guidance," April 16,2004, for 
specific guidance on the handling and safeguarding ofFOUO information. 

4.5.21 Personnel identified as IT-lor IT-II shall adhere to the Implementation of Information Assurance Best 
Business Practice (IA BBP) Training and Certification Update, dated December 2008, in support of 000 8570.01
M, Change I and the Army Information Assurance Program (AIAP). The SDDC/GFM PMO will fund the A+, 
Network+ or Security+ certification Exam (SYO-201). Current contractors will be required to complete this 
requirement by 30 September 2010. Any new hires will be required to obtain this training at the contractor's 
expense after 30 September 20 10. This is a one-time expense, since the SYO-20 I certificate will not expire 
throughout the lifetime ofthis contract. 

Security Regulation Guidance:DOD:DOD Instruction.(DOOl) 2000.16 (DOD Antiterrorism (AT) Standards)DOD 
Directive (DODD) 5200.I-R (DOD Information Security Program) 
DOD Publication 5200.2-R (DOD Personnel Security Program)DOD Publication 5200.08-R (DOD Physical 
Security Program)DOD Publication 5220.22-M (National Industrial Security Program)DODD 8500.1 (Information 
Assurance (IA)}DODD 2000.12 (DOD Antiterrorism (AT) Program}DODI 8500.2 (Information Assurance (IA) 
Implementation}DOD issuances can be found at:http://www.dtic.millwhs/directives/Army:Army Regulation (AR) 
380-67 (Personnel Security Program)AR 380-5 (Department of the Army Information Security Program)AR 25-2 
(Information Assurance)AR 380-20 (Restricted Areas)Army regulations can be found 
at:http://www.army.millusapa/epubsl 

OlSA: 
Security Checklists 
Security Readiness Review Evaluation Scripts 
Security Technical Implementation Guides 
OISA Checklist, Scripts and Guides can be found at: 
http://iase.disa.millstigs/stiglindex.html 

SDDC:SDDC Regulation 190-1 (SDDC Security Program}(Provided upon request from SDDC G2 at SAFB}Scott 
Air Force Base (SAFB }:SAFB Instruction 31-10 I (Installation Security Instruction )(Restricted publication. Sent 
only to .mil domains when forwarding. Not for public distribution.) 
Forms: 
DO 254, DOD Contract Security Classification Specification 

000 form found at: 
http://www.dtic.mil/whs/directives/corres/publ.html 

HO SDDC G2 Point of Contact: 
Todd Stroub709 Ward DriveBldg 1990SAFB, IL 62225Commercial: 618-220-5801/5422 (respectively)Email at 
Patrick. todd.m.stroub@us.army.miI5.0 Contractor Transition 

5.1.1. Contractor Exit Requirement. 

5.1.1. Transition of Operations. The contractor shall provide a Transition Summary Report of all work performed 
within 15 working days upon notification of termination of this PWS. This summary report shall include, but is not 
limited to, the status of all assigned tasks including an accurate WBS, a synopsis of problems, lessons learned, and 

mailto:todd.m.stroub@us.army.miI5.0
http://www.dtic.mil/whs/directives/corres/publ.html
http://iase.disa.millstigs/stiglindex.html
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recommendations for improvement. The report shall contain all the information necessary to assure project 
continuity. 
5.1.2. Continuity ofService. The contractor shall ensure the continuity of service while implementing its transition 
plan for all affected activities to preclude any adverse impact on the mission. 

5.1.3. Transfer of Materials. The incumbent contractor shall transfer to the Government all intellectual and real 
property belonging to the Government, which was generated, purchased on behalf of, or provided by the 
Government for the performance of the work in support of this contract. 

5.1.4. Sufficient Personnel. The incoming contractor shall provide sufficient number of personnel to ensure 
effective transfer ofall work in progress so as not to affect mission accomplishment. 

5.2 Ramp Up Times 
The incoming contractor shall have a minimum level of personnel available on April 25,2009, to provide tier II 
customer support, DTCI fielding support, and support for uninterrupted services in the event of an unforeseen 
system failure. Eighty-five (85) percent of personnel shall be available April 27, 2009 to ensure effective transfer of 
all work in progress and sustain mission accomplishment. 
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Appendix A 


ACRONYMS 


ACRONYM DEFINITION 

AFB 
 Air Force Base 

Air Mobility Command ~c ~mated Export system 
lication Programming Interface 

ASCX12 Accredited Standards Committee 

ASP 
 Active Server Pae;e 

ATO 
 Authorization to Operate 

BL 
 Bill of Lading 

C&A 
 Certification and Accreditation 

CAC 
 Common Access Card 

CAVS 
 Customer Added Value Suite 

CFR 
 Code of Federal Ree;ulation 

CM 
 Confi~uration Manaf?:ement 

CMR 
 Contractor Management Request 

! CONUS Continental United States 

COOP 
 Continuity of Operation 

COR 
 Contracting Officer's Representative 

• COTS Commercial-Off-the-Shelf 

I CVS 
 DOD Contract Verification System 


DBMS 
 Database Management Systems 

DDD 
 Database Description Document 

DECC 
 Defense Enterprise Computin~ Center 

DFAS 
 Defense Finance and Accounting Service 

DIACAP 
 DOD Information Assurance Certification and Accreditation Process 
DIS Discrepancy Identification System 

! DISA Defense Information System A~ent 


DLP 
 Distance Learning Program 

DOD 
 Department of Defense 

DTCI 
 Defense Transportation Coordination 

DTR 
 Defense Transportation Re~ulation 


EC 
 Electronic Commerce 

ECP 
 Engineering Change Proposals 

EDI 
 Electronic Data InterchaOlze 

ETA 
 Electronic Transportation Acquisition 

Freight Acquisition Shipping Tool ~ Freight Carrier Registration Program 

OUO 
 For Official Use Only 


1TR 
 Federal Travel Ree;ulation 

GFM 
 Global Freight Management System 

GSA 
 General Services Administration 

GTN 
 Global Transportation Network 

HTML HyperText Markup Language 

IA 
 Information Assurance 

IAPM 
 Information Assurance Pro2ram Mana2er 
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lAVA Alerts Information Assurance Vulnerability 
In Accordance With ~ Information Manal!:ement-Chief Information Manager 

IT Information Technology 

lTV 
 In-Transit Visibility 

IV&V 
 Independent Verification and Validation 

JPAS 
 Joint Personnel Adjudication System 

JDBC 
 Java Database Connectivity 

JDK 
 Java Development Kit 

JTR 
 Joint Travel Rel!:ulations 

J2EE 
 Java 2 Platform, Enterprise Edition 

I LAN Local Area Network 

• LDAP Lightweight Directory Access Protocol 
MS Microsoft Office 

MSTIP 
 Military Standard Tender Instruction Publication 

NAC 
 National Agency Check 

• NACI NAC with Inquiries 

• NIPRNET Non-Secure Internet Protocol Router Network 
· NISPOM National Industrial Security Program Operating Manual 

NLT Not Later Than 

PKI 
 DOD Public Key Infrastructure 

PMO 
 Program Management Office 

PR 
 Problem Report 

PWS 
 Performance Work Statement 

OCONUS 
 Outside the Continental United States 

OPSEC 
 Operations Security 

OS 
 Operating System 

I RFS Recoverable File System 
.SAEDA Subversion and Espionage Directed Against the Army 


SB 
 Spot Bid 

SCAC 
 Standard Carrier Alpha Code 

SDDC 
 Surface Distribution and Deployment Command 

SDS 
 Service Delivery Summary 

SDT 
 Software Development Test 

SED 
 Shipper's Export Declaration 

SMO 
 Security Manal!:ement Office 

SPE 
 Small Packa2e Express 

SPLCs 
 Standard Point Location Codes 

SQL 
 Structured Query Lan2Ual!:e 

SRC 
 Systems Response Center 

SRR 
 Security Readiness Review 

STiG 
 Security Technical Implementation Guide 

SVD 
 Software Version Description 

TA 
 Trusted Agent 

TAV 
 Total Asset Visibility 

TEOW 
 Tender Entry on the Web 

TFG 
 Transportation Facility Guide 

TOAD 
 Tools of Oracle Application Development 

TRANSFORM 
 Transportation for the Relief of Mankind 

~ Tailored Transportation Contract 
Unit Identification Code 


USTRANSCOM 
 United States Transportation Command 

VAL 
 Visit Authorization Letter 
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VAR Visit Authorization Request 
WSB Work Breakdown Structure 
XML eXtensible Markup Language 
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Appendix B 

APPLICABLE DOCUMENTS 

Applicable Documents. The GFM system's logic is based largely on functional business processes that are 
governed by the following regulations: Defense Transportation Regulation (DTR) 

• Code of Federal Regulations (CFR) 49 Hazardous Materials 
• Military Standard Tender Instruction Publication (MSTIP) No. 364 
• MTMC Freight Traffic Rules Publication No. lOA (MFTRP NO. lOA) (Movement of Freight via Rail] 
• US Customs 
• Other DOD regulations, policies, and procedures associated with commercial freight transportation. 

FEDERAL AND DOD REGULATIONS 

Code of Federal Regulations, 29 CFR, Labor, Part 4, Labor Standards for Federal Service Contracts, 
27 October 1983. 

Code of Federal Regulations, 29 CFR, Labor, Part 1910, Occupational Safety & Health, I July 
2002. 
Federal Acquisition Regulation (FAR), Volume I, Parts 1 to 51, September 2001. 
Federal Acquisition Regulation (FAR), Volume II, Parts 52, 53, & Index, September 2001. 
Defense Federal Acquisition Regulation Supplement (OF ARS), 17 August 1998. 
DOD 4500.9-R, Defense Transportation Regulation. 
000 5220.20-M, National Industrial Security Program Operating Manual (NISPOM) 
DOD Directive 5200.28, Security Requirements for Automated Information Systems (AIS) 
DOD Instruction 5200.40, "Department of Defense Information Technology Security Certification and 

Accreditation Process (DIACAP). 
DOD-STD-8120.2-M (Draft), Automated Information System Life-Cycle Management Manual, May 1995 
DOD Directive 8500.1, Information Assurance (IA). 
DOD Instruction 8500.2, Information Assurance (IA) Implementation. 
DOD Instruction 5220.22-M, National Industrial Security Program Operating Manual 
DOD Instruction 2000.16, DOD Antiterrorism Standards 
DOD Instruction 2000.12, DOD Antiterrorism (AT) Program 
DOD 5200.1-R, 
DoDAF, 000 Architecture Framework (current version) 
DOD Instruction 3020.37, Continuation of Essential 000 Contractor Services During Crises 

ARMED SERVICES REGULATIONS 

Army Federal Acquisition Regulation Supplement (AF ARS), October 2001. 
AR 25-2, Information Assurance 
AR 25-3, Army Life Cycle Management of Information Systems, 15 October 1989 
AR 25-9, Army Data Management and Standards Program, 25 September 1989 
AR 380-5, Department of the Army Information Security Program. 
U.S. Army Information Systems Engineering Command (USAISEC) Regulation 702-2, Preparation of 

Documentation for Test and Evaluation of Information Systems, 19 July 1990 
AR 735-5, Policies and Procedures for Property Accountability, 10 June 2002. 
SDDC Regulation 37-10, Financial Management-Contract Pay, I May 1989. 
SDDC Regulation 190-1, SDDC Security Program. 
SDDC Regulation 715-1, SDDC Procurement Instructions. 
AR 380-67, Army Personnel Security Program 

CHAIRMAN OF THE JOINT CHIEFS OF STAFF INSTRUCTIONS 
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CJCSI 3170.01-F, Joint Capabilities Integration and Development System 
CHAIRMAN OF THE JOINT CHIEFS OF STAFF MANUAL 
CJCSI6212-01-A, Operation of the Joint Capabilities Integration an.d Development System 

PUBLICATIONS 

FM 19-30, Physical Security. 

SDDCEA PAM 37-1, Financial Administration. 

Defense Information Infrastructure Common Operating Environment (DII COE) guidelines. (M) 

DA Pamphlet 73-1, Test and Evaluation Guidelines, 16 October 1992. (M) 

Documentation for Test and Evaluation of Information Systems, 19 July 1990. (M) 


Institute of Electrical and Electronics Engineers (IEEE)lElectronics Industries Association (EIA) Standard, 

IEEEIEIA 12207, "Information Technology - Software Life Cycle Process." (A) 

ODlSC4 Letter ofinstruction for Major Automated Information Systems (AIS) Reviews, 3 December 1992. (A) 
Section 508 of the Disability Rehabilitation Act. (A) 

Note: To view Army regulations click on http://www.usapa.army.mil 
To view DOD publications click on http://www.dtic.millwhs/directives 

(End ofSummary of Changes) 

http://www.dtic.millwhs/directives
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SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES 

SECTION SF 1449 - CONTINUATION SHEET 

SOLICITATION/CONTRACT FORM 

The total cost of this contract was increased by $4,030,143.40 from $5,415,378.00 to 
$9,445,521.40. 

SUPPLIES OR SERVICES AND PRICES 

CLIN2001 
The CLIN type priced has been deleted. 
The CLIN extended description has changed from Option Period 2. Labor IA W PWS, excluding para 

1.3.16. This CLIN is funded by SLIN 200101 for (b)(4) in operating funds and 100102 for (b)(4) in 
capital funds. to Option Period 2. Labor lA W PWS, excluding para 1.3.16. This CLIN is funded by SLIN 200lAA 
for (b)(4) in operating funds and 2001AB for (b)(4) in capital funds .. 

The pricing detail quantity 12.00 has been deleted. 

The unit price amount has decreased by (b)(4) from (b)(4) to $0.00. 

The option status has changed from Option to No Status. 

The total cost of this line item has decreased by (b)(4) from (b)(4) to UNDEFINED. 


CLIN2002 
The CLlN type priced has been deleted. 
The CLIN extended description has changed from Option Period 2. Labor fA W PWS para 1.3.16 (task 

area 16). This CLIN is funded by SLIN 200201 fo (b)(4) n operating funds and SLIN 200202 for (b)(4) 

in capital funds. to Option Period 2. Labor fA W PWS para 1.3.16 (task area 16). This CLIN is funded by SLIN 
2002AA for (b)(4) n operating funds and SLlN 2002AB for (b)(4) in capital funds .. 

The pricing detail quantity 12.00 has been deleted. 
The unit price amount has decreased by (b)(4) from (b)(4) to $0.00. 
The option status has changed from Option to No Status. 
The total cost of this line item has decreased by (b)(4) from (b)(4) to UNDEFINED. 

CLlN 2003 

The CLlN type priced has been deleted. 

The estimated/max cost has decreased by $8,800.00 from $8,800.00 to $0.00. 

The option status has changed from Option to No Status. 

The total cost ofthis line item has decreased by $8,800.00 from $8,800.00 to $0.00. 


CLIN 2004 

The CLIN type priced has been deleted. 


http:8,800.00
http:8,800.00
http:8,800.00
http:8,800.00
http:9,445,521.40
http:5,415,378.00
http:4,030,143.40
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The pricing detail quantity 12.00 has been deleted. 
The unit price amount has decreased by (b)(4) from (b)(4) to $0.00. 
The option status has changed from Option to No Status. 
The total cost of this line item has decreased by (b)(4) from (b)(4) to UNDEFINED. 

CLiN 2005 
The CLiN type priced has been deleted. 
The pricing detail quantity 12.00 has been deleted. 
The unit price amount has decreased by (b)(4) from (b)(4) to $0.00. 
The option status has changed from Option to No Status. 
The total cost ofthis line item has decreased by $ (b)(4) from (b)(4) to UNDEFINED. 

SUBCLIN 200 I AA is added as follows: 

ITEM NO 
200lAA 

SUPPLIES/SERVICES QUANTITY 
12 

Funding for CLiN 2001 
FFP 

UNIT 
Months 

UNIT PRICE 
(b)(4) 

Option Period 2. Labor lAW PWS, excluding para 1.3.16. Operating funds. 
Period of Performance: 0 I-Oct-20 I 0 to 30-Sep-20 II 

AMOUNT 
(b)(4) 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81 OYEOl 09060 I 
SIGNAL CODE: A 

NETAMT (b)(4) 

ACRNAK 
CIN: W81GYEOI09060IAA 

(b)(4) 

SUBCLIN 200lAB is added as follows: 
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ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNlTPRICE AMOUNT 
200lAB 12 Months (b){4) (b)(4) 

Funding for CLIN 200 I 
FFP 
Option Period 2. Labor IA W PWS, excluding para 1.3.16. Capital funds. 
Period of Performance: 01-Oct-2010 to 30-Sep-2011 

FOB: Destination 

PURCHASE REQUEST NUMBER: W81 GYEO109G60 I 

SIGNAL CODE: A 


NETAMT (b)(4) 

ACRNAL (b){4) 

CIN: W81GYEOI09G60lAB 

SUBCLIN 2002AA is added as follows: 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
2002AA 12 Months (b)(4) (b)(4) 

Funding for CLIN 2002 
FFP 
Option Period 2. Labor lAW PWS para L3.16 (task area 16). Operating funds. 

Period of Performance: 0 I-Oct-2010 to 30-Sep-20 II 


FOB: Destination 

PURCHASE REQUEST NUMBER: W81GYE0109G601 

SIGNAL CODE: A 


(b)(4)NETAMT 

ACRNAK (b}(4) 

CIN: W81GYEOI09G60IAA 

SUBCLIN 2002AB is added as follows: 



ITEM NO 
2oo2AB 

ITEM NO 
2003AA 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE 
12 Months (b)(4) 

Funding for CLiN 2002 
FFP 
Option Period 2. Labor JA W PWS para 1.3.16 (task area 16). Capital funds. 
Period of Performance: 0 I·Oct-20 10 to 30·Sep·20 II 

FOB: Destination 
PURCHASE REQUEST NUMBER: W81GYEOI09G601 
SIGNAL CODE: A 

NETAMT 

ACRN AL 
CIN: W81GYEOI09G60lAB 

SUBCLIN 2oo3AA is added as follows: 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE 
Dollars, 

U.S. 
Funding for CLiN 2003 

COST 

Travel· Option Period 2. lAW PWS Para 4.3. Operating Funds. 

Period of Performance: 0 I·Oct-20 10 to 30·Sep-20 II 

FOB: Destination 

PURCHASE REQUEST NUMBER: W81 GYEO I09G601 

SIGNAL CODE: A 

ESTIMA TED COST 

ACRNAK 
CIN: W81GYEOI09G60lAA 

SUBCLIN 2004AA is added as follows: 

AMOUNT 
(b)(4) 

(b)(4) 

(b)(4) 

AMOUNT 
$8,800.00 

$8,800.00 

$8,800.00 
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ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
2004AA 12 Months (b)(4) (b)(4) 

Funding for CLIN 2004 
FFP 
Option Period 2. Labor lAW PWS paras 1.3.1, 1.3.10, 1.3.16,1.3.21.1, and 1.3.22. 
Operating funds. 
Period of Performance: OJ-Oct-2010 to 30-Sep-2011 

FOB: Destination 

PURCHASE REQUEST NUMBER: W81GYEOI09G601 

SIGNAL CODE: A 


NETAMT (b)(4) 

ACRN AK (b)(4) 

CIN: W81GYEOI09G60lAA 

SUBCLIN 2005AA is added as follows: 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
2005AA 12 Months (b)(4) (b)(4) 

Funding for CLIN 2005 
FFP 
Option Period 2. Labor IAW PWS para 1.3.23. Capital funds. 

Period of Performance: oI-Oct-20 I 0 to 30-Sep-2011 


FOB: Destination 

PURCHASE REQUEST NUMBER: W81 GYEO I 09G60 1 

SIGNAL CODE: A 


NETAMT (b)(4) 

ACRN AL (b)(4) 
CIN: W8IGYEOI09G60IAB 

ACCOUNTING AND APPROPRIATION 

Summary for the Payment Office 

As a result of this modification, the total funded amount for this document was increased by $4,030,143.40 
from $5,415,378.00 to $9,445,521.40. 

http:9,445,521.40
http:5,415,378.00
http:4,030,143.40
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SUBCLIN 2001AA: 
Funding on SUBCLIN 200lAA is initiated as follows: 

ACRN:AK 

CIN: W81GYEOI09G60lAA 

Acctng Data: 97 X 4930 FD30 1 E3 35 7780 TTTADPHOOOO 8000 252B W81GYEOlO9G601 389900 

Jncrease: (b)(4) 

Total: (b)(4) 

SUBCLIN 2001AB: 
Funding on SUBCLIN 200 I AB is initiated as follows: 

ACRN:AL 

CIN: W81GYEOI09G60lAB 

Acctng Data: 97 X 4930 FD30 I E3 35 82D7 CPPSOFTWARE 7300 3lEG W8lGYEOlO9G601 389900 

Increase (b)(4) 

Total (b)(4) 

SUBCLIN 2002AA: 
Funding on SUBCLIN 2002AA is initiated as follows: 

ACRN:AK 

CIN: W81GYEOlO9G60lAA 

Acctng Data: 97 X 4930 FD30 1 E3 35 7780 TTTADPHOOOO 8000 252B W8 IGYEO109G60 1 389900 

Increase: (b)(4) 

Total: (b)(4) 

SUBCLIN 2002AB: 
Funding on SUBCLIN 2002AB is initiated as follows: 

ACRN:AL 

CIN: W8lGYEOlO9G60lAB 

Acctng Data: 97 X 4930 FD30 1 E3 35 82D7 CPPSOFTWARE 7300 31EG W8lGYEOI09G601 389900 

Increase: (b)(4) 


Total (b)(4) 


SUBCLIN 2003AA: 

Funding on SUBCLIN 2003AA is initiated as follows: 
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ACRN: AK 

CIN: W81GYEOI09G60lAA 

Acctng Data: 97 X 4930 FD30 I E3 35 7780 TTTADPHOOOO 8000 252B W8IGYEOI09G60I 389900 

Increase: $8,800.00 

Total: $8,800.00 

SUBCLIN 2004AA: 
Funding on SUBCLIN 2004AA is initiated as follows: 

ACRN:AK 

CIN: W81GYEOI09G60lAA 

Acctng Data: 97 X 4930 FD30 I E3 35 7780 TTTADPHOOOO 8000 252B W8IGYEOI09G601 389900 

Increase: (b)(4) 

Total: (b)(4) 

SUBCLIN 2005AA: 
Funding on SUBCLIN 2005AA is initiated as follows: 

ACRN:AL 

CIN: W8IGYE0109G60IAB 

Acctng Data: 97 X 4930 FD30 I E3 35 8207 CPPSOFTWARE 7300 31EG W81GYEOl09G601 389900 

Increase (b)(4) 

Total: (b)(4) 

DELIVERIES AND PERFORMANCE 

The following Delivery Schedule item for CLIN 2001 has been changed from: 

DELIVERY DATE QUANTITY 

POP 01-0CT-2010 TO N/A 
30-SEP-2011 

SHIP TO ADDRESS UIC 

SDDC CONTRACTING CENTER - W81GYE W81GYE 
- SCOTT 
PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

To: 

http:8,800.00
http:8,800.00
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DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01·0CT·2010 TO N/A N/A 
30·SEP·2011 FOB: Destination 

The following Delivery Schedule item for CLIN 2002 has been changed from: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01·OCT·2010 TO N/A SDDC CONTRACTING CENTER· W81GYE W81GYE 
30-SEP·2011 -SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225·1604 
618·220-5638 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01-0CT-20IO TO N/A N/A 
30·SEP-20I1 FOB: Destination 

The following Delivery Schedule item for CLIN 2003 has been changed from: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01·OCT-2010 TO N/A SDDC CONTRACTING CENTER - W81GYE W81GYE 
30·SEP·20 II -SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618·220·5638 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UIC 

POP 01-OCT·20IO TO N/A N/A 
30·SEP-201 I FOB: Destination 

The foIIowing Delivery Schedule item for CLIN 2004 has been changed from: 
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DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP 01-OCT-2010 TO N/A SDDC CONTRACTING CENTER - W81GYE W81GYE 
30-SEP-20 II 	 -SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDDC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY SHIP TO ADDRESS UTC 

POP 01-OCT-2010 TO 
30-SEP-2011 

N/A N/A 
FOB: Destination 

The following Delivery Schedule item for CLIN 2005 has been changed from: 

DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP 01-OCT-201O TO N/A 	 SDDC CONTRACTING CENTER - W81GYE W8lGYE 
30-SEP-2011 	 -SCOTT 

PHYLLIS JIMERSON 
W4PQ MSDOC FIELD OPERATING ACT 
BUILDING 1990 
709 WARD DRIVE 
SCOTT AFB IL 62225-1604 
618-220-5638 
FOB: Destination 

To: 

DELIVERY DATE QUANTITY 	 SHIP TO ADDRESS UIC 

POP 01-OCT-2010 TO N/A N/A 
30-SEP-20 II FOB: Destination 

INSPECTION AND ACCEPTANCE 

The following Acceptance/Inspection Schedule was added for SUBCLIN 2001AA: 
INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY 
N/A N/A N/A Government 

The following Acceptance/Inspection Schedule was added for SUBCLIN 2001 AB: 
INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY 
N/A N/A N/A Government 
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The following AcceptancefTnspection Schedule was added for SUBCLIN 2002AA: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 

Government 


The following Acceptancellnspection Schedule was added for SUBCLIN 2002AB: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 

Government 


The following Acceptance/Inspection Schedule was added for SUBCLIN 2003AA: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 

Government 


The following AcceptancefTnspection Schedule was added for SUBCLIN 2004AA: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 

Government 


The following Acceptance/Inspection Schedule was added for SUBCLIN 200SAA: 
INSPECT AT INSPECT BY ACCEPT AT 
N/A N/A N/A 

ACCEPT BY 

Government 


(End ofSummary of Changes) 
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SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES 

SECTION SF 1449 - CONTINUATION SHEET 

SOLICIT A TION/CONTRACT FORM 

The total cost of this contract was decreased by $22,722.66 from $9,445,521.40 to $9,422,798.74. 

SUPPLIES OR SERVICES AND PRICES 

SUBCLIN 200lAA 
The CLiN extended description has changed from Option Period 2. Labor IAW PWS, excluding para 

1.3.16. Operating funds.Period of Performance: 01-Oct-2010 to 30-Sep-2011 to Option Period 2. Labor lAW PWS, 
excluding para J.3.16. Operating funds.Period of Performance: 01-Oct-20 I0 to 30-Sep-20 II. 

SUBCLIN 200lAB 
The CLIN extended description has changed from Option Period 2. Labor IAW PWS, excluding para 

1.3.16. Capital funds.Period of Performance: 0 I-Oct-20 I 0 to 30-Sep-20 J I to Option Period 2. Labor IAW PWS, 
excluding para 1.3.16. Capital funds.Period of Performance: 01-0ct-2010 to 30-Sep-2011. 

SUBCLIN 2004AA 
The CLiN extended description has changed from Option Period 2. Labor lAW PWS paras 1.3.1, 1.3.10, 

1.3.16, 1.3.21.1, and 1.3.22. Operating funds. Period of Performance: 0 I-Oct-20 I0 to 30-Sep-20 II to Option Period 
2. Labor IAW PWS paras 1.3.1, 1.3.10, \.3.16, 1.3.21.1, and 1.3.22. Operating funds. Period of Performance: 01
Oct-2010 to 30-Sep-201Ilnvoicing: The contractor shall bill 3 mos (Oct 10 - Dec 10)@ (b)(4) mo and 9 mos 
(Jan II - Sept II) @ (b)(4) 

The unit price amount has decreased by (b)(4) from (b)(4) to (b)(4) 

The total cost of this line item has decreased by (b)(4) from (b)(4) to (b)(4) 

CLiN 3004 
The unit price amount has decreased by $ (b)(4) rom $ (b)(4) to (b)(4) 

The total cost of this line item has decreased by (b)(4) from (b)(4) to (b)(4) 

CLiN 4004 
The unit price amount has decreased by (b)(4j from (b)(4) to (b)(4) 

The total cost ofthis line item has decreased by . (b)(4) from (b)(4) to (b)(4) 

CLiN 5004 
The CLiN extended description has changed from Option Period 5. Labor lAW PWS para 1.3.1, 1.3.10, 

1.3 .16, 1.3 .21.1, and 1.3 .22. This CLiN is funded by SLiN 50040 I fo (b)(4) in operating funds. to Option 

http:9,422,798.74
http:9,445,521.40
http:22,722.66
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bor IA W PWS para 1.3.1,1.3.10, 1.3.16, 1.3.21.1, and 1.3.22. This CLIN is funded by SLIN 500401 for 
(b)(4) in operating funds .. 

The unit price amount has decreased by (b)(4) (b)(4) (b)(4) 

The total cost ofthis line item has decreased by (b)(4) from (b)(4) to (b)(4) 

ACCOUNTING AND APPROPRIA TION 

Summary for the Payment Office 

As a result of this modification, the total funded amount for this document was decreased by $22,722.66 from 
$9,445,521.40 to $9,422,798.74. 

SUBCLIN 2004AA: 

AK: 97 X 4930 FD30 I E3 35 7780 TT 00 8000 252B W81 GY . I 389900 (CIN . 
W8IGYEOI09G601AA) was decreased by $ (b)(4) from $ (b)(4) to $ (b)(4) 

The following have been modified: 
PWS 

PERFORMANCE WORK ST ATEMENTSYSTEM DEVELOPMENT, MAINTENANCE, AND 
SUSTAINMENT FOR THE GLOBAL FREIGHT MANAGEMENT SYSTEM (GFM) 

29 October 2010 

1.0 Description of Services 

1.1 Background. The Military Surface Distribution and Deployment Command (SDDC) is the surface 
transportation component of the United States Transportation Command (USTRANSCOM). SDDC's primary 
functions include· worldwide port operations, global traffic management, deployability ability engineering, and 
development of integrated transportation systems. SDDC's Deputy Chief of Staff for Information Management
ChiefInformation Manager (lM/CIO) supports SDDC's mission by designing, developing, implementing, and 
operating standard Department of Defense (DOD) transportation systems for which SDDC has been assigned 
responsibility. The Surface Cargo Branch supports the SDDC mission by managing the Global Freight Management 
System (GFM). GFM is the capstone automated execution system of the Defense Transportation System (DTS) for 
the movement of domestic freight. It is also used to a certain degree as an outside the continental United States 
(OCONUS) shipping tool. GFM consists of a Host computer and database located at Scott Air Force Base (AFB), 
Illinois. Users access the GFM system through the Electronic Transportation Acquisition (ETA) System via an 
I nternet connection. 

1.2 Scope. The scope of this effort is to provide the necessary contractor services in support for migration of the 
GFM system in the following primary system development, maintenance, and sustainment areas: 

• 	 Project Management and/or Administration 
• 	 Information Technology (IT) Operations 
• 	 Integration Services 
• 	 IT Software Design, Development, Maintenance, and Sustainment 
• 	 Web Based Electronic Commerce 
• 	 System Training 


Software Testing . 

• 	 Customer Service Liaison Support 


System Documentation 

Security 


http:9,422,798.74
http:9,445,521.40
http:22,722.66
http:1.3.1,1.3.10
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GFM is a complex, n-tiered system comprised of many components The GFM system is comprised of 14 
applications written by GFM contracted developers. Most of these applications are developed using Java, which are 
hosted on Apache and JBoss application servers. There are twodatabases, Oracle and IBM's UniData. Many 
Trading Partners interact with GFM using Electronic Data Interchange (EDI) files, and GFM uses applications to 
handle the data translations, Sterling Commerce's GenTran: SERVER and custom code written in UniBasic (a 
programming language for manipulating data in UniData databases). Some Trading Partners interact with GFM 
using eXtensible Markup Language (XML) file exchange and web services. 

UniData is the programming language/database management system that is the foundation of the GFM suite of 
applications. Extensive UniData expertise is critical in supporting and implementing future changes to the existing 
software system. It remains the Government's intent to use Commercial-Off-the-Shelf (COTS) software products as 
much as practical. These products should be "best of breed" commercial software that meets the Government's 
requirements. Moreover, these products should be widely accepted by industry and Government organizations to 
ensure sustainability over the life span of this program and the supported software products. 

Using industry standard Internet browsers, normal Internet connectivity and Non-Secure Internet Protocol Router 
Network (NIPRNET), users shall have real-time, on-line access to the GFM System. GFM provides DOD traffic 
managers with an information management system for the procurement of commercial freight transportation 
services in peacetime and wartime, with the emphasis on service, economy, and readiness. Functions provided 
through GFM include carrier selection, costing, shipment documentation (to include customs and hazardous 
material), and management of DOD freight movements. Additionally, GFM supports prepayment audits of carrier 
freight bills submitted to the Defense Finance and Accounting Service (OF AS) or US Bank's PowerTrack payment 
system, as well as shipment information on Defense assets, to include in-transit visibility data in support of 
readiness. The system also supports post payment audits that are conducted by the General Services Administration 
(GSA). In addition to providing information to installation level transportation offices, the GFM system uses EDI 
and XML to exchange information with a variety of collateral automated information systems, such as the 
USTRANSCOM Integrated Data Environment/Global Transportation Network Convergence (lGC). These 
interchanges assist with the facilitation of Total Asset Visibility (TAV) and In-transit Visibility (lTV) of freight 
movement assets. 

1.2.1 Module Descriptions. The current GFM applications listed below: 

• 	 Transportation Facility Guide (TFG) 
• 	 Spot Bid 
• 	 Rate Quotation 
• 	 Small Package Express (SPE) 


Shipper's Export Declaration (SED) 

• 	 Transportation for the ReliefofMankind (TRANSFORM) 


Freight Acquisition Shipping Tool (FAST) 

Discrepancy Identification Systems (DIS) 


• 	 Customer Added Value Suite (CAVS) 
• 	 Tender Entry on the Web (TEOW) 
• 	 Freight Carrier Registration Program (FCRP) 
• 	 In-transit Visibility (lTV) 
• 	 Carrier Reports 


GFM Training Simulator and Tutorials 


These complex subsystems perform a wide range of functions and interface with a large number of systems external 
to SDDC. Following is a brief description of each GFM subsystem: 

a) Spot Bid. Spot Bid is used to build and execute one-time, expedited, over-weight and over-dimensional 
shipments. It can also be used to elicit carrier bids for shipments when no matching carrier tender bids are available 
on the GFM Host. Spot Bid utilizes links to the existing GFM databases and provides integrated "Best Value" logic. 
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All bids submitted against Spot Bid shipments reflect an all-inclusive expense representing line haul, accessorial 
charges, and any additional expenses anticipated to support that particular shipment. 

b) Transportation Facilities Guide (TFG) provides transportation facility information used to determine proper 
routing for DOD freight. 

c) Rate Quotation. The Rate Quotation Access System designed to give users the ability to retrieve cost 
estimates based on specific shipment data. A user can process multiple requests at a time using numerous 
commodities and Standard Point Location Codes (SPLCs). 

d) Small Package Express (SPE). Small Package is an Internet-based application that is accessible from the 
GFM Main Menu. Small Package is designed to allow users to ship small packages weighing 150 pounds or less by 
entering shipment information for both domestic and international shipments and transmitting that information 
directly to commercial carriers. The shipping method is based on GSA and Air Mobility Command (AMC) 
contracts with Commercial Carriers and all PowerTrack carriers. Both Continental United States (CONUS) and 
OCONUS air shipments are supported. The application also provides the following features:Small Package utilizes 
links to GFM databases allowing the automatic entry of address and appropriation information. Shipment 
information is stored so that historical reports may be generated. 

e) Shipper's Export Declaration (SED). The SED system communicates relevant export information for 
qualifying shipments from FAST, Spot Bid (SB), and SPE to the U.S. Census Bureau's Automated Export System 
(AES). SED interfaces with FAST, SB, and SPE. Each application sends pertinent shipment information for 
shipments that are identified as SED shipments to Gem's SED system for eventual submittal to the AES system. 
The interface between GFM and AES provides for data transmission to AES as well as receiving information 
regarding acceptance ofinformation transmitted to AES. 

f) Transportation for the Relief of Mankind (TRANSFORM). GFM supports TRANSFORM, a non-profit 
program that negotiates free or discounted shipping for international humanitarian donations. 

g) Freight Acquisition Shipping Tool (FAST). FAST is used to build and execute Tailored Transportation 
Contract (ITC) and voluntary traffic shipments utilizing GFM databases containing SPLCs and commodity 
information, carrier tender bids, and user-maintained address and appropriation information. The major features of 
FAST include real-time rating and ranking of carrier tender bids, SDDC Operations Center intervention, bill of 
lading (BL) generation, and Internet accessibility. 

h) Discrepancy Identification Systems (DIS). The DIS application consists of the DIS US Government 
Standard Form (SF) 361 and DIS Management Information Reports. 

The SF 361 is used by shippers and receivers (mainly receivers) to record and track various shipment 
discrepancies regarding the movement of government cargo worldwide. It is also used as a claims form by 
OF AS. It is used to settle Claims on behalf ofthe US Government for discrepant shipments. 
• The DIS Management Information Reports are used to view and print the status ofvarious shipment 
discrepancies regarding the movement of government cargo worldwide. Seven DIS Management 
Information Reports are generated from the data gathered. 

i) Customer Added Value Suite (CAVS). CAVS provides view and print capability for carrier tender and biII 
oflading information retrieved from the GFM Host database via the Internet. CA VS includes the following 
modules: 

• Tender View allows user's access to tenders that reside on the GFM Host. It provides shippers the 
capability ofviewing and printing tenders on file for carriers who provide service to their respective 
locations. 
• Completed Shipments provides users the ability to review shipments completed using the GFM 
system. 
• Bill of Lading View provides users the ability to view and print BL information. This information is 
accessible for payment reconciliation, clarification of shipment services rendered, and lTV. 
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CA VS Downloads allows users to download tender and shipment information from the GFM Host. 

j) Tender Entry on the Web is used by carriers to electronically enter voluntary, negotiated, and foreign 
military sales tenders. 

k) Freight Carrier Registration Program (FCRP). FCRP streamlines the carrier qualification process and is 
used by carriers to obtain approval to transport freight for the DOD. FCRP provides the SDDC and other DOD 
agencies with the following abilities: 

• 	 Application processing facilitation for SDDC Operations Center personnel 

Automated Standard Carrier Alpha Code (SCAC) validation 


• 	 Automated PowerTrack certification verification 
• 	 Automated updates to the DOD approved carrier list 


Access to management reports 

Maintenance of historical application data 


• 	 Maintenance of communications history between carriers and SDDC Operations Center personnel. 

I) In-Transit Visibility (lTV). lTV provides DOD approved carriers with the ability to submit in-transit status 
information on DOD shipments to the GTN. BL data from the DOD shipping systems is automatically available to 
the assigned carrier in lTV. Carriers registered to use lTV may elect to receive notification via email when a newly 
tendered shipment is available for tracking in lTV. Carriers may use lTV, their own proprietary system, or an 
external commercial service provider to submit shipment status data to the GTN. As status events are submitted 
through lTV, GFM generates the ED! file in the proper format and transmits the data to GTN. 

1.2.2 GFM External Interfaces. 

1.2.2.1 Environment. The operational systems span several platform types: Operating Systems, databases, and 
integrated custom-written software with COTS applications. The GFM system uses predominantly COTS software 
and hardware to develop and operate the system. 

1.2.2.2 Development Software. Oracle relational database management system (RDBMS)rrools, Oracle Forms 
109, RDBMS Java Development Kit (10K) 1.5_06, Sterling's GenTran EDI Server Translation Software, Serena 
Team Track, Apache 2.0.55, JBoss 4.0.3 SPI, JAVA, UniData 7.1 UniBasic, C, CVS Version Manager, Active 
Server Pages (ASP), JavaScript, Visual Basic Scripting Edition (VBScript), and Unix shell scripts. Version numbers 
are subject to change. 

Platforms: The GFM database and applications reside on multiple platforms and in multiple environments. GFM 
primary Production system resides in Building 1575 on Scott AFB, IL. GFM also has a continuity of operations 
(COOP) site in the St Louis metropolitan area. In addition to the Production and COOP environments, GFM has an 
Independent Verification and Validation (IV&V) environment that mirrors Production and a Development I Quality 
Assurance environment used for development. See embedded spreadsheet for a list of hardware types. This list is 
updated as required to ensure GFM can support the Warfighter. 

Hardw~ 
SUN CO 
SUNFIRE T2000 Cisco Catalyst 3560G 
SUNFIRE V2 IO Cisco Catalyst 3560G 
SUNFIRE V890 Cisco Catalyst 3560 
SUNFIRE V490 
StorEdge 3510 Dell 
SUNFIRE 280R Dell PowerEdge 2950 

Dell PowerEdge 1650 
Brocade Switch Dell PowerVault MDlOOO 
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Brocade Silkworm 4100 
Brocade Silkworm 4100 I BlueCoat 

Bluecoat BC400·] 
HP Bluecoat BC400·2 
HP Procurve 2524 BlueCoat SG510·C ·Hazel 

Relational Databases: Relational databases used include IBM UniData 7 (or higher), Oracle Database·Enterprise 
Edition 10 (or higher), and Microsoft Access. 

Operating Systems: The Sun servers run Sun Solaris 2.9 and 2.10, Veritas Volume Manager 3.5 and Sun Cluster 
3.1. The DellfRed Hat Linux servers run Red Hat Enterprise Linux 4. The DellIWindows Server 2003 servers run 
Windows Server 2003 Service Pack (SP) 2. The versions of OS as well as Sun Cluster are subject to upgrade. 

Other COTS Software Packages: In addition to the above, the following software packages are used for 
development and systems support 

COTS Software 
XML Spy Oracle Application Server 

~cuterm Paint Shop Pro 7.0 
o Shop RoboHelp 

Apache HTTP Server Secure Shell (SSh) 
Apache HTTP Server Secure Shell File Transfer Protocol 

(SFTP) 
Authorware SERENA TeamTrack 

~t Versions System (CVS) Shipapi 
Cygwin Siebel7.S 
Dream Weaver Sterling Commerce Gentran:SERVER 
Eclipse Sun Workshop Compiler C 
ERWIN Tomcat 
Firefox Tool for Application Developers (TOAD) 
Flash UniData Guide 
Java 2 Enterprise Edition 
JBoss Application Server 
JBoss Console 

As technologies continue to advance during the period of performance, these products shall continue to be upgraded 
and/or replaced. 

1.3 Specific Tasks. 

1.3.1 Task Area 1 • Program Management Support. Program Management Support involves assisting SDDC 
program managers in conducting oversight and management ofGFM programs. Program Management is comprised 
of Program Support, Life Cycle Support, and Planning Support. Support includes, but is not limited to Work 
Breakdown Structure (WBS) Analysis, Project Schedule and Control, Project Management (Scope Management), 
and System Life Cycle Management. The contractor shall prepare a Management Plan for Government approval 
within 30 days of award. The document shall be a living document and changes shall be submitted to the 
Government on a quarterly basis following initial submission. The Contractor shall prepare a monthly status report. 
The contractor shall develop and maintain detailed WBSs to identify events and schedules required for the 
development, testing, training, documentation, and implementation of software changes, enhancements, and 
solutions. Provide WBS no later than (NL T) the 5th working day after requested. The contractor shall create and 
maintain a set of coding standards and an Application Configuration guide In Accordance With (fA W) Defense 
Information System Agent (DISA) Application Security and Development Security Technical Implementation 
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Guide (STIG). The contractor shall support the Government Program Manager in the planning and tracking of 
projects, to include schedules, risks, and associated contractor costs and resource utilization. Support includes 
providing timeline and cost estimate rough orders ofmagnitude for project planning, and providing project planning 
and tracking information via various forms of written and/or verbal communications, such as email, information 
papers, discussions, and meeting status reporting. Proactively provide project planning and tracking information to 
the government via various written and verbal means. The contractor shall provide project planning and tracking 
information as requested by the Government. 

1.3.2 Task Area 2 - GFM Software Development & Maintenance. The contractor shall provide technical 
assistance to the GFM Program Management Office (PMO) in the resolution of open software PRs and in adding 
new functionality identified as software ECPs. The PRIECP resolutions shall be incorporated into the baseline using 
software versioning methodology. The contractor shall prepare a document containing resolutions and test results 
for the PRslECPs contained in each software version. The contractor shall provide a completion status of all 
PRsIECPs. The contractor shall design system applications and integration efforts to enhance/improve the 
performance and efficiencies ofGFM software modules and applications. The contractor shall prepare a document 
containing resolutions and test results for the PRslECPs contained in each software version. The contractor shall 
develop and maintain Unix shell scripts and C Programming scripts to interface with GFM's GenTran servicers. 

1.3.3 Task Area 3 - Bills of Lading (BLs). The contractor shall provide for electronic transfer of BLs among all 
GFM trading partners through the development and maintenance of software and the monitoring of BL file 
transmissions. Additionally, the contractor shall develop/maintain the capability to cost and select for traffic 
currently moving under BLs in order to assure that the Government acquires the best value. The contractor shall 
enable the system to produce electronic and hardcopy BLs. The contractor shall ensure that the electronic files are 
available for transmission to GFM Trading Partners (TPs). 

1.3.4 Task Area 4 - Tailored Transportation Contract (TIC) Interface. The contractor shall maintain a current 
set ofTIC tender rates on the GFM Host database. The contractor shall enter tender rates via a manual mode when 
necessary. The contractor shall continuously enhance this interface as necessary. Government acceptance as 
detailed by review of rates uploaded to the GFM Host System. The contractor shall maintain the process of 
uploading TIC Rates received via electronic spreadsheets. 

1.3.5 Task Area 5 - Remote Carrier Access. The contractor shall provide the capability for commercial carriers 
to access the GFM CAYS, FCRP and TEOW applications from remote locations and obtain shipment Requests and 
Responses, Standard Tender of Freight Services, and Bills of Lading information. The contractor shall support and 
enhance the automated process of carriers accessing CAYS, FCRP, and TEOW via the Internet. 

1.3.6 Task Area 6 - Tender Management. GFM currently provides a central database of DOD commercial 
transportation tenders. Additional modes are added to this database as additional Standard Rules and Tender 
Formats are developed. The contractor shall continue to develop and implement software for all supported modes of 
transportation. Using an automated process, the contractor shall maintain and update all tender formats approved 
and submitted by Government agencies. 

1.3.7 Task Area 7 - Software Application Optimization Enhancement. The contractor shalI enhance and 
improve the existing GFM application software and/or its applications to ensure maximum system optimization. 
The contractor shall maintain/sustain the software development system and assist in urgent analysis for the 
production system when required, daily activities include systems configuration and operation. The contractor shall 
optimize system operation and resource utilization. The contractor shall conduct performance tuning to obtain 
systems optimization for maximum application workload while maintaining historical performance data to be used 
as a benchmark. Software development and maintenance shall not cause a digression of the current system's 
performance. 

1.3.8 Task Area 8 - Server System Administration. The contractor shall provide technical expertise in the area of 
administration of web and application servers to the GFM PMO. The contractor shaH monitor and provide 
maintenance for all Apache Web Servers and JBoss Application Servers across the GFM software environments. 
The contractor shall administer JBoss applications, install and configure J2EE, configure application resources, 
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modifYing logging properties of Application Servers, configuring Security, administering the environment using the 
Web-based Admin Console or command line tools, and monitor 180ss performance using Jconsole utilities. The 
contractor shall deliver application code to 180ss application servers. This includes configuring JDBC data sources, 
Hibernate options, deploying E183 services, deploying EAR, JAR and WAR files, and implementing JMX 

The contractor shall maintain a custom configuration of JDBC connection pools within 180ss to minimize 
application down time, maintaining MBean APls for custom tuning and deployment, tuning threads through the 
Tom Cat servlet container to prevent deadlocks, analyzing thread dumps to troubleshoot, documenting issues, and 
making recommendations for performance improvements. The contractor shall provide 24x7 Apache Web Servers 
and 180ss Application Servers monitoring and assistance. 

] .3.9 Task Area 9 - Electronic CommercelEDI (ECIEDI) Support. The contractor shall provide highly qualified 
and trained personnel to build and/or support the technical infrastructure needed to support ECIEDI. This support 
shall include, as a minimum, an integrated software system that includes ECIEDI translation software, 
communication software and application software. Personnel shall possess detailed technical knowledge ofEDI 
ASC X.l2 Transportation Standards, DOD Implementation Conventions, data requirements, and software associated 
with the system. 

The contractor shall be responsible for providing proven expertise to include but not limited to: creating and 
maintaining Trading Partner profiles within the Sterling Commerce GenTran Server, initiate, establish and maintain 
GFM Trading Partner interfaces using secure shell, creating and maintaining Unix shell scripts and C programs to 
transfer and consolidate files between GFM servers and the cron jobs that schedule them, maintenance of 
customized Unix shell scripts to start up and shut down the Sterling Commerce GenTran Server. In addition, the 
contractor is required to support, upgrade and trouble shoot GFM EDI issues and provide documentation and 
recommendations for solution and application enhancement. The contractor shall assist with loading, testing, and 
operation of GENT RAN Server Software. The contractor shall setup interfaces for outbound and inbound system 
traffic. The contractor shall provide 24x7 GENTRAN Server software monitoring and assistance. 

] .3. t0 Task Area 10- Database Management Systems (DBMS) Oracle Administration. 
The contractor shall provide database administration remotely or on site and shall provide assistance and technical 
expertise in the identification, design, and development of the GFM Oracle databases and existing database 
elements. The Contractor shall use the DISA Database STIG as a tool to improve DBMS Security, run the Oracle 
Security Readiness Review (SRR) Evaluation Scripts, and use the Oracle Database Checklist to ensure Oracle is 
properly installed, implemented, and managed in a way that is secure. 

The contractor shall provide Oracle database administration and technical expertise in the identification, design, and 
development of the GFM databases and existing database elements. These administration services will include but 
not be limited to: researching and applying critical Oracle patch updates and reviewing installation documentation, 
performing upgrades as required to the Oracle database, monitoring Oracle file size, requesting and applying 
additional disk space to the Oracle files. The contractor shall provide Oracle database administration in the design, 
creation, implementation, and maintenance of complex Oracle databases with respect to access methods, access 
time, device allocation, validation checks, organization, and security. The contractor shall be familiar with SDDC 
Oracle database disaster recovery programs (Oracle Archive Logging/COOP) and business resumption planning. 
The contractor shall provide Oracle database administration in the form of simulation testing across all GFM 
platforms and assist in the testing of contractor-developed software in regards to Oracle databases. The contractor 
shall provide 24x7 database administration system monitoring and assistance. 

1.3.11 Task Area t t - Database Management Systems (DBMS) Unidata Administration. 

The contractor shall provide database administration remotely or on site and shall provide assistance and technical 

expertise in the identification, design, and development of the GFM Unidata databases and existing database 

elements. 


The contractor shall provide expert Unidata system and database administration. The contractor shall update UNIX 
and GFM specific Unidata kernel configuration files, adding directories, creating and sizing Unidata files, creating 
new Unidata accounts, and perform backup and recovery files. The contractor shall optimizing Unidata within the 
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current GFM architecture/environment, ensuring system resources are kept at optimum levels. The contractor shall 
deploy UniObjects within the Unidata database, diagnose UniObject problems and provide appropriate solutions to 
the GFM Java development staff. The contractor shall customized UniObject pooling mechanisms and applies 
appropriate actions as necessary. The contractor shall be responsible for administrating UniData's Recoverable File 
System (RFS) to ensure that log files are sized appropriately and that the RFS files are monitored on a daily basis. 
The contractor shall provide long-range requirements for Unidata database design and administration. The 
contractor shall provide 24x7 database administration system monitoring and assistance. The contractor shall 
provide 24x7 database administration system monitoring and assistance. 

1.3.12 Task Area 12 Software Reviews. The contractor shall conduct software reviews, and participate in 
briefings, walkthroughs, and/or prototype demonstrations. The contractor shall accurately record the proceedings 
and develop the meeting minutes that shall be provided to the GFM PMO in accordance with the schedule identified 
in the Deliverable Delivery Summary. 

1.3.13 Task Area 13 - Documentation Archive Library. The contractor shall maintain the single, centralized 
electronic library in a Government-provided storage location, which contains all GFM documentation determined by 
the Government for storage in the library. This library shall be made available for all GFM staff to review at their 
discretion. The electronic file structure for this library is at the contractor's discretion, subject to Government 
approval, and shall be organized to ensure logical presentation of documentation for system activities and reports. 
The contractor shall maintain a centralized electronic library that contains appropriate sub-folders for individual 
activities. 

1.3.14 Task Area 14 - Software Development Test (SDT). The GFM software developer shall conduct the 
appropriate number of successful Software Development Tests (SOT) before releasing software to the GFM PMO. 
The contractor shall develop a Software Development Test Plan, conduct a SOT, and develop a SOT Test Results 
Report for each software PR and ECP incorporated. The contractor shall ensure that regression testing is conducted 
on all software changes and development prior to forwarding for Independent Verification and Validation (IV&V) 
Testing. The developer shall ensure the software is error and abort free and shall verifY interoperability and 
integration with interfacing systems. Performance Objective: Performance Measures: Government acceptance of 
Test Plans and Test Results Report for all PRs and ECPs implemented. The contractor shall perform system tests to 
include SOTs and regression testing. The Government will accept Test Plans and Test Results Reports for all PRs 
and ECPs implemented. 

1.3.15 Task Area 15 - Software Version Description (SVD). The contractor shall prepare a SVD for each 
software release and present the SVD to the Government no later than five (5) workdays after deployment ofthe 
application. The SVD shall identifY and describe an inventory of materials to be released, software/applications 
contents, changes to be installed, adaptation of data, related documents, installation instructions, and possible 
problems and known errors. The contractor shall prepare an SVD for each software release. 

1.3.16 Task Area 16 - Documentation Support (Optional). The contractor shall create technical documentation 
for the GFM Project in accordance with the Institute of Electrical and Electronics EngineerslElectronic Industries 
Association Software Life Cycle Process, (IEEEIEIA 12207.1-1997) standards, DOD Security Regulation Guidance, 
and OISA Checklist, Scripts and Guides. In addition to the IEEE standards, the contractor shall provide internal 
standards ofwriting specific to the GFM Project to ensure consistency of delivery and presentation. Documentation 
provided shall include, but is not limited to System Requirement, Interface Requirement, Database Description 
Documents (DOD), Web Services document, and system-user document. The contractor shall prepare technical 
documentation for the GFM Project. 

1.3.17 Task Area 17 Configuration Management (CM). The contractor shall prepare and revise CM related 
documentation, keep current and participate in activities that control changes to the multiple GFM subsystems that 
are developed or modified. The contractor shall also develop and maintain a software library that contains source 
and object code for the GFM software. Software changes are currently managed with the Concurrent Versions 
System (CVS). As a safeguard software code shall also be stored on external electronic media with a listing of 
contents of the deliverable, including LAN server based files and those databases and files associated with COTS 
products. The contractor shall provide electronic notice of software releases to the GFM Program Manager and 
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other program management office government and contractor personnel who have a need to know. The contractor 
shall prepare and revise CM related documentation and external electronic media for physical site and electronic 
library storage. 

1.3.18 Task Area Deployed System Sustainment. The contractor shall assign an individual to act as a Tier II 
customer assistance liaison between the SDDC Systems Response Center (SRC) and the GFM PMO. Problems that 
cannot be resolved by the SRC shall be elevated to the GFM Tier II liaison for resolution. The Tier II liaison shall 
support all GFM software modules and applications. The contractor shall provide software problem resolution and 
customer assistance support to the SRC on a daily basis, utilizing its technical and functional expertise. The 
contractor shall provide monthly statistics that include number of service requests elevated to the Tier II liaison and 
percentage of time spent on training and problem resolution validations. 

1.3.19 Task Area 19 - Distance Learning. The contractor shall develop, implement, and sustain a Distance 
Learning Program (DLP) for the GFM suite of applications. This DLP shall be developed using commercially 
available, proven technologies and techniques, and shall be tailored to match multiple learning styles. It shall be 
designed to reduce and minimize Government investment and sustainment costs. The DLP shall also include 
promotional notices to the user community upon notification prior to software release. The DLP program shall be 
developed consistent with GFM's compressed developmental strategy and must be executed efficiently and 
effectively. The contractor shall ensure integration of these products with the existing developmental strategies of 
GFM and current training. The contractor shall ensure that all training and learning tools are updated consistent 
with and are synchronized with software upgrades and version releases. On a limited case-by-case basis, the 
contractor shall be required to conduct system infonnation briefings, training sessions, and system demonstrations at 
Government meetings, symposiums, workshops, conferences, and other events. The contractor shall develop, 
maintain, and sustain a GFM Distance Learning Program. The Government will review, evaluation, and accept DLP 
releases. 

1.3.20 Task Area 20 - Contractor Management Requests (CMRs). The contractor shall assist the GFM PMO in 
the resolution of CMRs. Resolutions may be in the fonn of correction of data issues; training and/or meeting, 
symposium, workshop, or conference support; response to Freedom oflnfonnation Act inquiries; analysis/impact 
studies; support for data calls; and/or generation of various reports. The contractor shall correct CMR items by the 
government approved suspense date. The Government will accept resolutions for the CMR item. 

1.3.21 Task Area 21 - Information Assurance (IA). 

1.3.21.1 Sub Task 1 - Certification And Accreditation (C&A). The Contractor shall design, develop, engineer, 
and implement GFM security solutions IA W DOD Infonnation Assurance Certification and Accreditation Process 
(DIACAP). The Contractor shall identify, implement and manage IA controls, validate IA controls activities, and 
conduct IA controls reviews. The contractor shall execute DISA Oracle SRR Evaluation Script, apply OISA 
Application Security and Development, Application Service, and Database STIGs, and perform OISA Security 
Checklists, Application Security and Development Checklist, the Application Services Checklist, Database, and the 
Best Practices Security Checklist. The contractor shall develop, analyze, and implement security architecture for 
GFM, perfonn risk analysis and security audit services, and develop security documentation lAW with DOD 
Security Regulation Guidance. The contractor shall prepare and/or assist the Government in preparing the DIACAP 
documentation requires for an Authorization to Operate (A TO). 

1.3.21.2 Sub Task 2 -Information Assurance Vulnerability. The Contractor shall implement system changes as 
necessitated by IT security notifications, the Information Assurance Vulnerability Management Program or as 
required by Information Assurance Program Manager (IAPM). The Infonnation Assurance Vulnerability 
Management Program frequently issue Information Assurance Vulnerability Alerts (lAVAs) that give notification of 
recently discovered vulnerabilities, specify deadlines for acknowledging receipt of the notice, and specify deadlines 
for implementing any corrective actions, such as a system patch or disabling of system services. The Contractor 
shall acknowledge lAVAs within the Asset & Vulnerability Tracking Resource (A VTR) Data Base within 5 
working days of receipt. The contractor will successfully take the corrective action specified by lAVAs within the 
specified deadline, 98% of the time. 
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1.3.22 Task Area 22 - Contractor Manpower Reporting. The Contractor shall document their manpower in 
accordance with the following guidelines. The Office ofthe Assistant Secretary ofthe Army (Manpower & Reserve 
Affairs) operates and maintains a secure Army data collection site where the contractor will report ALL contractor 
manpower (including subcontractor manpower) required for performance of this contract. The contractor is required 
to completely fill in all the information in the format using web address htlps:/Icmra.army.mil/or as provided by the 
Government. The required information includes: (I) Contracting Office, Contracting Officer, Contracting Officer's 
Technical Representative; (2) Contract number, including task and delivery order number; (3) Beginning and ending 
dates covered by reporting period; (4) Contractor name, address, phone number, e-mail address, identity of 
contractor employee entering date; (5) Estimated direct labor hours (including sub-contractors); (8) Predominant 
Federal Service Code (FSC) for each sub-contractor if different); (9) Estimated data collection cost; (10) 
Organizational title associated with the Unit Identification Code (UIC) for the Army Requiring Activity (the Army 
Requiring Activity is responsible for providing the contractor with its UIC for the purposes of reporting this 
information); (II) Locations where contractor and sub-contractors perform the work (specified by zip code in the 
United States and nearest city, country, when in an overseas location, using standardized nomenclature prOVided on 
website); (12) Presence of deployment or contingency contract language; and (13) Number of contractor and sub
contractor employees deployed in theater this reporting period (by country). As part of its submission, the contractor 
shall also provide the estimated total cost (if any) incurred to comply with this reporting requirement. Reporting 
period will be the period of performance not to exceed 12 months ending September 30 of each Government fiscal 
year and must be reported by 31 October of each calendar year. 

1.3.23 Task Area 23 - Transportation Tracking Number (TTN) (Task Ends 30 September 2011). The 
Contractor shall perform tasks necessary to implement TTN requirements fA W the TIN concept ofoperations, 
Attachment I. 

1.4.2 Deliverable Schedule Summary 

PWS 
Para 

DeliVerable Title Delivery Schedule 

1.3.1 Monthly status Report NLT 5th Work Day of the Month 
1.3.1 Management Plan Initial Plan 30 Days After Task Award; then 

updated Quarterly 
1.3 .1 Work Breakdown Structure NL T 5th Work Day after requested 
1.3.1 Work Breakdown Structure Updated Database Design Specification NL T 10 

work days after software release 
1.3.12 Software Review Minutes NL T 10 workdays after meeting attached to the 

appropriate Team Track record. 
1.3.13 Documentation Archive Library Documentation delivered 10 days after completion. 
1.3.14 Software Development Test Plan 

3.13 
NL T 5 work days prior to scheduled SDT start 

I 
1.3.14 Software Development Test Results 

Report 
NL T 10 work days after test completion 

1.3.15 Software Version Description NL T 5 work days after release to production 
1.3.16 Software Version Description As required by the Government 

I 1.3.17 Software Baseline Document/Code NL T 5 work days after release to production 
1.3.18 GFM Tier II Customer Assistance 

Support Statistics 
Once a Month 

1.3.19 Web-based Training Deployment 
(Live Meeting Sessions On-Line) 

As required by the Government 

1.3.19 Web-based Tutorials for deployed 
software 

Updated NL T 3 work days after each software 
release 

1.3.19 System Information Briefs, Training 
Sessions, and Demonstrations 

As required by the Government 

1.3.20 Contractor Management Requests As required by the Government 
1.3.21.l Certification And Accreditation As reQuired by the Government 
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1.3.21.2 Information Assurance Take the corrective action as specified by the lAVA 
1.3.22 Document Manpower NL T 31 October of each calendar 

year. 
5.0 Transition Summary Report i ~LT. 15 :",ork days following notific 

2. SERVICE DELIVERY SUMMARY 

The Services Delivery Summary (SDS) represents the most important contract objective that, when met, will ensure 
contract performance is satisfactory. Although not all PWS requirements are listed in the SDS, the contractor is 
fully expected to comply with all requirements in the PWS. 

PWSPara Performance Objective Performance Threshold 
1.3.1 The contractor shall develop and maintain detailed 

Work Breakdown Structures to identity events and 
schedules required for the development, testing, 
training, documentation, and implementation of 
software changes, enhancements, and solutions. 

98% ofthe deliverables are timely, 
complete, and accurate. 

1.3.1 The contractor shall support the Government 
Program Manager in the planning and tracking of 
projects, to include schedules, risks, and associated 
contractor costs and resource utilization. Support 
includes providing timeline and cost estimate rough 
orders of magnitude for project planning, and 
providing project planning and tracking information 
via various forms of written and/or verbal 
communications, such as email, information papers, 
discussions, and meeting status reporting. 

98% of the deliverables are timely, 
complete, and accurate. 

1.3.2 The contractor shall prepare a document 
constraining resolutions and test results for the 
PRlECPs contained in each software version. 

98% of requested tasks and 
documents are completed per the 
Management Plan 

1.3.3 The contractor shall enable the system to produce 
electronic and hardcopy BLs. The contractor shall 
ensure that the electronic files are available for 
transmission to GFM Trading Partners (TPs). 

98% of BL's submitted to G FM 
shall be cost, sent out electronically, 
and stored for audit purposes. 

1.3.4 The contractor shall maintain the process of 
uploading TTC Rates received via electronic 
spreadsheet 

Upload ofTTC rates within one 
working day with a 100% input 
accuracy rate. 

1.3.5 The contractor shall support and enhance the 
automated process of carriers accessing CA VS, 
FCRP and TEOW via Internet 

Carriers access 100% ofBL data 
submitted for rating to the GFM 
Host System via CA VS 

1.3.5 The contractor shall support and enhance the 
automated process ofcarriers accessing CA VS, 
FCRP and TEOW via Internet 

98% of tender data is input correctly 

1.3.6 Using an automated process, the contractor shall 
maintain and update all tender formats approved and 
submitted by Government agencies 

Will achieve 100% acceptance of 
tenders 

1.3.7 Contractor shall conduct performance tuning to 
obtain systems optimization for maximum 
application workload while maintaining historical 
performance data to be used as a benchmark. 
Software development and maintenance shall not 
cause a digression of the current system's 
performance 

Through the utilization of 
application software monitoring 
tools the contractor shall ensure that 
the application software performs 
within 98% of peak optimization. 
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1.3.8 The contractor shall provide 24x7 Apache Web 
Servers and JBoss Application Servers monitoring 
and assistance. 

The system is available 98% of the 
time 

1.3.9 The contractor shall perform loading, testing, and 
operation of GENT RAN Server Software. The 
contractor shall setup interface for outbound and 
inbound system traffic 

Ensures that GENTRAN Server runs 
at peak performance level 98% of 
the time 

1.3.10 
1.3.11 

The contractor shall provide 24x7 database 
administration system monitoring and assistance. 

Databases shall be current and 
accessible 98% of the time. 

1.3.13 The contractor shall maintain a centralized electronic 
library that contains appropriate sub-folders for 
individual activities 

The Library shall house the latest 
documentation pertaining to all 
associated systems 98% of the time 

1.3.14 The contractor shall perform system tests to include 
SOTs and regression testing. 

Will achieve software that is error 
and abort free and integrates 
successfully with interfacing 
systems 100% of the time 

1.3.15 The contractor shall prepare an SVD for each 
software release. 

I No Later than five (5) workdays 
after deployment 

1.3.17 The contractor shall prepare and revise CM related 
documentation and external electronic media for 
physical site and electronic library storage 

CM documentation and library must 
be current 98% of the time 

1.3.18 The contractor shall provide Tier II functional and 
technical expertise in support of the SRC and GFM 
customers on a daily basis 

Will achieve 100% response to 
requestor within one working day, 
resolve trouble calls 98% of the time 

1.3.19 The contractor shall develop, maintain, and sustain a 
GFM Distance Learning Program 

All DLPs are synchronized with the 
software releases they support 98% 
ofthe time 

I 

1.3.20 The contractor shall respond to CMRs by the 
government suspense date. 

Respond to CMRs by the 
Government approved due date 98% 
of the time 

1.3.21.] Certification And Accreditation Security documentation drafts NL T 
60 days after Government request; 
Final documentation due 60 days 
after Government comments. 

1.3.2].2 Acknowledge lAVAs within the Asset 
&Vulnerability Tracking Resource (AVTR) Data 
Base within 5 working days of receipt 

Successfully take the corrective 
action specified by the lAVAs 
within the deadline specified by the 
Government, 98% of the time 

3.0 Government -Furnished Property and Services 

3.1 Government-Furnished Equipment (GFE). All GFE will be maintained IA W FAR 52.245-1, Government 
Property, and Army Regulation 25-2, Para 4-5. Personnel requiring access to the SDDC network will be provided 
GFE for use within the requirements of this PWS. Developers or other privileged users with specialized software 
requirements will be granted local admin rights to the assigned laptop/workstation and incorporate IA VM 
compliance, patch management, Information Assurance and Anti-Virus software. Any changes to the GFE 
configuration and/or software baseline will be coordinated through the COR for approval. Upon attempting to access 
the SO DC network using a government furnished client VPN, critical update checks will be completed to ensure 
compliance with DOD Information Assurance Vulnerability Alerts (IA V A) and RETINA scans. Patches shall be 
applied at the discretion of the developer and/or privileged user no later than 30 days following lAVA suspense date. 
Users with a standard software load, patches will be applied immediately. 
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3.2 The Government will provide remote connectivity to all GFM (Production, Test and Development, IV&V, 
GFM Documentation Storage, and COOP) environments through government-provided remote access solution using 
Common Access Card (CAC) based authentication. 

4.0 General Information 

4.1. Place of Performance. The place of performance will be a Contractor-provided facility within CONUS. The 
Contractor will be required to have I system development maintenance and sustainment support and three DIACAP 
security personnel located at Scott Air Force Base (SAFB). The system development maintenance and sustainment 
personnel and the DIACAP security personnel shall be required to spend 100 % of their time on Scott AFB. 
Government workspaces will be provided for the system development maintenance and sustainment support and the 
DIACAP security personnel. 

The contractor will provide a toll-free telephone number for their base facility. All contractor employees must also 
be able to dial in to government-sponsored teleconferences, which may not be toll-free. The Contractor may be 
required, at no expense to the government, to attend meetings, participate in software tests, or provide software 
demonstrations at Scott AFB IL 62225. 

The Contractor shall provide technical support during normal operations hours ("core hours"), 0800-1630 Central 
Standard Time, Monday-Friday. Contract employees must be available by toll-free telephone during these hours. 
Additionally, selected personnel must be available, on-call, 24 hours a day, 7 days a week for emergency response. 
Method of access to on-call personnel (e.g., cell phone) shall be reliable and responsive. The contractor shall 
provide a schedule for each staff member. The following days have been established as legal public holidays for the 
Federal Government: 

New Year's Day I st day of January Martin Luther 
King Jr. Birthday 3rd Monday in January Presidents' Day , 

3rd Monday in February Memorial Day 4th 
Monday in May Independence Day 4th day ofJuly 

Labor Day 1st Monday in September 
Columbus Day 2nd Monday in October 
Veteran's Day 11th day ofNovember 
Thanksgiving Day 4th Thursday in November 
Christmas Day 25th day of December 

The contractor shall not schedule interfacing work (meetings, approvals, deliveries, etc.) with the Government on 
any of the established holidays, or any other day designated as a holiday by Federal Statute or by Executive Order 
except with prior approval from the Contracting Officer or Contracting Officer Representatives. If a holiday falls on 
a Saturday, the official holiday shall be celebrated the preceding Friday. If the holiday falls on a Sunday, the official 
holiday shall be celebrated the following Monday. 

4.2 Period of Performance. The Period of Performance on this contract shall consist of one five-(5) month Base 
Period, four twelve-(I2) month Option Periods, and one final seven-(7) month Option Period. 

Base Period: 25 April 2009 - 30 September 2009 

Option Period 1: I Oct 2009 - 30 September 2010 (1 Year) 

Option Period 2: 1 Oct 2010 - 30 September 2011 (1 Year) 

Option Period 3: I Oct 2011 30 September 2012 (I Year) 

Option Period 4: I Oct 2012 30 September 2013 (I Year) 

Option Period 5: I Oct 2013 - 24 April 2014 


4.3 Travel. Travel shall be required in support of meetings, symposiums, workshops, training sessions, 
conferences, and/or other events. The below chart contains estimated travel for purposes of contractor proposal and 
may deviate as requirements change. The estimated travel in the chart shall apply to the Base Period, and then shall 
be repeated for each individual Option Period: 
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# Trips Location # People # Days Timeframe 
J San Diego CA 2 5 June 
1 Dallas TX 2 5 May 
J Scott AFB 2 5 July-August 
1 Newport News VA 2 5 September 

All travel will be Government directed. The contractor shall submit a travel itinerary and estimated cost for 
approval by the COR. Estimated amounts in the contract shall not be exceeded. Any airfare shall be at the 
prevailing rates for commercial airlines at economy class. When required, the most reasonable means of ground 
transportation (e.g., taxi, bus, car rental) shall also be used. Incurred contract travel costs will be reimbursed by the 
government to the contractor in accordance with Joint Travel Regulations OTR) and Federal Travel Regulations 
(FTR). The Government will not reimburse local travel and related expenses to the contractor for travel to or from 
the Government's facility at Scott AFB. 

The contractor is responsible for tracking the status of travel funds and notifYing the COR when funds fall below 
85% of the established not-to-exceed amount as identified in the contract. 

4.4 Cooperation with Other Contractors and Government Personnel. The contractor shall 
cooperate with other contractors and Government personnel performing work for SDDC. The contractor shall avoid 
interfering with the performance of work by other contractors or Government employees while not compromising 
health, safety, or security. The contractor shall bring to the attention of the COR any disagreements or delays 
caused by contractor personnel interference or non-cooperation. 

4.5. Security Requirements Physical, Personnel, Information, Anti-terrorism, and Force Protection 
Requirements) 

4.5.1 The majority of the daily work associated with this PWS is UNCLASSIFIED but contract personnel will be 
required to access to restricted (classified areas and systems) located in Building 1575 at SAFB, IL. In addition, 
contract personnel will be required to meet the requirements for IT/ADP standards as outlined in AR 380-19 and 25
2 for deliverables and services outlined in this·PWS. See sections 4.5.2, 4.5.3 and 4.5.4 for 
investigative/adjudicative requirements for these ratings. 

4.5.2 ADPIIT Levell: Contract personnel assigned at the ADP I/IT I rating require an SSBI (or acceptable periodic 
reinvestigation) favorably adjudicated (a favorable adjudication normally grants eligibility at the TOP SECRET 
level as prescribed by DOD 5200.2-R and AR 380-67. 

4.5.3 ADPIIT Level 2: Contract personnel with ADP II or IT II levels for this contract as designated by DOD 
8500.1I5200.2-R and AR 380-19/380-67 will need a favorably completed NACLC (or acceptable periodic 
reinvestigation) when favorably adjudicated results in SECRET clearance eligibility. A valid SECRET clearance 
will be needed for access to Building 1575 at SAFB, IL. 

4.5.4 ADPIIT Level 3: Personnel assigned to this PWS who do not require ADPIIT levels I or" on DOD computer 
networks as stated in section 4.6.2 and 4.6.3 but need NIPRNET computer access and/or a Common Access Card 
(CAC) will require a favorably adjudicated NACI completed by the Office of Personnel Management (OPM) and 
HQ SDDC, G2 before a CAC will be issued. 

4.5.5 Favorable NACI investigation results must be posted in the Joint Personnel Adjudication System (JPAS) 
before a contractor is allowed access to the NIPRNET and/or be granted a CAC. 

4.5.6 Upon contract award all names of contract employees will be submitted to SDDC, G2 for vetting through 
JPAS to ensure investigative and clearance requirements have been satisfied. Vetting of investigation/clearance 
status will be completed prior to the Contract Officer Representative (COR) / Trusted Agent (TA) accesses the DOD 
Contract Verification System (CVS) and submits the contract employees for their CAC. If a contract member does 
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not have the appropriate investigative requirement, the contract employee will be denied the ability to work in 
support ofthis PWS and not be loaded into CVS. Contract personnel will be loaded in CVS with the expiration on 
their CAC for the initial contract year. Upon approval for the option year(s) a new CAC will be issued with new 
dates for the subsequent year ofoption. The CAC expiration process will be repeated for the duration of the 
contract. 

4.5.7 Personnel working this contract who will require a favorably completed investigations (listed in section 4.6.2 
and 4.6.3) resulting in TOP SECRET and/or SECRET eligibility when adjudicated by the Defense Industrial 
Security Clearance Office (DISCO). Interim SECRET clearance eligibility is accepted provided it was granted by 
the Defense Industrial Security Clearance Office (DISCO). 

4.5.8 The company who is awarded the contract must have a valid Facilities Clearance Level (FCL) at TOP 
SECRET level to submit the required background investigations listed above. Interim FCLs are acceptable 
provided they are not expired. FCL procedures and security guidelines for adjudicative requirements are outlined in 
DOD 5220.22-M, DOD 5200.2-R and AR 380-67. FCLs and Interim FCLs must be awarded by the Defense 
Security Service (DSS) or DISCO. HQ SDDC will not provide sponsorship for FCLs to awarded contract company. 

4.5.9 Upon receipt of the CAC, permanently assigned contract employees located at HQ-SDDC at SAFB, IL, may 
obtain the AF 1199 (Restricted Area Badge) if the employee meets the requirements set forth in the SAFB 
Instruction 31-101. Only personnel assigned physically on SAFB at least 4 days a week will be issued the AF 1199 

lh 

unless an exception to policy is approved by the 375 SFS through SDDC G2. 

4.5.10 Visit Authorization Letter (VAL) or Visit Authorization Request (VAR) will be required for contract 
personnel who are assigned to HQ SDDC at SAFB. The V ALNAR request will be received 48 hours prior to start 
of the contractor employee. VALNAR requests can be submitted to SDDC G2 via email or fax 
(sddc.safb.g2@us.army.mil or 6 I 8-220-5874). An example copy ofthe VAL or V AR can be obtained from HQ 
SDDC G2. JPAS visit requests for these types of contract members are not acceptable. 

4.5.11 Visit(s) by contract personnel not permanently assigned to this contract (company presidents, company 
security managers, contract employees not permanently assigned at SAFB, etc) will require an electronic visit 
request in the JPAS. The JPAS Security Management Office (SMO) code is W4PQAA4 for sending visit requests 
to HQ SDDC at SAFB, IL. Visits to SDDC locations outside ofHQ SDDC at SAFB, IL. will be facilitated by 
contacting the security section of the for the SDDC organization to obtain the SMO code for submitting visit 
requests. 

4.5.12 Upon completion ofthis contract, the employee will surrender all government supplies, materials and 
equipment COR. All contractor CACs issued will be turned into SDDC G2 for all contract personnel assigned to 
this PWS (this can be accomplished by returning to the COR at SAFB for turn in to G2). Contract members 
assigned to HQ SDDC SAFB, IL. will return CAC and any security badges to HQ SDDC, G2 upon out-processing. 
This will be accomplished on the last day of the contract or upon any termination/reassignment of contract 
employees. 

4.5.13 Security debriefing statement (Standard Form 312) will be completed upon completion ofthe contract if 
employee is assigned to HQ SDDC at SAFB, IL. 

4.5.14 Contract employees assigned to SAFB shall attend/complete the following training as prescribed by DOD, 
USTRANSCOM, Army and Air Force Instructions: Employee Initial Security Briefing, Annual Security Awareness 
Training and the Operations Security (OPSEC) and Subversion and Espionage Directed Against the Army (SAEDA) 
training. All contract members regardless of location will complete the annual DOD Antiterrorism Level I training. 
Contract employees assigned to other SDDC locations will be required to attend security training established by 
their respective SDDC security offices and/or installations. 

4.5.15 The contractor shall ensure the roles/privileges assigned to contract employees on the Government computing 
platforms are limited to the roles/privileges essential to that individual's performance ofhislher assignments. These 
roles/privileges can be limited or revoked by the Government for any reason. 

mailto:sddc.safb.g2@us.army.mil
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4.5.16 If the Government notifies the contractor that the employment or the continued employment of any contractor 
employee is prejudicial to the interests or endangers the security of the United States of America, that person shall 
be removed and barred from the worksite. This includes security deviations/incidents and credible derogatory 
information on contract members during the course of the contract period. The awarded contract company shall 
make any changes necessary in the appointment(s). 

4.5.17 Security Regulation Compliance. The contractor will be required to comply with all security regulations and 
directives as identified herein, and other security requirements in this contract specific to site locations ofwork. The 
contract members are required to attend required security training outlined in this PWS upon start ofthe contract. 

4.5.18 Network Security. Contractor shall also ensure that no Contractor employee connects unapproved or non
compliant software or hardware to the Government network as defined in the SDDC security guidelines. Since VPN 
capability provided by the government will essentially extend SDDC's network to the Contractor facility, all 
Contractor provided hardw.are touching SDDC network shall comply with SDDC Information Assurance standards 
and policies, and shall not connect to any commercially provided network. The Contractor must understand the 
implications of this requirement. 

4.5.19 RoleslPrivileges. The Contractor shall ensure that roles/privileges assigned to Contractor employees on 
Government test and production platforms are limited to the roles/privileges essential to that individual's 
performance of his/her assignments. These roles/privileges can be limited or revoked by the Government. The 
Government will grant privileges on the GFM production environment. 

4.5.20 Information Security. Information found in GFM is considered For Official Use Only (FOUO). The 
Contractor will follow FOUO guideline applications required by DOD Appendix 3 to DOD 5200.I-R, and Under 
Secretary of Defense for Intelligence memorandum, "Interim Information Security Guidance," April 16, 2004, for 
specific guidance on the handling and safeguarding of FOUO information. 

4.5.21 Personnel identified as IT-lor IT-II shall adhere to the Implementation of Information Assurance Best 
Business Practice (lA BBP) Training and Certification Update, dated December 2008, in support of DOD 8570.01
M, Change I and the Army Information Assurance Program (A lAP). The SDDC/GFM PMO will fund the A+, 
Network+ or Security+ certification Exam (SYO-20 I). Current contractors will be required to complete this 
requirement by 30 September 20 I O. Any new hires will be required to obtain this training at the contractor's 
expense after 30 September 2010. This is a one-time expense, since the SYO-201 certificate will not expire 
throughout the lifetime of this contract. 

Security Regulation Guidance: 

DOD: 

DOD Instruction (DODI) 2000.16 (DOD Antiterrorism (AT) Standards)DOD Directive (DODD) 5200.1-R (DOD 
Information Security Program) 
DOD Publication 5200.2-R (DOD Personnel Security Program)DOD Publication 5200.08-R (DOD Physical 
Security Program)DOD Publication 5220.22·M (National Industrial Security Program)DODD 8500.1 (Information 
Assurance (IA»DODD 2000.12 (DOD Antiterrorism (AT) Program)DODl 8500.2 (Information Assurance (lA) 
Implementation)DOD issuances can be found at:http://www.dtic.mil/whs/directives/Army:Army Regulation (AR) 
380-67 (Personnel Security Program)AR 380·5 (Department of the Army Information Security Program)AR 25-2 
(Information Assurance)AR 380·20 (Restricted Areas)Army regulations can be found 
athttp://www.army.mil/usapaiepubs/ 

DlSA: 

Security Checklists 
Security Readiness Review Evaluation Scripts 
Security Technical Implementation Guides 
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D1SA Checklist, Scripts and Guides can be found at: 
http://iase.disa.mil/stigs/stig/index.html 

SDDC: 

SDDC Regulation 190-1 (SDDC Security Program)(Provided upon request from SDDC G2 at SAFB)Scott Air 
Force Base (SAFB):SAFB Instruction 31-101 (Installation Security Instruction)(Restricted publication. Sent only to 
.mil domains when forwarding. Not for public distribution.) 
Forms: 
DD 254, DOD Contract Security Classification Specification 

DOD form found at: 
http://www.dtic.millwhsldirectives/correslpubl.html 

HQ SDDC G2 Point of Contact: 
Todd Stroubl Soldier WayBldg 1900W 
SAFB, IL 62225Commercial: 618-220-5422 Email.todd.m.stroub@us.army.miI5.0 Contractor Transition 

5.1.1. Contractor Exit Requirement. 

5.1.1. Transition of Operations. The contractor shall provide a Transition Summary Report of all work performed 
within 15 working days upon notification of termination of this PWS. This summary report shall include, but is not 
limited to, the status of all assigned tasks including an accurate WBS, a synopsis of problems, lessons learned, and 
recommendations for improvement. The report shall contain all the information necessary to assure project 
continuity . 
5.1.2. Continuity ofService. The contractor shall ensure the continuity of service while implementing its transition 
plan for all affected activities to preclude any adverse impact on the mission. 

5.1.3. Transfer of Materials. The incumbent contractor shall transfer to the Government all intellectual and real 
property belonging to the Government, which was generated, purchased on behalf of, or provided by the 
Government for the performance of the work in support of this contract. 

5.1.4. Sufficient Personnel. The incoming contractor shall provide sufficient number of personnel to ensure 
effective transfer of all work in progress so as not to affect mission accomplishment. 

5.2 Ramp Up Times 
The incoming contractor shall have a minimum level of personnel available on Apri125, 2009, to provide tier II 
customer support, DTCI fielding support, and support for uninterrupted services in the event of an unforeseen 
system failure. Eighty-five (85) percent of personnel shall be available April 27, 2009 to ensure effective transfer of 
all work in progress and sustain mission accomplishment. 

Appendix A 

ACRONYMS 


ACRONYM DEFINITION 
AFB Air Force Base 
AMC Air Mobility Command 
AES Automated Export system 

'API Application Programming Interface 
ASC X12 Accredited Standards Committee 
ASP Active Server Page 
ATO Authorization to Operate 
BL Bill of Lading 
C&A Certification and Accreditation 

mailto:Email.todd.m.stroub@us.army.miI5.0
http://www.dtic.millwhsldirectives/correslpubl.html
http://iase.disa.mil/stigs/stig/index.html
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CAC Common Access Card 
CAVS Customer Added Value Suite 

i CFR Code of Federal Regulation 
, 

iCM Configuration Management 
CMR Contractor Management Request 

i CONUS Continental United States 
i COOP Continuity of Operation 

COR Contracting Officer's Representative 
COTS Commercial-Off-the-Shelf 
CVS DOD Contract Verification System 
DBMS Database Management Systems 

• DDD Database Description Document 
DECC Defense Enterprise Computing Center 

i DFAS Defense Finance and Accounting Service 
i DlACAP DOD Information Assurance Certification and Accreditation Process 

DIS Discrepancy Identification System 
DlSA Defense Information System Agent 
DLP Distance Learning Program 
DOD Department of Defense 

• DTCI Defense Transportation Coordination 
DTR Defense Transportation Rel!ulation 

• EC Electronic Commerce 
ECP Engineering Change Proposals 

i EDI Electronic Data Interchange 
ETA Electronic Transportation Acquisition 
FAST Freight Acquisition Shipping Tool 

i FCRP FreiJ~ht Carrier Rel?;istration Program 
FOUO For Official Use Only 
FTR Federal Travel Regulation 

• GFM Global Freight Management System 
GSA General Services Administration 

• GTN Global Transportation Network , 

HTML HyperText Markup Language 
i IA Information Assurance 

IAPM Information Assurance Program Manager 
lAVA Alerts Information Assurance Vulnerability 
lAW In Accordance With 
IGC Integrated Data Environment/Global Transportation Network Convergence 

i IM/CIO Information Management-Chief Information Manager 
IT Information Technolol!Y 
lTV In-Transit Visibility 

i IV&V Independent Verification and Validation 
i JPAS Joint Personnel Adjudication System 

JDBC Java Database Connectivity 
JDK Java Development Kit 
JTR 

• J2EE 

ave I Regulations 
Java 2 Platform, Enterprise Edition 

LAN Local Area Network 
LDAP Lightweight Directory Access Protocol 
MS Microsoft Office 
MSTIP MilitaryStandard Tender Instruction Publication 
NAC National Agency Check 
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NACI NAC with Inquiries 
NIPRNET Non-Secure Internet Protocol Router Network 
NISPOM National Industrial Security Program Operating Manual 
NLT Not Later Than 
PKI DOD Public Key Infrastructure 
PMO Program Management Office 
PR Problem Report 
PWS I Performance Work Statement 
OCONUS Outside the Continental United States 
OPSEC Operations Security 
OS Operatine; System 
RFS Recoverable File System 
SAEDA Subversion and Espionage Directed Against the Army 
SB Spot Bid 
SCAC Standard Carrier Alpha Code 
SDDC Surface Distribution and Deployment Command 

I SDS Service Delivery Summary 
SDT Software Development Test 

I SED Shipper's Export Declaration 
SMO Security Manae;ement Office 
SPE Small Packae;e Express 
SPLCs Standard Point Location Codes 
SQL Structured Query Lanl!uae;e 

ISRC Systems Response Center 
·SRR Security Readiness Review 
• SnG Security Technical Implementation Guide 
ISVD Software Version Description 

TA Trusted Al!ent 
TAV Total Asset Visibility 
TEOW Tender Entry on the Web 

• TFG Transportation Facility Guide 
TOAD Tools of Oracle Application Development 
TRANSFORM Transportation for the Relief of Mankind 
TIC Tailored Transportation Contract 
UIC Unit Identification Code 
USTRANSCOM United States Transportation Command 
VAL Visit Authorization Letter 
VAR Visit Authorization Request 
WSB Work Breakdown Structure 
XML eXtensible Markup Lanl!uage 

Appendix B 

APPLICABLE DOCUMENTS 

Applicable Documents. The GFM system's logic is based largely on functional business processes that are 
governed by the following regulations: Defense Transportation Regulation (DTR) 

• 	 Code of Federal Regulations (CFR) 49 Hazardous Materials 
• 	 Military Standard Tender Instruction Publication (MSTIP) No. 364 

MTMC Freight Traffic Rules Publication No. lOA (MFTRP NO. lOA) IMovement of Freight via Rail] 
US Customs 
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Other DOD regulations, policies, and procedures associated with commercial freight transportation. 

FEDERAL AND DOD REGULATIONS 

Code of Federal Regulations, 29 CFR, Labor, Part 4, Labor Standards for Federal Service Contracts, 
27 October 1983. 
Code ofFederal Regulations, 29 CFR, Labor, Part 1910, Occupational Safety & Health, I July 
2002. 
Federal Acquisition Regulation (FAR), Volume I. Parts I to 51, September 2001. 
Federal Acquisition Regulation (FAR), Volume II, Parts 52, 53, & Index, September 2001. 
Defense Federal Acquisition Regulation Supplement (DF ARS). 17 August 1998. 
DOD 4500.9-R. Defense Transportation Regulation. 
DOD 5220.20-M, National Industrial Security Program Operating Manual (NISPOM) 
DOD Directive 5200.28, Security Requirements for Automated Information Systems (AIS) 
DOD Instruction 5200.40, "Department of Defense Information Technology Security Certification and 
Accreditation Process (DiACAP). 
DOD·STD·8120.2-M (Draft), Automated Information System Life-Cycle Management Manual, May 1995 
DOD Directive 8500.1, Information Assurance (IA). 
DOD Instruction 8500.2, Information Assurance (IA) Implementation. 
DOD Instruction 5220.22-M, National Industrial Security Program Operating Manual 
DOD Instruction 2000.16, DOD Antiterrorism Standards 
DOD Instruction 2000,12, DOD Antiterrorism (AT) Program 
DOD 5200.I·R, 
DODAF, DOD Architecture Framework (current version) 
DOD Instruction 3020.37, Continuation of Essential DOD Contractor Services During Crises 

ARMED SERVICES REGULATIONS 

Army Federal Acquisition Regulation Supplement (AFARS), October 200 I, 
AR 25·2, Information Assurance 
AR 25·3, Army Life Cycle Management oflnformation Systems, 15 October 1989 
AR 25-9, Army Data Management and Standards Program, 25 September 1989 
AR 380·5, Department ofthe Army Information Security Program. 
U.S. Army Information Systems Engineering Command (USAISEC) Regulation 702·2, Preparation of 

Documentation for Test and Evaluation of Information Systems, 19 July 1990 

AR 735-5, Policies and Procedures for Property Accountability, 10 June 2002. 

SDDC Regulation 37·10, Financial Management-Contract Pay, I May 1989. 

SDDC Regulation 190-1, SDDC Security Program. 

SDDC Regulation 715·1, SDDC Procurement Instructions. 

AR 380-67, Army Personnel Security Program 


CHAIRMAN OF THE JOINT CHIEFS OF STAFF INSTRUCTIONS 

CJCSI 3170.0 I-F, Joint Capabilities Integration and Development System 
CHAIRMAN OF THE JOINT CHIEFS OF STAFF MANUAL 
CJCSI 6212-01-A, Operation of the Joint Capabilities Integration and Development System 

PUBLICATIONS 

FM 19-30, Physical Security. 

SDDCEA PAM 37-1, Financial Administration. 

Defense Information Infrastructure Common Operating Environment (DII COE) guidelines. (M) 

DA Pamphlet 73-1, Test and Evaluation Guidelines, 16 October 1992. (M) 

Documentation for Test and Evaluation oflnformation Systems. 19 July 1990. eM) 
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Institute of Electrical and Electronics Engineers (IEEE)IE\ectronics Industries Association (EIA) Standard, 

\EEEIEIA 12207, "Information Technology Software Life Cycle Process." (A) 

ODlSC4 Letter of Instruction for Major Automated Information Systems (AIS) Reviews, 3 December 1992. (A) 

Section 508 of the Disability Rehabilitation Act. (A) 


Note: To view Army regulations click on http://www.usapa.army.mil 

To view DOD publications click on http://www.dtic.mil/whs/directives 


(End of Summary ofChanges) 
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