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U.S. TRANSPORTATION COMMAND 

 
SURFACE EXECUTIVE WORKING GROUP 

MEETING MINUTES 
27 July 2017  

 
NOTICE 
One of the initiatives following the 2012 National Defense Transportation 
Association (NDTA) Forum was to establish a Surface Executive Working Group 
(EWG).  The purpose of this EWG is to promote dialogue between government 
and industry while focusing on preserving readiness capability and ensuring the 
nation has access to necessary commercial transportation capability.  Within the 
EWG, transportation issues of government and industry are studied and the 
statuses of the issues are reported at large.  The EWG is led by co-chair:  United 
States Transportation Command (USTRANSCOM), and the Military Surface 
Deployment and Distribution Command (SDDC).  The body of the EWG consists 
of a cross-section of senior leader representatives from the surface industry, 
Department of Defense (DoD), Department of Transportation (DoT), and the 
Department of Labor (DoL).  Industry representatives of the EWG are selected on 
a 2-3 year rotating basis determined by USTRANSCOM in collaboration with 
SDDC and NDTA.  NOTE:  DoD officials participating in the EWG may not 
obligate the government contractually or make policy, nor may they transfer any 
authority or responsibility for government decisions to industry or to the industry 
members of the EWG.  By making the minutes of EWG meetings available 
electronically, DoD, DoT, DoL, and NDTA promote the exchange of information 
to other forums.  DoD invites interested parties to comment on issues considered at 
EWG meetings, to provide additional information, or to request further 
information. 

CURRENT INDUSTRY REPRESENTATIVES: 

Organization Telephone 
American Short Line Rail Road Association  
BNSF 
Boyle Transport  
CSX Transportation 
Green Valley Transportation Corp. 
Hub Group 
Landstar Transportation Logistics 

(202) 585-3442 
(817) 867-0644 
(978) 670-3408 
(904) 359-2316 
(800) 677-5991 
(630) 271-3711 
(904) 390-4898 
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National Defense Transportation Association  
Norfolk Southern Corporation 
Northern Neck Transfer, Inc. 
Tri-State 
TTX Company 
UniGroup, Inc. 
Union Pacific Railroad 
United Parcel Service 
Universal Truckload Services, Inc. 
XPO Logistics  
YRC Worldwide 

(703) 751-5011 
(757) 668-1587 
(800) 326-2160 
(623) 344-1144 
(312) 606-1481 
(636) 349-2891 
(402) 544-4446 
(202) 675-4227 
(586) 920-0100 
(630) 870-3001 
(301) 797-5922 

  

TASKS 
The updated list of tasks from the EWG is at Attachment 1. 
 

MEETING SUMMARY 

1. Opening Remarks.  Lieutenant General Stephen Lyons (LTG Lyons) 
welcomed all attendees with special acknowledgement of new industry 
representatives.  LTG Lyons emphasized the goal of the Surface EWG which 
core theme is to maintain dialogue between the DoD and industry to discuss 
strategic surface issues ensuring that the DoD has sustained access to 
industry’s vast infrastructure commercial transportation capability.   

 
2. State of the Trucking Industry – Ms. Gina Hubbs, Universal Logistics and 

Mr. Brian Carter YRC Worldwide.   
 a. Less-than-Load (LTL) segment’s growth rate is expected to double from 

the 2015 level $56.3 billion to more than $108 billion in just 10 years.   
 b. Surge in E-Commerce is significantly impacting LTL and supply chain 

companies as they work to support a transfer from “just-in-time” to “I 
want/need it now” expectation. 

 c. Flatbed demand has increased 102% in the last three years and is expect to 
continue to grow if oil remains at $50/barrel. 
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 d. Truckload-Van demand is also expected to increase based on economy 

growth projections.   
 e. 2017 Outlook:   
  (1) Mild cyclical rebound;  
  (2) GDP;  
  (3) Unemployment below five percent, with job increases at a good pace;  
  (4) Consumer spending up 3.8% over the past 12 months;  
  (5) 3.6% gain in take-home pay;  
  (6) Consumer attitudes are stable;  
  (7) Housing starts are up;  
  (8) Non-residential construction continues to rise;  
  (9) Capacity will continue to decline;  
  (10) Diesel fuel will continue to rise;  
  (11) Rates will increase;  
  (12) Growing concerns over infrastructure;  
  (13) Carriers will scrutinize customers. 
  f.  Overall, the trucking industry expects increased tonnage through 2023. 
 g. Electronic Logging Device (ELD) implementation continues with more 

than 80% of large fleet operations completed installation in 2016; 
however, they are not 100% compliant.  Only one third of small fleets 
have completed ELD installations.  Carriers predict a small decrease in 
productivity once the ELD deadline passes, which may affect capacity. 

 h. Driver retention and turnover are felt across all driver sectors and will 
continue to challenge the industry. 

 i. Autonomous trucks are not ready for full implementation as there are 
many legal and social hurdles that must be addressed first. 

 j. Bottom-line:  With rising rates, declining capacity, driver recruitment and 
retention plaguing the trucking industry; the federal government has to 
become more of an attractive partner with whom to do business.  

 
 



POINTS OF CONTACT 
USTRANSCOM/ERC-I    (618) 220-4948 
SDDC                                 (618) 220-5705           

 
 

SURFACE EWG    27 JUL 2017     4 

 

U.S. TRANSPORTATION COMMAND 

 
2. State of the Household Goods (HHGs) Industry – Kevin Myers, Wheaton 
World Wide. 
 a. Remodeling of the HHGs Industry:  Finding cost effective shipping 

alternatives to replace driver and labor shortages. 
 b. Declining industry:  Increase in van line acquisitions, and growth of move 

management companies used to increase market share. 
 c. Health based on:  Economy and housing market which affect corporate 

growth and potential for a stronger demand across the national account 
market.  At the same time, lower unemployment rate equates to smaller 
labor pool to draw from, to support the demand. 

 d. Volume:  DOD is the largest single customer comprising 20% of domestic 
market; 2017 year-to-date trending slightly lower (4%); and 2017 peak 
season shipments started booking three weeks earlier; “good news story!” 

 e. Capacity factors (similar to other trucking sectors):   
  (1) Recruiting qualified drivers; HHG owner operators continue to 

decrease and the average age is 57. 
  (2) Hours of Service restrictions and ELDs mandatory 

18 December 2017; which will reduce available hours to work. 
  (3) Agent/warehouse capacity is shrinking in most cities due to operating 

costs and lack of interested successors. 
  (4) Qualified labor pool (experienced, background checked, etc.) brings 

about additional costs. 
  (5) Base access delays. 
  (6) Stable Defense Personal Property System (DPS). 
  (7) Difficult to predict and forecast future volumes. 
 
3. State of the Rail Industry – Ryan Steinbach, Union Pacific. 
 a. Safety:  Accidents are down 43% since 2000, and with the implementation 

of positive train control (PTC), the rate is expected to further decrease.  
PTC implementation deadline is 31 December 2018. 

 b. Rail carloads is 260K/week, down from a high of 300K/week a few years 
ago.  This decrease is directly related to the decrease in the shipments of 
coal in the energy market. 



POINTS OF CONTACT 
USTRANSCOM/ERC-I    (618) 220-4948 
SDDC                                 (618) 220-5705           

 
 

SURFACE EWG    27 JUL 2017     5 

 

U.S. TRANSPORTATION COMMAND 

 
 c. Key economic forecasts leads the industry to expect modest increases in 

volume in 2017 and 2018. 
  d. There is an initiative to ensure the railcar fleet does not drop below 1,500 

cars.  As such, TTX is investing over $125M in the 89’ and 60’ flats. 
  (1) 850 replacement 89’ flats with the universal chains coming online 

(4Q 2017-2Q 2018). 
  (2) 500 existing 89’ flats receiving new universal chains (3Q 2017-

2018). 
  (3) 315 existing 60’ flats receiving a 15 year life extension (2017). 
 e. Military comprises 82% of the 89’ and 21% of the 60’ flats shipments.  
 f. SDDC has requested the rail industry consider pooling military-useful 

chain flats into a single pool, collectively we need to view the assets 
holistically and ensure we maximize usage across all railroads and all 
business segments. 

 g. There needs to be a combined effort and look to maximize the supply 
chain:   

  (1) Having a centralized role overseeing the entire fleet. 
  (2) Reducing the equipment dwell time at each installation & port. 
  (3) Collaborating to hit the hard required delivery dates (RDDs), even if 

it means providing special switches as necessary to those installations 
with manifest service. 

  (4) Revamping the bid award notification process to ensure the industry 
can plan for upcoming moves. 

  (5) Maximizing assets and capacity by planning for tighter loads. 
  
4. Defense Personal Property Program Update – Colonel Ralph Lounsbrough, 

USTRANSCOM HHG Division Chief. 
 a. Briefed the new design concept of consolidating the policy (TCJ5/4), 

operations (SDDC) and requirements branch (TCAQ) under one entity 
within USTRANSCOM in an attempt to improve the move experience for 
the Service Member. 
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 b. Peak season volume:  Generally consistent with 3-year trends.  Short fuse 

shipment percentage is at an all-time low which translates to more 
business to higher rated service providers.  The targeted open season 
brought 35 new Transportation Service Providers (TSPs) and 17 
successfully filed rates. 

 c. Focus Areas (FA)/Priorities:  System Stability; Cybersecurity 
Enhancements; User Interface/Experience Improvements; Architectural 
Improvements (reduce technical debt); and Transportation Operational 
Personal Property Standard System (TOPS) Sunset (legacy system). 

 d. Current Development Efforts:  Self Counseling/Claims Redesign and 
Landing Page (FA 3); Rate Filing Redesign - automate backend manual 
processes (FA 4); Non-Temporary Storage (FA 5); and Data Encryption 
(FA 2). 

 e. Way ahead:  Personal Property Forum 19-21 September 2017, St. Louis 
area; evaluating targeted open season for additional low capacity areas; 
2018 400NG Tariff/International Tender Updates (release draft for 
industry review/comment no later than (NLT) 29 September 2017). 

 
5. USTRANSCOM Contract Updates – LTC Ray Casher, USTRANSCOM 

(TCAQ). 
 a. Defense Transportation Coordination Initiative (DTCI):  Period of 

performance extended until 16 September 2018.  DLA will continue to 
receive services under DTCI until the last site is transitioned to DFTS. 

 b. Defense Freight Transportation Service (DFTS):  United States Court of 
Federal Claims (COFC) denied both protests.  Expect re-award NLT 
31 July 2017.  Full and Open Competition, Indefinite Delivery/Indefinite 
Quantity (IDIQ), Firm-Fixed-Price (FFP), Single award, valued of up to 
$2.2B.  Proof of Principle:  Up to seven years:  2-year base, three 1-year 
options, two 1-year award terms.  Implementation will be executed in 
phases. 

 c. Transportation Safety & Security Inspection II (TRANSS):  Contract is 
still in execution (expires September 2017).  Planning for potential 
follow-on effort. 
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 d. Category Management Initiatives:   
  (1) Next Generation Delivery Service (NGDS):  Awarded 26 April 2017; 

performance starts 1 October 2017; combines Total Delivery Service 
(TDS) & Surface Small Package (SSP). 

  (2) Freight All Kinds (FAK):  To be determined (TBD).  Discussions are 
occurring between USTRANSCOM, OSD, GSA, and OMB. 

  (3) OSD-TP update (Attachment 2). 
 
6. NDTA Cybersecurity Committee Small Business Update – Mr. Marc Boyle, 

Boyle Transport. 
 a. Committee goal:  Ensure all TSPs— including small businesses — have 

an acceptable degree of cybersecurity to complete assigned missions.  
Follow-on discussion mentioned sanitizing/removing information on the 
bill of lading that was not necessary for shipping papers and chain of 
custody (Signature and Tally sheet) which could reduce the amount of 
data available for compromise and the requirements to protect it.  

 b. Key recommendations:   
  (1) Start with overview on cybersecurity from DHS, FBI, DSAC, Defense 

Industrial Base ISAC, US-CERT , IACP Cybercenter, and MS-ISAC 
Cyber Security. 

  (2) Recommend ordering [Surface] Cybersecurity Awareness Guide from 
TSA. 

  (3) Monitor threat updates. 
  (4) Review and implement security controls (e.g., SANS 20). 
  (5) Manage web resources on NDTA and USTRANSCOM websites. 
 c. Resources (Attachment 3) 
 
7. Operational Joint Force Development – MG Kurt Ryan, Commander, SDDC. 
  a.  Briefed that the Army has lost its deployment muscle memory.  During 

OIF and OEF the Army became very good at sustainment.  Future 
conflicts will require us to deploy whole units with all of their equipment 
in a very short timeframe.  Need to re-learn how to do that efficiently; and 
be better synchronizing our efforts so we can maximize the use of 
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available transportation assets.  This includes conducting load outs, 
determining the most efficient routes, and enforcing timelines. 

  b.  Discussed the number of movements requiring rail and truck are rising 
and could create competing requirements.  SDDC is carefully tracking the 
movements and looking at alternative methods/routes to gain velocity in 
meeting RDDs.   

  c.  SDDC has demonstrated by using alternative movement routes, and 
closely coordinating with deploying units, commercial carriers, and port 
personnel, that they can reduce deployment timelines from 104 days to 53 
days. 

 d. (TASK) LTG Lyons asked for this brief to be incorporated in the 
upcoming Civil Reserve Air Fleet (CRAF) and Voluntary Intermodal 
Sealift Agreement (VISA) EWGs. 

 
8. Rail Stationing Update – Mr. George Gounley - SDDC. 
 a. Implementation process: 
  (1) 17 April 2017 – Department of Army execution order directed the 

stationing plan for all Department of Defense (DODX) general purpose 
flatcars. 

  (2) 8 May 2017 – Customer and Carrier Advisories issued with effective 
date 11 May 17. 

   (a) No requests for DODX cars except to move tanks and tank 
retrievers. 

   (b) No use of DODX cars for other traffic unless permission from 
SDDC is granted. 

   (c) 11 May 17 – Effective date for ‘Grandfathered’ car requests. 

                    
   (d) 13 July 17 – First request for use of DODX cars. 
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9. Legislative Update – Kurt LaFrance, USTRANSCOM Legislative Affairs. 
 a. House passed the National Defense Authorization Act (NDAA) FY18 on 

14 July 2017: 
  (1) Railroads for National Defense. 
  (2) Two interest items; “Assessment of Effectiveness of Cyber   

Reporting” and “Assessment of Third-Party Cybersecurity Risk.” 
 b. Senate NDAA FY18 is pending action by the full chamber. 
 c. House DOD Appropriations Act 2018 is pending action by the full 

chamber (Minibus with Energy, Legislative Branch, Military Construction 
and Veterans Affairs). 

 d. Senate DOD Appropriations Act 2018 is pending action by the Defense 
Subcommittee. 

 e. House Transportation, Housing & Urban Development (THUD) 
Appropriations 2018: 

  (1) No funds to amend/revise/modify safety fitness determinations. 
  (2) Prohibits funds for use to mandate GPS tracking. 
  (3) 30-minute rest period exemptions.  
  (4) Safety management system data sharing. 
  (5) Regulatory compliance burdens on small carriers. 
 f. Senate version of THUD Appropriations 2018 is TBD.  
 g. Veterans Expanded Trucking Opportunities Act 2017.  
   (1) H.R. 2547 amends the “Medical Program,” 49 USC 31149 by 

defining a “Qualified Examiner” (expands the number of VA medical 
professional who may qualify) of the Fixing America's Surface 
Transportation (FAST) Act. 

 
10. Department of Labor Update – Amy DeBisschop, Wage and Hour Division. 
 a. Executive Order (EO) 13706, Establishing Paid Sick Leave for Federal 

Contractors. 
  (1) Applies to specified contracts entered into by the federal government 

that require performance in whole or in part within the U.S. (50 states 
and the District of Columbia).  
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  (2) Covered employees can accrue one hour of paid sick leave for every 

30 hours worked on or in connection with a covered contract, up to 56 
hours per year. 

  (3) EO 13706 paid sick leave does not count toward the wages and 
benefits required under the Davis-Bacon Act (DBA) or Service 
Contract Act (SCA). 

  (4) Additional guidance, FAQs, fact sheet and implementing regulations 
are available at:  www.dol.gov/whd/govcontracts/eo13706. 

 
11. Federal Railroad Administration (FRA) Update – Patrick Warren, FRA. 
 a. Discussed the prevailing feeling within the federal government not to 

extend PTC implementation. 
 b. Updated group on regulatory issues. 
 c. Discussed infrastructure as it relates to the rail industry. 
 
12. Federal Motor Carrier Safety Administration (FMCSA) – Mr. Chuck Horan, 

FMCSA. 
 a. FY 2016 - $1,000,000 in grants to provide training for more than 250 

students [Veterans as Commercial Motor Vehicle (CMV) Drivers)]. 
 b. MAP-21 Commercial Driver’s License (CDL) Final Rule; Military 

Drivers:  Extends the time in which former military personnel are allowed 
to apply for a CDL skills test waiver from the 90 days to one year; and 
allows active duty service members operating in a Military Occupational 
Specialty as full-time CMV drivers who are stationed outside their State 
of domicile to apply for a Commercial Learner’s Permit (CLP) or CDL in 
the State where they are stationed. 

 c. Military Licensing and State CDL Reciprocity (NPRM):  The proposed 
rule would allow State Driver Licensing Agencies (SDLAs) to waive the 
requirements for the CDL knowledge tests for certain individuals.  
Specifically those who are, or were, regularly employed within the last 
year in a military position that requires/required, the operation of a 
commercial motor vehicle (CMV).  (Status: NPRM Published 
12 June 2017 with comment period closing 8 August 2017). 

http://www.dol.gov/whd/govcontracts/eo13706
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 d. National Registry (FAST Act – Veterans Administration):  Section 5403 – 

Veterans may obtain their medical certificates to operate CMVs in 
interstate commerce from the VA.  DOT must develop a process for 
qualified physicians to perform medical exams and provide medical 
certificates – including listing on the National Registry of Certified 
Medical Examiners.  (Status: NPRM published 1 December 2016). 

 e. Drug & Alcohol Clearinghouse (Final Rule):  Motor carriers, Medical 
Review Officers (MRO), Substance Abuse Professionals (SAP), and 
consortia/third party administrators (C/TPA) to report:  Verified positive, 
adulterated, and substituted drug test results, positive alcohol test results, 
test refusals, negative return-to-duty test results, and information on 
follow-up testing.  Motor carriers would be required to report actual 
knowledge of traffic citations for driving a commercial motor vehicle 
(CMV) while under the influence (DUI) of alcohol or drugs.  (Status:  
Final rule was published 5 December 2016; Compliance date: 
6 January 2020). 

 f. (TASK) MG Ryan asked that Mr. Horan be introduced to the Army 
Quartermaster and Transportation Schoolhouse leadership to ensure they 
are familiar with the Veterans to CDL effort. 

 
13. Installation Access Update. 
 a. No significant changes to installation access since May NDTA update.   
 b.   OSD Handout (Attachment 4). 
 
14. New Business / Around-the-Room. 
 a. (TASK) Ms. Denise Bailey requested USTRANSCOM relook the need 

for two meetings a year based on increased movements of forces. 
 b.  Minutes can be found on USTRANSCOM website:  

https://www.transcom.mil. 
 
15. Wrap up/Review the Taskers.  See Attachment 1 for tasks stemming from the 

EWG.  
 
 

https://www.transcom.mil/
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16. Upcoming Surface EWG Schedule: 
 a. Jack Svoboda, TC-ERC:  Reminder to plan for the NDTA-

USTRANSCOM Fall Meeting in St Louis (10-13 October 2017).   
 b. 25 January 2018 – Scott AFB, IL (Tentative). 
 c. 26 July 2018 – Scott AFB, IL. 
 
17. Closing Remarks. 
 a. LTG Lyons closed the meeting. 
 b. Meeting adjourned. 
 
ATTACHMENTS: 
1.  Surface EWG Tasks 
2.  Cybersecurity Resources 
3.  Motor Carrier DoD Installation Access Way-Forward July 2017 
 
UPDATES/CORRECTIONS 
Contact the USTRANSCOM ERC-I point of contact at (618) 220-4948 or email:  
transcom.scott.tcerc.mbx.is@mail.mil for updates or corrections to these minutes.   
 
COPIES OF ASSOCIATED BRIEFS 
Contact the USTRANSCOM/ERC-I point of contact at (618) 220-4948 or email: 
transcom.scott.tcerc.mbx.is@mail.mil for copies of the briefs presented during this 
Surface EWG meeting. 
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ATTACHMENT 1     SURFACE EWG TASKS 
 
New Tasks: 
 

TASK LEAD DUE 

(#201707-1)  Incorporate SDDC Operational 
Timeline Analysis Brief into CRAF and VISA EWG. SDDC Completed 1 Aug 17 

(#201707-2)  Link up FMCSA with Army 
Schoolhouse leadership. SDDC Completed 27 Jul 17 

(#201707-3)  Review need for two Surface EWGs 
each year based on increase in movements. TCDC 1 Dec 2017 

 
  

Ongoing Tasks:   

TASK LEAD UPDATES DUE 

(#201401-3)  Update progress on base access for 
trucking providers.  Request DASD(TP) to provide 
update at next Surface Transportation Committee 
Meeting and next Surface EWG. 

OSD(AT&L) 27 Jan 2018 

 
  

Tasks Closed Since Previous EWG: 
  

TASK LEAD COMPLETED 

     (#201607-1)  Business Case - DoD Better    
     Employment of Intermodal Services.  CLOSED SDDC 3 Oct 2016 

(#201602-2)  Review “No Refusal” impact on 
HHGs.  CLOSED SDDC PP 15 Sep 2016 

(#201602-3)  Examine HHGs cost per 100lbs from 
2014 to 2015.  CLOSED SDDC PP 26 Jan 2017 

(#201607-2)  Review of US Bank Rate Increase.  
CLOSED SDDC 14 Oct 2016 

 



WEB RESOURCES

Organizations with knowledge sharing on practices and threat updates
1. DHS - https://www.dhs.gov/topic/cybersecurity

2. FBI - https://www.fbi.gov/investigate/cyber

3. DSAC - https://www.dsac.gov/topics/cyber-resources

4. The Defense Industrial Base ISAC (DIB Information Sharing and Analysis Center) https://dibnet.dod.mil/portal/intranet/

Threat updates and analysis
5. IACP Cybercenter - http://www.iacpcybercenter.org/resource-center/cyber-threat-bulletins/

6. DHS and US-CERT provide a number of very useful cyber news bulletins and alerts as part of the National Cyber Awareness System-
https://www.us-cert.gov/ncas

7. SANS NewsBites https://www.sans.org/newsletters/newsbites/  is a “semiweekly high-level executive summary of the most important news articles
that have been published on computer security during the last week.”

8. POLITICO Morning Cybersecurity http://www.politico.com/morningcybersecurity offers “a daily briefing on politics and cybersecurity.”

9. MS-ISAC Cyber Security Advisories https://msisac.cisecurity.org/advisories/ provides relevant news on cyber issues and threats. See more at:
http://www.iacpcybercenter.org/resource-center/cyber-threat-bulletins/#sthash.Ydxznb3s.dpuf

10. Surface Cybersecurity Awareness GuideTSA-Surface@tsa.dhs.gov

11. DHS Cyber Information Sharing and Collaboration Program (CISCP) https://www.dhs.gov/ciscp

Standards to follow
12. 20 Critical Security Controls https://www.cisecurity.org/controls/ enumerates the key security controls entities should start with

13. OWASP (Open Web Application Security Project) -https://www.owasp.org/index.php/Main_Page OWASP focuses primarily on web security

14. OWASP Top 10 Critical Application Security Risks https://github.com/OWASP/Top10/raw/master/2017/OWASP%20Top%2010%20-
%202017%20RC1-English.pdf

ATTACHMENT 2 CYBERSECURITY RESOURCES

https://www.dhs.gov/topic/cybersecurity


Original Publication Date:     June 24, 2016 

Last Update:     July 7, 2017 (Updated sections are highlighted in yellow) 

The Department of Defense greatly values the role that the trucking industry plays in support 

of its mission and is committed to improving truck driver wait times and standardizing 

procedures for enabling unescorted access to its military installations. To that end, the 

Department has begun modifying its electronic physical access control systems (ePACS) to 

validate both driver identity and fitness (e.g. active wants/warrants) against the Identity 

Management Enterprise Services Architecture (IMESA). For installations that have both 

upgraded ePACS and connections to IMESA, DoD security gate personnel will soon be able to 

electronically scan a driver’s Transportation Workers Identification Credential (TWIC) to enable 

unescorted access.  

This paper outlines how the initiative will affect carriers. OSD will regularly update and 

distribute this paper to industry as the initiative progresses.   

 What are ePACS and IMESA?

ePACS and IMESA are integral components of the Department’s        

installation access initiative to evaluate an individual’s eligibility for 

unescorted access to DoD facilities or installations. ePACS comprise a 

suite of hardware (e.g. handheld scanner) and software that enable 

installations to electronically screen visitors for access. The 

Department is modifying its ePACS to electronically interface with 

IMESA, a portal that connects to various law enforcement databases 

(e.g. FBI’s Wants and Warrants and Terrorist Screening), which will 

enable the Department to continuously vet fitness for individuals 

seeking access to its installations.  

After initial enrollment in an installation’s ePACS, gate personnel will electronically scan the drivers 

TWIC and the driver will automatically be vetted against IMESA. If the IMESA scan does not identify any 

negative indicators against law enforcement databases, the driver may be granted unescorted access 

and avoid the full background check for subsequent visits to the installation. 

 When will ePACS and IMESA be available at installations?

As of June 2017, approximately 82% of the Department’s installations have ePACS that are capable of 

interfacing with IMESA. The Office of the Under Secretary of Defense for Intelligence (OUSD‐I), the 

proponent for DoD installation access policy, recently agreed to expedite a TWIC ePACS test, to be  
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conducted in July 2017, with the Army (Ft. Belvoir) and Air Force (Andrews AFB). The Navy uses the 

same ePACS hardware and software as the Air Force, so testing at Andrews AFB should prove the 

capability for the Navy as well. The Marine Corps is currently assessing which ePACS it will deploy. 

Following successful testing, OUSD‐I agreed to coordinate with the military Services to conduct a pilot 

program to actually enroll motor carrier drivers at a specific installation. OUSD‐I anticipates that the 

military Services will begin implementing the new solution at all CONUS DoD installations following the 

publication of a new, ePACS visitor enrollment policy. Publication is expected in the October‐November 

2017 time frame.   

The Department will update and distribute this paper, as well as list “capable” installations in the 

Military Surface Deployment and Distribution Command’s Transportation Facilities Guide, as 

installations begin enrolling drivers.  

 How do drivers enroll?

Drivers may enroll at any “capable” installation. The installation will conduct an initial, full background 

check against the FBI’s National Crime Information Center, Wants and Warrants, and Terrorist Screening 

databases. If the driver meets fitness standards, the installation will enroll the driver into its ePACS. 

Initially, drivers may have to enroll in ePACS at each installation. In the future, drivers will enroll at a 

single DoD installation and be automatically enrolled at DoD installations that are “capable”.   

Drivers will be required to provide a credential to prove identity (e.g. Driver’s License), Social Security 

Number, and full name in order to enroll. The driver will remain enrolled in the installation’s ePACS for 

up to 3 years, or until the expiration date of the driver’s TWIC, after which a driver must re‐enroll and go 

through a full background check.  

Eventually visitors will be able to enroll with a REAL ID (i.e. driver’s license for states that are compliant 

with the REAL ID act) or Personal Identity Verification–Interoperable (PIV‐I); however, this capability is 

still in development.  

 Does the driver still need a valid reason for requesting unescorted access to the base?

Yes, unescorted access will not be granted unless the driver can establish that he/she has a valid reason 

to access the installation. Establishing the need for access can be accomplished via various means, such 

as providing a copy of the bill of lading (either hard copy or electronic) to gate personnel.  

 How much does enrollment cost?

Enrollment in installation ePACS is free for truck drivers with a TWIC. Carriers/drivers will be responsible 

for costs associated with the procurement of the TWIC. 

 What criteria will installations use for determining driver “fitness”?

The DoD is currently developing a policy, separate from the ePACS visitor enrollment policy, which 

includes a standardized set of criminal history disqualification criteria applicable to all military Service 

installations. Some installations may enforce citizenship and security clearance requirements due to the 

sensitive nature of the installation. Standardizing the criminal history disqualification criteria across DoD  



installations will enable carriers to make better informed decisions for dispatching drivers to pick‐up 

shipments (e.g. if a driver picks‐up at an Air Force installation and delivers to an Army installation, both 

installations will use the same criminal history disqualification criteria). As the initiative progresses, the 

standardized criteria will also enable drivers to enroll at a single DoD installation and be automatically 

enrolled at DoD installations that are “capable”. OUSD(I) anticipates publishing the visitor 

disqualification criteria policy in January/February 2018.  

 What impact does the REAL ID Act have on gaining access to DoD installations?

All Federal agencies are prohibited from accepting driver’s licenses or state identification cards from 

states deemed non‐REAL ID Act compliant, without an extension, for physical access to Federal facilities. 

All DoD installations will continue to accept driver’s licenses from states with 2017 DHS extensions 

through their expiration dates (available at this site: https://www.dhs.gov/current‐status‐states‐

territories).  

DoD has established a two‐card process for individuals with driver’s licenses from states subject to REAL 

ID enforcement. In these situations, drivers may present both their non‐compliant driver’s license (for 

the purpose of performing a background check) and a TWIC bearing the same name and similar photo 

(for the purpose of granting access). Please note that the Department accepts the Transportation 

Worker Identification Credential (TWIC) as a valid credential for driver identification purposes only. 

Once the TWIC ePACS solution is implemented and drivers have enrolled, DoD installations will accept 

the TWIC to prove both driver identity and fitness by scanning the credential.  
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